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ALL YOUR EMAIL TRAFFIC IS NOW SAFE!

Most of the corporations experience losses of performance because of the spam emails over email accounts. As a result of 

threats that come through emails, many corpora>ons have their information leaked out, discredited and their IT systems have 

been damaged.

COMODO KORUMAIL is Antispam Gateway software that provides a safe email traffic using all filtering techniques 

accepted as the industrial standard for reaching of clean emails to your system before your email server as well as using the 

techniques developed by the KoruMail  R&D team. Comodo KoruMail is compatible with all the commonly used MTAs (Mail 

Transfer Agent). With its easy-to‐manage and dynamic structure, it is the absolute solution to prevent spams and infected 

emails.

KoruMail’s success has been registered with the Premium Certificate provided by Westcoast Labs In the tests conducted on 

KoruMail by Westcoast Labs, an independent testing agency, a spam capture success over 99% was obtained and it deserved 

to have the Premium Certificate.

KEY FEATURES
• Policies for incoming and outgoing emails

• IPv6 support

• DLP (Data Loss Prevention)

• Email Archiving and Quarantine

• SM IP IPS/FW

• Antispam - Antivirüs

• Spam training

KORUMAIL ARCHITECTURE: MULTI-LAYER PROTECTION

• User Authentication (LDAP, Active Directory, MySQL and LocalDB)

• Email Limits

• Management Delegation

• Systog and SNMP

• Anti-spoofing, DKIM

• Korumail Reputation Network (KRN)

• Containment and Enhanced DLP

Quarantine Field

KoruMail SPAM
SCANNING TECHNOLOGY

SCANNING TECHNOLOGY
 KORUMAIL SPAM
For the incoming and

outgoing emails, it does filtering in

20 layers. Filtering is carried out

from superficial to detail in order

to protect the system resources

and to process more emails.
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https://www.comodo.com/business-security/email-security/antispam-gateway.php


Comodo Korumail

www.korumail.com

BASIC ADVANTAGES
� Thanks to its advanced filtering system, spams and aIacks are prevented before they are reaching to your 

network and so that business continuity increases.

� Protects the prestige of your organization by preventing the aIackers who are trying to send emails to your organization.

� Reduces the management and general costs thanks to its advanced reporting and easy management features.

� Prevents the organizational important information from leaked out through emails by preventing data loss.

� Archives the incoming and outgoing emails and allows you quickly access the information you are looking for with its advanced search function

ADVANTAGES
SPAM AND VIRUS FILTERING

� Spam training

� Spam signature creation

� Bayesian analysis

� Word-‐based body filtering

� RBL and DNSBL

� SRN IP Reputation

� Hundreds of thousands of spam

signature

� Thousands of Turkish spam signature 

� Inverse DNS check

� Gray list

� Outgoing email filtering

� Antivirus scanning

� Prevention of password-‐protected

abachments

� Prevention according to real file types

POLICY CONTROL

� White / Black List based on email, IP and domain name 

� Header and abachment filters

� DLP (Data Loss Prevention) filter

� SPF, DKIM support

� Outgoing email limit based on user and domain name 

� Modules to prevent counterfeiting

� Recipient control via LDAP, Active Directory, MySQL 

and Local Database

� SMTP AUTH Connector

� Ability to use profile-‐based different RBL lists

� Definition of different connection numbers based on 

recipient’s domain name

�Prevention of invalid email recipients and senderse 

ATTACK PREVENTION

� Prevention of DoS abacks

� Tarpitting 

� Prevention of DHA (Directory Harvest Aback)

� SMTP IPS Ratio Control

� L2 based high protection level

� SMTP Header Response Delay

MANAGEMENT

� User-‐friendly web interface

� CLI interface

� Unlimited number of management users with 

different authorizations

� Domain name-based management delegation

� Domain name and email-based policy generation

� Saving all emails on the disk or directing to an 

email address in archive feature

� Daily quarantine report

� Real-time quarantined email control via web 

interface

� Graphic or table reports

� Advanced logging system

� Syslog and SNMP support

� IIPv6 support

� Auto Backup on the remote server

Korumail was the most appropriate and best solution against spams in our 

intensive email traffic.“ “Harun AKDOĞAN
System & Network Manager
Dogan Group of Companies Holding Inc.

MINIMUM SYSTEM REQUIREMENTS

Comodo Messaging Suite product runs independently from server.

Virtual Platform: Vmware ESX 5.x or Hyper-V

 Minimum Hardware: 1xCPU, 4 GB RAM, 120 GB HDD

Korumail is a enterprise product.

For more information about the products, please visit: http://www.korumail.com

About Korumail

Since launching KoruMail in 2006, using years of experience to create an portfolio of highly effective messaging and mail 
security products. KoruMail places great focus on customer satisfaction and is dedicated to providing industry leading mail 
productivity solutions for it's ever growing list of enterprise clients.

Adress: Comodo Group, Inc. 1255 Broad Street Clifton, NJ 07013 , United States
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