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1 Introduction to KoruMail Messaging
Gateway

With unsolicited emails increasing with each passing day, employee mail boxes are flooded with spam messages
that contain viruses, phishing links and more. Productivity can decline as individuals waste valuable time sorting
genuine mails from junk. If a user opens a malicious attachment or visits a fraudulent website then organizations
may find their network compromised or infected.

Comodo's KoruMail Messaging Gateway is an antispam and threat prevention appliance that uses advanced filtering
technologies, antivirus scanners and content analysis engines to quietly and effectively prevent unsolicited mail from
entering your network.

Key Features
«  LDAP control
«  RBL (Realtime Blocking Lists)
«  MX
+  Reverse DNS
«  White / grey / black lists, add titles which are industrially proven filtering techniques
«  SRN Reputation Network
+ Active Directory Integration
+  Quarantine Reporting, Quarantine Webmail
+  Reporting

Guide Structure
This guide is intended to take the user through the installation, configuration and use of Comodo KoruMail.
+ Introduction to KoruMail Messaging Gateway
+ Installing the Appliance
+  Accessing the Appliance
«  Accessing via CLI Console
+  Accessing via Web Console
+  The Main Interface
The Dashboard
+  System Usage Graphics
+  About Software
+  Changing your Password
+  User Management
Managing Administrative and End Users
+  Managing Groups
- System Configurations
+  Network Configuration
- Services
+ License
«  Configuring System Settings

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 5
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Logs

Tools

System Usage Statistics
SMTP Configuration

SMTP (Send E-Mail Protocol) Settings
Manage Domains
Surgate SMTP AUTH Connector
LDAP/Local DB/My SQL User Database
Greylist
Managing RBL Servers
Disclaimer
SMPT Relay
DomainKeys Identified Mail (DKIM)
Outgoing SMTP Limits
Incoming SMTP Limits
Modules
Anti-spam
Anti-Virus
KoruMail Reputation Network (KRN)
Anti-Spoofing
SMTP IPS/FW
Auto Whitelist
Data Leak Prevention (DLP)
Anti-Phishing
Promotional
Profile Management

Adding and Configuring a New Profile
Editing a Profile
Deleting a Profile

Reports

Mail Logs Report

SMTP Queue Report

Delivery Logs Report

SMTP-AUTH Logs Report

Summary Reports

Domain Reports

Attachment Verdict Reports
Quarantine & Archive

Quarantine & Archive Settings

Quarantine Logs
Archived Mails
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2 Installing te Appliance

+  Prerequisites
«  Deployment in Data Centers

2.1 Prerequisites

Please ensure the following conditions are met before installing the KoruMail appliance:

1. The source IP of incoming mail traffic should not be changed by other devices. If the incoming emails are
routed via a load balancer to KoruMail then make sure the balancer's settings are configured not to change
the source IP. Else IP based filtering will not work properly.

2. AnAand MX records should be entered for korumail.domain.com

3. For the protected domains, only one MX Reverse DNS record should exist and it must point to KoruMail.
Otherwise, spam and viruses will pass from other servers in MX records without being filtered via KoruMail.
Also, if possible SMTP port 25 should not be accessible from outside for the emails to be protected by
KoruMail. Spammers can keep MX records in their memories before KoruMail installation and they can
send spam/virus directly to actual mail server by-passing KoruMail.

4. Firewall should be permitted as follows:

Traffic to KoruMail:

1. Port 8080 and port 8443 (GUI interface and quarantine reports) must be open from outside to KoruMail
2. Port 25 must be open from outside to KoruMail
3. Port 22 should be open for KoruMail Support Center (78,186,198,152) to remote access

Traffic from KoruMail:

1. All connections to the outside must be accessible

2.2 Deployment in Data Centers

Note the following points before starting:
1. Switch off the appliance then unplug the AC power cable
2. Remove all the cables and communication tools plugged into the device

3. Empty static electric on your body

You must place the appliance into rack cabinet with the rail-kit.
Before starting to use KoruMail appliance, check the following:
1. Power and network cables have been plugged in

2. Device's network settings have been done properly as explained in the section Accessing via CLI Console

After completing the above steps you can do all other configurations in detail explained in the section System
Configuration.

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 7
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3  Accessing the Appliance

KoruMail's default IP address is 10.0.0.123 and you can use this to access the appliance for initial configuration.
Default username is ‘admin’. For password please contact Comodo sales representative.

There are two ways to access the appliance:
1. Text menu-based CLI (Command Line Interface) console

2. Graphic-based web management console

3.1 Accessing via CLI Console

If it is not accessible from your network, then the easiest way to access the console is by using the command line
interface. You can perform basic operations from this interface. The remaining network settings on the appliance can
be done remotely via a web browser.

The CLI username is 'shell' and the password is 'surgateshell'. You will be asked to change the password after first
login.

re using default password for the user shell
1 must change it now
1 will ke logged out automatically after changing pa

Mull passwords are not ok

Changing local password for shell

Enter an option: I

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 8
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All the functions of the appliance cannot be configured via the CLI and only limited important tasks can be performed
in the following order:

1. Network configuration

Reboot

Halt

Pinging a host to check whether the network access is exist
Restarting the web management console

Changing CLI password

Changing the password for web management console

©® N o o~ ow N

Displaying the network configuration
9. Displaying the network interface

As an example, the following screenshot shows how to make network configuration.

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 9
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Enter an option: 1

tem irmne:

Do you want to proceed [y[n] (Default is none) ?
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3.2 Accessing via Web Console

1. Enter KoruMail Messaging Gateway’s IP or host name together with port 8080 (Example:
http://korumail.comodo.net:8080) in the address bar of a browser

2. Enter your username and password. Default user name is ‘admin’. For password please contact Comodo's
sales representative

3. Choose one of the language options (English/Turkish)
4. Click the login button

Login

Username | |

Password | |

t"‘( cCOMODO sy Language |English - |
>N\ KoruMail

Login

Forgot Password

Quarantine Webmail

Copyright@ 2006 - 2016 Comodo Group, Inc.
KoruMail name and logo are trademarks of Comodo Group, Inc.
All rights reserved.

westcoast labs

«  To connect via secure HTTPS connection, click the ‘SSL' icon and enter the credentials

« Incase you have forgotten the password, click the 'Forgot Password' link, enter your email address and
click the 'Send' button to receive a new password.

«  Users can view their quarantined mails by clicking the 'Quarantine Webmail' link and providing their
credentials in the KoruMail Quarantine Webmail interface. Refer to the 'Managing End Users' section for
more details.

Note: The credentials are case sensitive, and so should be entered as configured.

If there is no activity by the admin for a specified time (30 minutes by default) in KoruMail’s control window then the
session will time out. You should login again to access the KoruMail's control panel.

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 1



CcCOMODO

Creating Trust Online®

3.3 The Main Interface

The administrative console provides easy access to all modules, statistics and configuration screens in KoruMail
Messaging Gateway.

Configuration Tabs
fMew and configure ik the armow The Dashboard Area About
parious settings o view of hde Miew graphical summary of Wiew appliance model number,
he Configuralion Tabs Eyslem usage, syslam messages software version, change password,
pnd About system and details update license and run setup wizard

3 |
k.. comono | | Dashboard o )
_.( KoruMail _

[ SMTP I Cusss I Mstwork ] Network2 I cPy T Désk i Memary ] Systom Date A1 V2016 0033 UTC

v Usar Managemsant

v Sygiem

Upame 21 hours. 55 mnutes

— [ T e oy e, [l [ . -

L st raivn aciiin [udeng Chiafege Paas wond

v Profile Manageimeil EMTP Connection Enpme Varsion K orursd SN TP Fiter Engme Korumsil & 4

User inferfaps Wersion Ariease 5.4.3 - Duld Mdctlea

¢ Reports Fis
i Koruball Pabeh Leve E403
A P u:a A Ligetiatie Tmss | This Mow 74 09:35 07 UTC 7018
S]rutum Messa 0.2 Spam Sgnatere Gounl
DQPE}'S IITIP{II'IEI'I[ — B.a+ TR o) o) Wrus Sigrature Last Update Time | Thu Mow 248 38:33:00 UTC 216
sarmngs and notifications O connz  Hex: o awqt o cur: o Wirus Sigrature Coust 5134968
Configuration Tabs

The tabs on the left pane allows administrators to add new users, groups, configure various settings such as
domains, SMTP, view and generate reports and more.

+  User Management: Allows to add/edit groups and admin users with different privileges. Refer to the section
'User Management' for more details.

- System: Allows administrators to configure network settings, add NTP servers, enable or disable services
such as anti-spam engine, Snmpd, KoruMail delivery agent, view and update license and more. Refer to the
section 'System Configuration' for more details.

«  SMTP: Allows administrators to configure SMTP settings, add domains, add new LDAP profile, create
greylist of domians, IP or network address, set outgoing limits and more. Refer to the section 'SMTP
Configuration' for more details.

+  Modules: Enable or disable anti-spam, anti-virus, anti-spoofing, anti-phishing and configure settings for anti-
spam training and content filter. Refer to the section Modules for more details.

«  Profile Management: Configure various settings such as anti-virus, anti-spam, blacklist and more for default
incoming and outgoing profile. Refer to the section 'Profile Management' for more details.

+ Reports: View and generate log reports for incoming and outgoing mails and a summary of mails
categorized as spam, RBL, phishing and more. Refer to the section 'Reports' for more details.

+  Quarantine & Archive: Enables to configure Quarantine and Archive settings, view quarantined mail logs
and archived mails. Refer to the section 'Quarantine & Archive' for more details.

Dashboard

After logging-in to the console, the first screen displayed is the '‘Dashboard'. It provides at-a-glance view of system
usage such as SMTP, Queue mails, network utilization rate, CPU and memory utilization.

- System Messages: Displays error messages or important notifications that might affect the performance of
the messaging gateway.

- System Usage Graphics: Provides a graphical representation of the system usage such as SMTP

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 12
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connection rate in hourly, daily, weekly, monthly or yearly basis, utilization of network, CPU, disk and
memory. Refer to the section 'System Usage Graphic' for more details.

+  About: The 'About' area in the dashboard allows administrators to change the current password, view
details of the appliance and software and manage the license. Refer to the section 'About Software’ and
'Changing your Password' for more details.

+  Run the Setup Wizard: Enables administrators to quickly configure the Korumail appliance.

4  The Dashboard

The Comodo KoruMail Dashboard provides at-a-glance statistical summary of the current running status, system
messages and allows administrators to change the password and update license.

The Dashboard is displayed by default whenever you login to the administrative interface. To switch to 'Dashboard'
from a different configuration screen, click on the 'KoruMail Messaging Gateway' logo at the top left.

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 13
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Dashboard
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\zamans admin (admn; Chosge Password
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.
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o.n ;
i i KarsMal Fasch Lavel £403
0| - I
i e e - Spam Sigrature Las? Usdms Tire  Wos Bov 7 00-30:38 EST 2016
8.3 | - . [ Span Skgrature Coenl 245612
o.o#f - Wi Signatune Lasl Updale Time  Sun Mece 8 325334 EST HHE
oo:an oo 40 o1: 0o
@ canns  Max i al e 5 Viwa: Signature Coust SOSAE
Run The Selup Wigard
-

Copyrightd 2306-2006 Comado Oroup, ke Al ighls reserved
Erruttai name and logo are irademarks of Comodo Groep, Inc.
Fezlaass: 64204022

The 'System Messages' displays error messages or important notifications that might affect the performance of the
messaging gateway.

Click the following links for more details about other areas in the dashboard:
- System Usage Graphics
«  About Software
+  Changing your Password

4.1 System Usage Graphics

The 'System Usage Graphics' area in the 'Dashboard' displays a graphical summary of SMTP connections, number
of queued mails, network utilization rate, CPU utilization rate, disk usage ratio and system memory utilization rate.
The tabs in the second row allow you to view summaries on an hourly, daily, weekly, monthly and yearly basis.
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«  SMTP: Displays the maximum, average and current SMTP connections to KoruMail for the selected period.
+  Queue: Displays the maximum, average and current emails in queue for the selected period.
«  Network: Displays the network utilization rate of the system for the selected period.
+  CPU: The maximum, average and current CPU utilization rate for the selected period.
+  Disk: Displays the system's disk usage ratio for the selected period.
«  Memory: Displays the system's memory utilization rate for the selected period.
Refer to the System Usage Statistics section for more details about each of the item.

4.2 About Software

The 'About' section in the 'Dashboard' area displays hardware, software and virus update details and also allows you
to change the web console access password.
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System Date

Uptime

Online Users
Username

Engine Wersion

User Interface Version

Korulail Patch Level

07/M1/2016 01:06 EST

4 days 20 hourz 11 minutes

1

admin (admin} Change Password
Korumail SMTP Fiter Engine Korumail 6.4
Release §.4.3 - Build 04cflea

5403

Spam Signature Last Update Time | Mon Mov 7 00:30:01 EST 2016

Spam Signature Count

Virus Signature Last Update Time

Virus Signature Count

245612
Sun Nov 6 22:30:34 EST 2016
5056931

Run The Setup Wizard

Details

Clicking the 'Details' link at the bottom opens another 'About' screen that provides more details:

About

Engine Yersion
User Interface Version
Karuhail Patch Level

Spam Signature Last Update
Time

Spam Signature Count

Wirus Signature Last Update
Time

Yirus Signature Count
Support

Sales

Telephone

Release: 6.4.3.04cflea

Korumail SMTP Filter Engine Korumail 6.4
Release 6.4 3 - Build 04cf1ea
6403

Mon Mov 7 02:07:12 EST 2016
245578
Sun Mov 6 22:30:34 EST 2016

5056931

Comodo Group, Inc.,
korumailsupporti@comodo. com

Comaodo Group, Inc., korumailsales@comodo.com

+80 530 016 9903

Copyright® 2006-2016 Comodo Group, Inc. All rights reserved.
KoruMail name and logo are trademarks of Comodo Group, Inc.

By default, the 'About KoruMail' will be displayed.

+  Click the 'System Admin' tab to view or update administrator details:
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System Admin Mame:  John

System Admin Sumame:  Smilh
System Admin Tel. Mo, | 123456789

Syatermn Admin E-mail - admingexample com

Save

Note. When the SMTP IPS module blocks IP addresses, the details of the blocked IP's are sent to the system admin
e-mail address shown in this interface.

«  Click 'Save' after the details are provided in the fields.

If the field 'System Admin E-mail'is left blank, then a error message will be displayed under the 'System Messages'
in the 'Dashboard'".

Run a Setup Wizard
Allows you to quickly configure protection on a mail server.
To run the setup wizard:

+  Click the 'Run the setup wizard'" link.

«  The 'User Preferences' screen will be displayed.

+  The administrator can configure 'User Preferences', 'System Admin' details, 'Network Settings', 'Timezone',
'LDAP' profiles, 'Managed Domains', 'Routes' and 'Relay' details.

Dashboard
[ systemMessages

Syatem Mezsages

Cick for new update detain

Ho Syslem Message

System Usage Graphics About
SMTR Queue Hetwork Network2 CPU Disk Syatem Date 32016 00:31 EST
Memory Upitime 21 houre 21 minues
Onina Usars 1
’ Uzername edmn (samin) Change Pesawerd
(oo Lo T v T s T e T i
Engine Versian Karumai SWTP Fiker Engine Korumai
T i 64
SMTP Connection
Sk User Interface Version Release § 4.1 - Build 04cflen
Korulad Paich Lewsl 6403
Spam Signature Last Update Wed Now 25 00°30:.02 EST 2018
Lo H Tire

B.5 - Logout 242485
0.0 SEtup Wizard - Tus Mov 22 23:09:00 EST 2016
..... o \ 5128747
User Preferences

Fun Tt.; f‘@ o YWizard
Detnis

Permit Processing User Dato | (®) Bermit Dﬂ.nﬂnyﬂma ) mone

Enabling this oplion to s2nd some spam messages Lo our labs for anabysing i cerfainly advissd,

Hext

By permitting the processing of user data, administrators can upload certain spam messages for analysis to the
Comodo support team. Refer to the section 'System General Settings' for more details on user preferences.
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+  Clicking 'Next', you can enter admin details such as 'System Admin Name', 'System Admin Surname’,
‘System Admin Tel. No' and 'System Admin E-mail'.

Setup Wizard

System Admin

System Admin Name | [Erhan

System Admin Surname |C.eran

|
|
System Admin Tel. No. | [12345678 |
|

System Admin E-mail |erhan.n:eran@n:nmndn.n:nm

Prev Hext

«  Click 'Next', to enter network details.
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Setup Wizard

Network Settings

Hostname: [10.103.51.98 |

Pv4 Default Gateway: | 46 . 101 . 182 . 1

IPvE Default Gateway: | | | [] Remove IPv6 settings

Primary DNS Server: | [195.175.39.39 |

Secondary DNS Server: | [195.175.39.40 |

Prev Hext

Refer to the section Network Settings for more details on this section.

«  Click 'Next', to enter details of 'Timezone'.

Setup Wizard m

Timezone
Continent |Eurnpe v|
ciy
Current timezone  Europeflstanbul
Prev Next

Refer to the Timezone section for more details.
«  Click 'Next', to enter 'LDAP" information:
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Setup Wizard
LDAP

(i31Add LOAP profile

Default AD

Default OpenLDAP

Default OpenlLDAP AUTH

i | i | i | i

Default AD AUTH

Prev Hext

Refer to the LDAP section for more details.

«  Click 'Next', to enter details of 'Managed Domains'.

Setup Wizard

Managed Domains

| MenagedDomanMName | GenerateReport | Owner  Action
| | ] [

mail.postmanllc.net admin By
www.mail.yahoo.com admin B 5
Prev Next
Refer to the Managed Domains section for more details.
«  Click 'Next', to enter details of 'Routes'.
-
Setup Wizard
Routes
|-Choose- | IPv4 v 25 | |None v|  MNone % 7
mail.postmanllc.net IPw4 178.62.89.150 25 LDAP Default AD Lyt
www.mail.yahoo.com | IPvd 172.62.89.150 25 LocaluserDB LocalUserDB Lt
Prev Hext

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 24



Creating Trust Online®

Comodo KoruMail - Ad min-Guide coMono

,/,

Refer to the Routes section for more details.

«  Click 'Next', to enter details of 'Relay'.

Setup Wizard

Relay
S

| | L |

Thera are no available records.

Range Examples

192.168.2 1 (only one |P address)

192.168.2 2-5 (IP addresses in the range 192.168.2.2 to 192.168.2.5)
182 168 2 (whole 192 168.2 0124 C class)

192168 (whole 192 168.0.0M16 B class)

Prev End

Refer to the Relay section for more details.

4.3 Changing your Password

You can change your current password anytime from the 'About' area. To change your password, from the
'Dashboard’ screen click the 'Change Password' link in the 'Username’ row.

System Date 07M1/2016 01:06 EST

Uptime 4 days 20 hours 11 minutes

Online Users 1

Uzernamea adrnin (admi
Engine Version Korumail ZMTP Fiter Engine Korumail 5.4
User Interface Version Release 6.4.3 - Build 04cflea

KoruMail Patch Level G403

Spam Signature Last Update Time | Mon Mov 7 00:30:01 EST 2016

Spam Signature Count 245812

In the 'Change Password' screen, enter the current password and then enter the new password and confirm it in the
last field.
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Change Password
Oid Password
Hew Password

Hew Password (again)

Save

«  Click the 'Save' button.

The password details will be updated and you have to use the new password to access the KoruMail's web console.

5 User Management

The 'User Management' area allow administrators to create new admins and configure their privileges. The
‘Quarantine Webmail User' tab allows administrators to add email recipients' details so that they can log into the
console to view their quarantined emails. The interface also allows the creation of user 'Groups' with different access
levels.

-
t""‘( cCoMODD users

L
S KoruMail [ Tee I

v User Management

» System wﬂ
admin admin 2

» SMTP john admin -8 o

v Modules korumail admin :0 ]

)

v Profile Management ST A test1 = 9
test test :D a

+ Reports
user2 ugers = o

v Quarantine & Archive viewar — 2 .
WSUSEr admin :0 @

Click the following links for more details:
+  Managing Administrative and End Users
+  Managing Groups

5.1 Managing Administrative and End Users

The KoruMail's web console can be accessed by administrators according to their designated privileges. The 'User
Management' area also allows administrators to add end users so that the email recipients can access the web
console and view their quarantined emails. A new administrator must have a group assigned to them, so make sure
an appropriate group already exists. Refer to the section 'Managing Groups' for more details.

«  Toopen the 'Users' screen, click the 'User Management' tab on the left menu and click 'Users'.

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 26



Comodo KoruMail - Admin Guide ~  comopo

Creating Trust Online®

St ‘“i"

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 27



Comodo KoruMail - Admin-Guide comono

.-’/’

[ -

~4 cOMODO ' Users
L( Koru Mall [ Administrative Users T Quarantine Webmail Users _

& Add user

* User Management

Users admin admin :&3
Groups John admin :o /]
kerumail admin :nﬂ ﬂ
» System
. snowman testl :u o
» SMTP test test & (V]
r Modules user2 users :n 0
viewer viewer & 0
+ Profile Management i
- ™
WsuSer admin 20 7. ]
¢ Reports
» Quarantine & Archive
Copyrightd 2006-2014 Comodo Group, Inc. All rights reserved

Click the following links for more details:
+ Managing Administrative Users
«  Managing End Users

5.1.1 Managing Administrative Users

+  To open the 'Administrative Users' screen, click the 'User Management' tab on the left menu and click the
‘Administrative Users' tab from the 'Users' screen.
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[ Administrative Users T Quarantine Webmail Users _

(&) Add user

admin admin :El

john admin :g ﬂ

keorumail admin :g; ﬂ

Snowman testl :g ﬂ

test test :g; ﬂ

user2 users :m 0

viewer WIEWEr :El @

WELUSEr admin :g @

Administrative Users — Table of Column Descriptions

Column Header Description
Username The username provided at the time of adding the administrator to access the web console.
Group Displays the name of the group to which the administrator belongs. Refer to the section

'Managing Groups' for more details.

™

—= | Administrators with appropriate privileges can delete other admins by clicking this
icon. Please note logged-in admin cannot be deleted by himself/herself.

Action
Administrators with appropriate privileges can edit other admins' details. Refer to
the section 'Editing an Administrator' for more details.
Status Indicates whether the admin is in enabled or disabled status. Disabled admins cannot log
into the web console. Refer to the section 'Enabling/Disabling Administrators' for more
details.

From the this interface an appropriately privileged administrator can:
+ Add an administrative user
+  Delete an administrative user
- Edit an administrative user
« Enable/Disable an administrative user

To add an administrative user
«  Click the 'Add User' link

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 30



Comodo KoruMail — Admin-Guide CoMoDn0

.-’/

Users

I Administrative Users Qua

) Add user

T

The 'Add New User' screen will be displayed.

Add New User m

Username *
Authentication Type  LocalDB «

Password *
Password *
Name
Sumame
E-mail *

Group | -Choose- -

Save Cancel

«  Username: Enter the username to access the console
+  Authentication Type: Two options are available — Local DB and LDAP AD

+  Local DB - Authentication of the user will be done using the local database
- LDAP AD - Authentication of the user will be done using LDAP
«  Password: Enter the password to access the console and confirm it in the next field.
+  Name: The first name of the administrative user
+  Surname: The surname of the user
+  E-mail: Enter the email address of the administrative user

«  Group: Select the group to which the admin user should be added. Refer to the section 'Managing Groups
for more details.

«  Click the 'Save' button to add the new admin user.
To delete an administrative user

™
+  Click the #=2 icon beside the user that you want to delete
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Are you sure you want to delete this entry?

QK ] ’ Cancel

«  Click 'OK'" to confirm the deletion.

To edit an administrative user

. Clickthe  icon beside the user that you want to edit
The "Edit User' screen will be displayed:

Edit user

Username * | snowman
Authentication Type | LocalDB -
Password* | ess
Password* | ess
Mame | John
Sumame | Smith
E-mail * | adminuseri@example.

Group | test1 -

Save Cancel

- Edit the details as required. The screen is similar to the 'Add New User' section. Refer to 'Add an
administrative user' for more details.

«  Click the 'Save' button.
The changes will be saved and a confirmation note will be displayed.
To enable/disable an administrative user
The icon under the 'Status' column indicates whether the 'Administrator User' is enabled or disabled.

@ | Indicates the user is disabled and cannot login to
the web console

& | Indicates the user is enabled and can access the
web console

- Click the icon to toggle between enabled and disabled statuses.
+  Click 'OK"in the confirmation dialog.
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5.1.2 Managing End Users

The 'Users' interface allows end users (email recipients)to view their quarantined emails. Administrators can provide
them with web console access to view their mails. They can view only their quarantined mails. The 'Quarantine
Webmail Users' tab in the 'Users' interface allow administrators to add end users, edit or delete them.

«  To open the 'Quarantine Webmail Users' screen, click the 'User Management' tab on the left menu, click
'Users' and then click the 'Quarantine Webmail Users' tab from the 'Users' screen.

Users

© Add user

Search

test@comodo.com
userl@example.com
user2@example.com

user3@example.com

Ll ] ] o
o0& oo

vetestl @ve.comodo.local

Quarantine Webmail Users — Table of Column Descriptions

Column Header Description

Username The username provided at the time of adding the end user to access the web console.

- | Administrators with appropriate privileges can delete the end user by clicking this

icon.
Action
Administrators with appropriate privileges can edit end user's details. Refer to the
section 'Editing an End User' for more details.
Status Indicates whether the end user is in enabled or disabled status. Disabled end users cannot
log into the web console. Refer to the section 'Enabling/Disabling End Users' for more
details.

From the this interface an appropriately privileged administrator can:
« Add an end user
+ Delete an end user
- Editan end user
Enable/Disable an end user

To add an end user
«  Click the 'Add User' link
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Users

l Administrative Users T Quarantine Webmail Users 1
@ Add user
Search

The 'Add New User' screen will be displayed.

CcCOMODO

Creating Trust Online®

Add New User

E-mail *

Name

Surname
Password * | eew

Password*  eses

Save Cancel

«  E —mail: The email address of the end user
- Name: The first name of the end user
«  Surname: The surname of the end user

«  Password: Enter the password to access the web console and confirm it in the next field.

«  Click the 'Save' button to add the new end user.

To delete an end user

+  Click the =2 icon beside the user that you want to delete

Are you sure you want to delete this entry?

QK ] ’ Cancel

«  Click 'OK' to confirm the deletion.

To edit an end user

. Clickthe  icon beside the user that you want to edit

The "Edit User' screen will be displayed:
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i Logout
Edit user -

E-mail * userl@example.com
Name | John
Sumame | Smith
Password* | ees

Password = eee

Save Cancel

- Edit the details as required. The screen is similar to the 'Add New User' section. Refer to 'Add an end user'
for more details.

«  Click the 'Save' button.
The changes will be saved and a confirmation note will be displayed.
To enable/disable an end user

The icon under the 'Status' column indicates whether the 'Administrator User' is enabled or disabled.

@ | Indicates that the user is
disabled and cannot access the
web console

@ | Indicates that the user is
enabled and can access the
web console

- Click the icon to toggle between enabled and disabled statuses.
+  Click 'OK'"in the confirmation dialog.

5.2 Managing Groups

The 'Groups' interface allows the administrators with appropriate privileges to create administrator groups according
to the needs of the organization. Each group can be configured with different permission levels. This simplifies the
process of configuring permission levels for each administrator meaning new or existing administrators belonging to
the account can be simply assigned a group with a preset policy. The admin interface will vary according to the
user's permission level. Refer to the 'Managing Administrative Users' section for more details on how to assign a
group to admin users.

«  To open the 'Groups' screen, click the 'User Management' tab on the left menu and click 'Groups'
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t‘-( Koru Mall & A groug
| Giouptame | GroupDescipton | Acton |

admin Admunistrators

= User Managament

domainmasters Domain Mastars
Ligers operator Operator Rights o

(-1 Chennal Group |
b System 2 2

triad trial ]
r SMTP UEErs Incoming users |
v Modules viewer View Only ]

i . MR Copyright® 2006-2014 Comodo Group, inc. Al rights reserved

KoruMal name and kbgo are rademarks of Comado Group, ne.
+ Reports Release: 5.2.0.3055

¢+ Cuarantine & Archive

Groups — Table of Column Descriptions

Column Header Description

Group Name The name of the group

Group Description | Enter an appropriate description for the group

|5 |Administrators with appropriate privileges can delete the group by clicking this icon.

Action

Administrators with appropriate privileges can edit group details and its privileges.
Refer to the section 'Edit a Group' for more details.

From the this interface an appropriately privileged administrator can:
+ Add a new group
+  Delete a group
Edita group

To add a new group
«  Click the 'Add group' link
The 'Add New Group' screen will be displayed.

Add New Group m

Group Name * | |

Group Description

Group Privileges ”

-Choose- » (%

Save Cancel
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+  Group Name: Enter the name of the group
«  Group Description: Enter an appropriate description for the group

+  Group Privileges: Select the privileges that should be assigned to the group from the 'Privilege Name' drop-
down.

Add New Group

Group Name * || |

Group Description || |

Group Privileges _MI

LChoose- v | [
A
All Privileges
Anti-spam
Anti-spoofing
Copyright® 2006-2016 Comi Anti-virus
KoruMail name and logo are Auto Whitelist

Release! Archived Mails

Delivery Logs

Disclaimer

DKIM

DLP

Domain Reports
Attachment Verdict System
Attachment Verdict Reports
Greylist

Groups

SMTP IPS/FW

LDAP/DB

License
Logs

- After the selecting the privilege for the group, click the ‘Add" button ® toinclude it. The added
privileges will be displayed.
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Group Name * | Stores

Group Description | Stores Department

-Choose- - %

Group Privileges

Mail Logs ! o [k

Delivery Logs & @ (st

Save Cancal

By default, the added privileges will have 'Read' rights only, meaning the features can be viewed and cannot be
configured by the admin user.

«  Select the "Write' option to make the privileges configurable for the admin user.
+  To select the 'Write' or 'Read" option for all the privileges, click the 'All' link below it.

«  To delete a privilege, click the delete icon L= beside it.
+  Click the 'Save' button to add the new group.

Now this new group can be assigned to admin users. Refer to the section 'Managing Administrative Users' for more
details on how to assign a group to admin users.

To delete a group

+  Click the L icon beside the group that you want to delete
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Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK'" to confirm the deletion.

To edit a group

. Clickthe ' icon beside the group that you want to edit
The "Edit group' screen will be displayed.

Edit group

Group Mame * | stores

Group Description | Stores Department

Lhoose- Led
Group Privileges v
Mail Logs O @ [

Delivery Logs [ [

Save  Lancel

«  Edit the details as required. The screen is similar to the 'Add New Group' section. Refer to 'Add a new
group' for more details.

«  Click the 'Save' button.

The changes will be saved.

6 System Configurations

The 'System' tab on the left menu of the web console allows administrators to configure important parameters after
initial configuration (see 'Installing the Appliance').
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| - Logout
Netwnrk -

R coMODO
=, Koru Mall [ Interfaces Network Semngs NTP T TI'I'IEIEmE- Slatic Routes T SHMP

et st -—.-

» System
46.101.204.39 255.255.192.0

rlemwork ethi EASSIVE Select
Semnices
Licenze Copyright® 2006-2016 Comodo Group, Inc. All rights resernved.

KoruMai name and logo are trademarks of Comode Group, Inc.
Seitings Release 5.4.3 04ctiea
Logs

Tools

Statistics

«  Network: Allows admin users to configure various network settings of KoruMail such as default gateways,
DNS servers, NTP servers and more. Refer to the section 'Network Configuration' for more details.

+  Services: Allows admins to start or stop various services such as Delivery Agent, SMTP, Snmpd, Scheduler
and more. Refer to the section 'Services' for more details.

+ License: View and update KoruMail licenses from this interface. Refer to the section 'License’ for more
details.

- Settings: Configure various system settings such as Cache, Session, Backup and more. Refer to the
section 'Configuring System Settings' for more details.

+  Logs: View and download mail log files and configure how long the system should retain mail log records,
archived mails and quarantined mails. Refer to the section 'Logs' for more details.

+  Tools: Allows admin users to check connectivity such as SMTP, Ping, Nslookup, Telnet as well as clear
SMTP queue. Refer to the section Tools' for more details.

- Statistics: View the graphical summary of system usage. Refer to the section 'System Usage Statistics' for
more details.

6.1 Network Configuration

The 'Network' tab allows administrators to configure various settings such as IP addresses for the network card
(NIC), hostnames, default gateway addresses, DNS server details, time-zones, static routes and SNMP servers.

«  To open the interface, click the 'System' tab then the 'Network' sub-tab.
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Netwo rk
[ Interfaces Network Settings NTP Timezone Static Routes SHMP

eth0 456.101.204.39 | 255.255.192.0 ACTIVE

ethl PASSIVE Select

Click the following links for more details of each of the settings:
+ Interfaces
+  Network Settings
+  Network Time Protocol (NTP)
Time Zone
- Static Routes
- Simple Network Management Protocol (SNMP)

6.1.1 Interfaces

The initial configuration of KoruMail is done at the time of installation using the Command Line Interface (CLI)
console and can be edited and updated using the web console. Refer to the section 'Installing the Appliance' for
more details. The details of the Network Interface Card (NIC) can be edited/updated from the 'Interfaces' screen.

+  To open the 'Interfaces' screen, click the 'System' tab on the left menu, then 'Network' and 'Interfaces' from

the 'Network' screen.

Network

Interfaces Hetwork Settmgs HTP Timezone Static Routes SHMP

ethD 46.101.204.39  255.255.192.0 ACTIVE

ethl PASSIVE Select

Interfaces — Table of Column Descriptions

Column Header Description

Interface Name The name of the Network Interface Card (NIC) with physical Ethernet ports. The number of
ports available depends on the appliance model. If two ports are available, then the
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appliance can be configured to route inbound and outbound emails on separate Ethernet
ports. This configuration is preferable because it provides the best network bandwidth. If a
single Ethernet post is available then both incoming and outgoing emails are routed via the
same port. This may result in network bottlenecks, but can be used for organizations with
relatively low email traffic.

IPv4 The IPv4 address assigned to the port

IPv4 Netmask The IPv4 netmask address assigned to the port

IPv6 The IPv6 address assigned to the port

IPv6 Prefixlen The prefix of the IPv6 address

Status Indicates whether the interface is enable or disabled. The link toggles between 'Active’ and

'Inactive’ statuses. Click on the link to make the interface 'Active’ or 'Inactive'.

SMTP Outgoing IP | Sets the corresponding interface IP address as SMTP outgoing IP address. Clicking 'Select'
applies the setting after a confirmation dialogue.

Allows to edit the settings of the NIC. Refer to the section "To edit the interface' for

Edit more details.

From this screen, administrators can edit the interface settings.

To edit the interface

+  Click the . icon beside the interface that you want to edit
The 'Edit interface' screen will be displayed.
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Edit interface

Interface Name: eml
Pv4: | 10 . 100 . 129 3

IPv4 Netmask: = 255 . 255 . 255 _ 0
PyE: [ Remove PvE settings

IPvE Prefiden:

Hostname:
Pvd Defaulk Gateway: 10 100 . 129 il
PvE Defauk Gateway:
Primary DNS Server: | 195 . 175 . 39 39

Secondary DNS Server: 195 . 175 . 39 . 40

Continent  Eurcpe -
City Istanbul -

Current timezone Europe/istanbul

Save Cancsl

+ Interface Name: The name of the network interface card. This name is not editable.
«  IPv4: The IPv4 address of the port. Edit as required.
+  IPv4 Netmask: The IPv4 netmask address of the port. Edit as required.

« |Pv6: The IPv6 address of the port. To disable the IPv6 settings, select the 'Remove IPv6 settings' check
box.

«  |Pv6 Prefixlen: Enter the prefix length for the IPv6 address

+  Hostname: The hostname of the system. The changes will be reflected in the ‘Network Settings' interface
also.

«  |Pv4 Default Gateway: The IPv4 default gateway that KoruMail will be using to connect to other networks or
the Internet. Edit as required. The changes will be reflected in the 'Network Settings' interface also.

+  |Pv6 Default Gateway: The IPv6 default gateway that KoruMail will be using to connect to other networks
or the Internet. Edit as required. The changes will be reflected in the 'Network Settings' interface also.

«  Primary DNS Server: The IP of the primary DNS server that KoruMail is configured. Edit as required. The
changes will be reflected in the 'Network Settings' interface also.

- Secondary DNS Server: The IP of the secondary DNS server that the appliance is configured. Edit as
required. The changes will be reflected in the 'Network Settings' interface also.

+  Continent: The name of the continent where the system is located.
«  City: The name of the city where the system is located.
+  Current timezone: The timezone of the city.
+  Click the 'Save' button.
A reboot confirmation screen will be displayed. Reboot will not be required for DNS setting changes.
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Confirmation H

Changes(except DNS) will force Korulail to reboot. Do
you confirm?

Yes Ho

«  Click 'Yes' to confirm the changes and reboot the system.

6.1.2 Network Settings

The 'Network Settings' interface allow administrators to change the hostname of KoruMail, IPv4 and IPv6 default
gateways, primary and secondary DNS server settings. The changes done here will also be reflected in the 'Edit
Interface' of the NIC as explained in the previous section 'Interfaces’.

«  To open the 'Network Settings' screen, click the 'System' tab on the left menu, then 'Network' and 'Network
Settings' from the 'Network' screen.

Network
[ Interfaces T Hetwork Settings T NTP T Timezone I Static Routes T SHMP _

Hostname:

IPv4 Default Gateway: © 10 . 100 . 129 . 1
IPvE Default Gateway: ] Remove IPvE settings

Primary DNS Server: | 195.175.30.39
Secondary DNS Server: | 195.175.39.40

Save

«  Hostname: The hostname of KoruMail. The changes will be reflected in the 'Edit interface’ of the NIC also.

+  |Pv4 Default Gateway: The IPv4 default gateway that KoruMail will be using to connect to other networks or
the Internet. Edit as required. The changes will be reflected in the 'Edit interface' of the NIC also.

+  |Pv6 Default Gateway: The IPv6 default gateway that KoruMail will be using to connect to other networks or
the Internet. Edit as required. The changes will be reflected in the 'Edit interface' of the NIC also. To disable
the IPv6 settings, select the 'Remove IPv6 settings' check box.

«  Primary DNS Server: The IP of the primary DNS server that the system is configured. Edit as required. The
changes will be reflected in the 'Edit interface' of the NIC also.

- Secondary DNS Server: The IP of the secondary DNS server that the system is configured. Edit as
required. The changes will be reflected in the 'Edit interface’ of the NIC also.

+  Click the 'Save' button.
A reboot confirmation screen will be displayed. Reboot will not be required for DNS setting changes.
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Confirmation H

Changes(except DNS) will force Korulail to reboot. Do
you confirm?

Yes Ho

«  Click 'Yes' to confirm the changes and reboot the system.

6.1.3 Network Time Protocol (NTP)

Network Time Protocol (NTP) is an Internet protocol that is used to synchronize computer clocks over a network. The
'NTP Servers' screen allow administrators to add time synch servers for KoruMail.

«  Toopen the 'NTP Servers' screen, click the 'System' tab on the left menu,then 'Network' and 'NTP' from the
'Network' screen.

Network
[ Interfaces I Network Settings T NTP T Timezone T Static Routes T SHMP _

NTP Servers

o
0.asia.pool.ntp.org b |
l.asia.pool.ntp.org b |

To add a new NTP server

- Enter the name or IP address of the server in the 'Server name' field and click the 'Add' button |3.
The message 'Settings saved successfully' will be displayed.
To remove a NTP server

. Click the 'Delete' button “# beside the server name in the list.
In the confirmation dialog, click 'OK' to remove the NTP server from the list.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

6.1.4 Timezone

The 'Timezone' tab in the web console allow administrators to configure the time zone of the system to which you
want to synchronize the time.
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+  To open the 'Timezone' screen, click the 'System' tab on the left menu, then 'Network' and 'Timezone' from
the 'Network' screen.

Network
[ Interfaces T Hetwork Settings I NTP T Timezrone I Static Routes T SHMP _

Continent Europe -

City Istanbul -

Currentimezone Europefstanbul

Save

+  Continent: Select the continent from the drop-down
«  City: Select the city from the drop-down
Click the 'Save' button. A reboot confirmation screen will be displayed.
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Confirmation H

Changes(except DNS) will force Korulail to reboot. Do
you confirm?

Yes Ho

Click 'Yes' to confirm the changes and reboot the system. The changes done here will also be reflected in the 'Edit
Interface' of the NIC as explained in the previous section 'Interfaces’.

6.1.5 Static Routes

KoruMail can be configured to redirect traffic to different email servers using the static route in addition to the default
gateway configured in 'Network Settings' section.

«  To open the 'Static Routers' screen, click the 'System' tab on the left menu, then 'Network' and 'Static
Routes' from the 'Network' screen.

Network
[ Interfaces I Network Settings T NTP T Timezone I Static Routes T SHMP _

Show Route

| HostNameorIP Address | Gateway  Action
1] L

There are no available records.

Export Import Delete all

From this screen an administrator can:
«  Add host names or IP address
Delete host names or IP address
«  View the network route

To add host names or IP address
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+  Enter the host name or IP address of the machine that you want to specify a static route in the 'Host Name
or IP Address' field.

«  Enter the IP address of the gateway that the machine should connect to.

«  Click the k] button under the 'Action' column.

The system will be added and displayed below the field.

192.168.199.1 J ] 10.100.129.2 [

192.168.199.1 10.100.129.2 e

Expod Impod  Delete all

«  Repeat the process to add more machines.
Alternatively, you can also import the machines from a file.

«  Toimport the machines, click the 'Import' link

192 168.199 1 1] 10.100.129 2

192.168.199.1 10.100.129.2

Export Delete all

The 'lmport' dialog will be displayed.

&= Upload

Save Close

+  Click the 'Upload' button, navigate to the the location where the file is saved, select it and click 'Open'.
The file will be added.
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== Upload * Clear All
Static-Routes.
Clear
Done
Save Close

+  Repeat the process to add more files.

«  Toremove a file, click the 'Clear' link beside it.

«  Toremove all the added files, click the 'Clear All' button at the top right.
«  To import the machines from the files, click the 'Save' button.

192.168.199.1 10.100.129.2 L
192.168.199.2 10.100.129.2 L
192.168.200.1/23 10.100.129.2 L

Export Impod  Delete all

«  To save the details of machines and gateway, click the 'Export' link and save it to your system.

To delete host names or IP address

- Clickthe % peside a system to remove it from the static route and click 'OK" in the confirmation dialog.

- To remove all the machines from the list, click the 'Delete all' link at the bottom and click 'OK' in the
confirmation dialog.

To view the network route
«  Click the 'Show Route' to view the 'Routing tables' for the machines.
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r Interfaces T Hetwork Settings HTP Timezone T Static Routes | SHMP
Show Route
Routing tables -
Internet:
Destination Gateway Flags Refs Use Metif Expire
default 10.100.128 1 UGs 0 2813487 em0 S
101001280024 link#2 L 0 883027 emd
1010012831 link®2 LUHS 0 40 o0
127.0.01 link#3 LH 027311545 lo0 5

192.168.199.1 101001282 UGHS 0 0 emO
1921681992 101001292 UGHS 0 0 emD
192.168.200.0/23 101001292 UGS ] 0 em0

Internets:

Destination Gateway Flags  Metif Expire

196 1 LGRS lod d
=1 link#3 IH lo0

1]

6.1.6 Simple Network Management Protocol (SNMP)

Simple Network Management Protocol (SNMP) allows administrators to monitor network devices such as KoruMail.
Before configuring the SNMP settings, download the SNMP agent and Management Information Base (MIB).

+  To configure SNMP settings, click the 'System' tab on the left menu, then ‘Network' and 'SNMP' from the
'Network' screen.
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Network

(s T v o T o | e T wronee T e

System Location Chennai

System Contact KoruMail Admin

Save

sa

There are no available records.

- System Location: Name of the location where the KoruMail device is located.
- System Contact: The name, telephone number and/or email address of the system administrator to contact.
Click the 'Save' button.

+ IP: Enter the IP address of the SNMP Manager system

«  Community: The community string that is defined between SNMP manger and the SNMP agent in KoruMail.
It acts like a password to provide access to the agent in KoruMail.

Click the b link to add the SNMP manager. You can add multiple SNMP managers. You can delete any currently
SNMP access enabled hosts by clicking the L% Jink click 'OK' in the confirmation dialog.

6.2 Services

The 'Services' screen provides the current status of various KoruMail services. You can stop or restart a service and
also shutdown or reboot KoruMail.

«  To view and configure KoruMail services, click the 'System' tab on the left menu, then 'Services'
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-
| i
k"" COMODO SEWI c‘es
-
{ KoruMail ez=
v User Management KoruMail Delivery Agant =] - ©
i P r 1 = -
Etwoik Korubail SHTP Submission Service IE - m Ak Moot Awallable
m KaruMail Main Filtering Engine ] - = & sendce is running
Licenze Anti-spam Enging £1 = & o] E:&;:cﬂ:slc;:cneu
Star send

Samngs = - = ® Stop sendcs

Anti-zpam Engine =22 [="]
Logs Bl Rastart service

KoruMail DB Connector = & &=
Taols

: -

Staishics Sysiogd - ® -

Snmpd Service a ﬁ' m
v SMTP

Anti-virus Madule &= - &
b Moddles =

Schaduler Service = ] =
+ Profile Management
¢ Reporls

g Copynight® 2006-2014 Comoda Groug, e, All righls. reserved.
b Quaranting & Archive Koruliad name and loge ane irademarks of Comedo Group, Inc
Relsases: 5.2.0.3055

The icons in the 'Legend' screen provides the status details of the services.

Description of the Services

Column Header Description
KoruMail Delivery Agent The service forwards the emails processed by KoruMail to target email server.
KoruMail SMTP Service The service that filters emails on hosted domain names on KoruMail. This service

accepts incoming e-mail connections listening to port 25 of SMTP. The SMTP
service filters the emails per the settings configured by the administrator (Reverse
DNS, RBL, SRN, MX control the White List, Black List, Grey List, etc.) in SMTP level
first and then the filtered emails are passed to the next stage - KoruMail Main
Engine for spam and virus analysis.

Submission SMTP Service | Submission port (587), is a mail delivery port as port 25 (SMTP) but it requires
additional authentication. If you do not have an account on this server, you cannot

send an e-mail.
KoruMail Main Filtering The emails that are filtered by 'SMTP Service' are passed to the main filtering
Engine engine software that checks for spam and virus in the mails. This module performs

the actions specified by administrator such as rejecting, quarantining the infected
email or saving the email to another register area or address. If e-mail is required to
be sent to recipient then it is forwarded by the KoruMail Delivery Agent.

Anti-spam Engines KoruMail antispam engines scans emails and specifies spam scores controlling
thousands of spam signatures such as header and bayesian-based content filtering.
This scores are used to define an e-mail as spam.

KoruMail DB Connector The Postgre SQL services running on KoruMail's internal database of quarantined
emails and archives.

Syslogd The daemon service that stores system logs in rsyslog format.

Snmpd Service Itis an Simple Network Management Protocol (SNMP) agent which binds to port

and acts on SNMP management application’s requests and sends the requested
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information to the requester.

Anti-virus Module KoruMail includes Comodo's anti-viurs programs as a built in solution.

Scheduler Service This service organizes the programs that runs periodically. This feature in KoruMail
Messaging Gateway creates periodic reports and graphics about system usage.

«  To start or stop a service, click on the buttons beside it.

= Indicates the service
is running. Click on

the ® button under
the 'Start / Stop'
column to stop the
service.

&l Indicates the service
has stopped. Click

on the button
under the 'Start /
Stop' column to start
the service.

- To restart a service, click on the & button under the 'Restart' column. If the service is running, it will stop
and restart again. If the service is stopped, then it will restart.

N
«  To shutdown the KoruMail, click on the button.

U

- To reboot the KoruMail, click on the button.

6.3 License

The 'License' screen allows administrators to view current license details as well as to create a license request and
install a new license. KoruMail licenses can be purchased by logging into your Comodo account at
https://accounts.comodo.com/account/login

Licenses are priced according to the number of users and license period.

« To view and purchase a new KoruMail license, click the 'System' tab on the left menu,then 'License'

-
License
B emE—

CAM User e-mail Address CAM Automabic Henewal CAM Max Users CAM Max Servers CAM Actvabon Laml | CAM License Frst Installabion Date | CAM License Expiration Date | CAM License Satus
P Vo e i et Mo 100 1 3 2015-02-24 2016-02-24 VALID
‘CHEK here fo get CAM license key

From here an administrator can:
+ View the details of your current license
+  Purchase a license
+ Activate your license
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+ Read End User License Agreement (EULA)

To view the details of current license
«  Click the 'Licenses' tab

-
License
EormemE——

CAM User e-mail Address CAM Automabic Henewal CAM Max Users | CAM Max Servers CAM Actreabon Lind | CAM License Farst Installabon Dabe | CAM License Expiration Dabe | CAM License Siatus
- - Mo 100 1 3 2015-02-24 2016-02-24 VALID

License — Table of Column Descriptions

Column Header Description
CAM User e-mail The email ID provided at the time of CAM sign-up.
Address

CAM Automatic Renewal | Indicates whether automatic renewal of license is opted.

CAM Max Users Maximum number of users that can be enrolled

CAM Max Servers Maximum number of servers that Korumail can be installed.

CAM Activation Limit The number of times the same license key can be used to activate Korumail in the same
machine.

CAM License First Indicates the date when the license was activated.
Installation Date

CAM License Expiration |Indicates the license expiry date
Date

CAM License Status Indicates the status of the license, whether it is valid or expired.

To purchase a license
+  Click the 'Click here to get CAM license key' in the 'Licenses' tab...

License

Licenses License Activation T End User License Agreement 1
CAM User e-mail Address CAM Automatic Renewal | CAM Max Users m

Mo 100 1

Click here to get CAM license key

...or in the 'License Activation' tab.
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License

I Licenses I License Activation [ End User License Agreement _

CAM Activation Key ®

Mew Licenseg !,Iitk here to get CAM license kevy

Save

You will be taken to Comodo Accounts Manager (CAM) login page at https://accounts.comodo.com/account/login
+  Login to your CAM account or create a new one and complete the KoruMail license purchase procedure.
Alicense key will be sent to your email address that was provided at the time of CAM sign-up.

To activate your license
+  Click the 'License Activation' tab.

License

I Licenses I License Activation [ End User License Agreement _

CAM Activation Key

Mew License  Click here to gel CAM license key

Save

«  Copy and paste the license key that was sent to your email address from Comodo in the 'CAM Activation
Key' field.

+  Click the 'Save' button.
The license key will be checked and if validated, the 'Licenses' interface will be updated accordingly.

End User License Agreement (EULA)
+  Click the 'End User License Agreement' tab.
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|
License

Comaodo KoruMail
License Agreement

THIS AGREEMENT COMNTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ THE AGREEMENT CAREFULLY BEFORE
ACCEPTING ITS TERMS AND CONDITIONS

IMPORTANT — PLEASE READ THESE TERMS CAREFULLY BEFORE DOWHNLCADING, INSTALLING, OR USING KORUMAIL
("THE PRODUCT OR “PRODUCT™). THE PRODUCT CONSISTS OF SOFTWARE, AND YOUR USE OF THE PRODUCT IS
SUBJECT TO YOUR ACCEPTANCE OF THIS END-USER LICENSE AGREEMENT (THIS "AGREEMENT™ OR “EULAT). YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TO ITS
TERMS EITHER (1) BY USING THE PRODUCT, {2) BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE, OR. (3) BY
CLICKING ON “| ACCEPT” BELOW. IF YOU DO NOT AGREE TO THE TERMS HEREIN, DO NOT USE THE PRODUCT, DO NOT
DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND DO NOT CLICK OM *| ACCEPT.

This Agreement is a legal contract between you, as an End-User, and Comodo Yazilim A.S. Turkey, a Turkish company, with

offices at Halici Yazilim Evi Zemin Kat QDTU Telnokent Gankaya Ankara Turkey (*Comedo

+ Read the EULA fully.
You can also download the EULA from the screen by clicking the 'Download As PDF' link at the bottom.

E REGEMTS OF THE UNIVERSITY OF CALIFORNIA OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT

INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES, LOSS OF USE, DATA, OR FROFITS,; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AMD ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
MEGLIGENCE OR OTHERWISE) ARISING IM ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

POSSIBILITY OF SUCH DAMAGES.

Copyright® 2006-2014 Comodo Group, inc. All righis reserved
Koruldad name and logo are trademarks of Comodo Group, Inc.
Release. 5.2.0.3055

+  Click 'OK' to download the file to your system.
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Opening EULA.pdf *
You have chosen to open:

EULA.pdf
which is: PDF file
from: hitps://46.101.204.3%:8443

What should Firefox do with this file?

) Openwith | TWINUI (default) -

(@): Save File

[] Do this automatically for files like this from now on.

QK Cancel

6.4 Configuring System Settings

The 'Settings' interface allows administrators to configure various parameters such as cache settings for Greylist IP,
LDAP, SMTP-Auth logs, user session timeout duration, system backup and restore, log upload settings and more.

- To open the interface, click the 'System' tab and then the 'Settings' sub tab.

-
= Logout
Settings

k“""’( COMODO .
=, KOrUMall General I Cache ] Session T GUI Customization I Backup | Restore | LogUpload
Postmaster T SMTP TLS I Database Update T Sysiog

¢ User Management

Permit Processing User Data| ® Permit O Anonymous ) None

system Enabling this option 1o send some spam messages to our [abs for analysing 15 certainiy atwsed.
MNetwork Save
Senices
License
Cup}ﬁg!:ﬂﬁl?ﬂﬂlﬁ-?mﬁ Comoda Group, Inc. A8 rights reserved
Korubail name and logo are trademarks of Comada Group, Inc.
Lags Releasa: 6.4.3.04cfea
Tools
Statistics

Click the following links for more details:

- General
« Cache
«  Session

«  GUI Customization

»  Backup
»  Restore
+  Log Upload

«  Postmaster
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«  SMTPTLS

+ Database Update
+  Update Database
«  Syslog

6.4.1 System General Settings

The 'General' settings tab allows administrators to enable/disable the option to upload spam messages detected by
KoruMail to Comodo labs for analytical purposes.

- Toopen the 'General' settings interface, click the 'System' tab from the left menu, then 'Settings' and
'General' tab.

Settings

General T Cache T Session T GUI Customization T Backup

Restore

Log Upload

Postmaster T SMTPTLS T Database Update I Syslog

Permit Processing User Data ® Permit O,&nnnymnus O MNone
Enabling this option to send some spam messages to our labs for analysing is certainly advised.

Save

«  Permit Processing User Data:

«  Permit - If enabled, spam messages detected by KoruMail will be uploaded to Comodo labs for
analysis.

+  Anonymous - If enabled, spam messages detected by Korumail will be uploaded anonymously to
Comodo labs for analysis.

«  None - If enabled, spam messages detected by Korumail, will not be uploaded to Comodo.
«  Click the 'Save' button to apply your changes.

6.4.2 Cache Settings

The 'Cache’ settings tab allow administrators to set the cache expire time for Greylist IP addresses, SMTP Auth logs

and LDAP.
«  Toopen the 'Cache’ settings interface, click the 'System' tab on the left menu, then 'Settings' and 'Cache’
tab.
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Settings ﬂ

[ Genral ] Cavche I Session I GLN Cusiomization I Backup I Restore I Log Uiphosad I Posimaster I SMTP TLS T Database Update T Syslog l

Greylist IP Cache expire time | 720 minutes Clear Now
SMTP-AUTH logs expire time | 7 dayls) Clear How
LDAP Cache Clear Now

Save

«+  Greylist IP Cache expire time: KoruMail greylists IP addresses from which emails are received for the
first time and rejects it. If the sender is using a proper mail server, it automatically resends the email.
The greylisted IP becomes whitelisted and email is not rejected. If the mail is from a spam source, then
normally it will not resend mails. Enter the time for which the greylisted IPs should be cached. If within
this time emails are resent from greylisted IPs, they are whitelisted. After the entered time, the
greylisted IPs are deleted from the greylist.

«  SMTP AUTH logs expire time: The end user authentication log details of SMTP clients are cached for
the entered days and after that they are deleted.

+  LDAP Cache: LDAP authentication details are cached and KoruMail does not query the LDAP server.
«  Click the 'Clear Now' beside an item to clear the cache immediately.

+  Click the 'Save' button to apply your changes.

6.4.3 Session Settings

The 'Session' settings tab allows administrators to configure the session inactivity period as well as to limit the
number of times an administrator can log into the web console before the login password has to be changed.

«  To open the 'Session' settings interface, click the 'System' tab on the left menu, then 'Settings' and 'Session'
tab.
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Settings

l General I Cache ] Session I GUI Customizaten I Backup [ Restore I Liog Upload I Postmaster I SMTP TLS ] Database Update ] Syslog I

Sessian Timeout Duration: 30 minutas
Legin Limit 100

Save

- Session Timeout Duration: Enter the period of session inactivity after which the administrator has to login
again.

«  Login Limit: Enter the number of users that can login to the portal at the same time.
«  Click the 'Save' button to apply your changes.

6.4.4 GUI Customization

The 'GUI Customization' tab lets you customize the look and feel of KoruMail web console according to your
preferences. You can also change the name and the logo to be displayed in the interface.

+  To open the 'GUI Customization' settings interface, click the 'System' tab on the left menu, then 'Settings'
and 'GUI Customization' tab
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Settings

l General I Cache T Session I GUI Customization I Backup ] Restore I Log Upload [ Postmaster ] SMTP TLS I Database Update ] Syshog I

Company | KonuMail

o= Upload
Logo

Lago size must not be greater than 150x100 (widthxheight) pixels
and formal must be PNG

“Jise default choose

Theme | Bizer (Default) -

Save

«  Company: Enter the name of the company to be displayed

«+  Logo: To upload the logo to be displayed, click the 'Upload' button, navigate to the location where it is saved
and click 'Open’.

T Backup T Restore T Log Upload T Postmaster T SMTPTLS T Database Update T Syslog '

Company | KorulMail

X Clear Al
Logo
1ht) pixels || test_logo.png o
[ be PNG Done Liear

[Cluse default choose.
Theme Blitzer (Default) «

Save

The image will be uploaded and displayed in the interface. Please note the image should be in .png format and its
size should not be greater than 150 width x 100 length.

«  Toremove the logo, click the 'Clear' link.
+  Click the 'Save' button to upload the logo.

+  Theme: The 'Themes' drop-down allows you to choose the colors and appearance of the GUI as you prefer
(Default = Redmond Theme).

«  Click the 'Save' button to apply your changes.

6.4.5 System Backup

The 'Backup' tab allow administrators to backup all configurations and logs. You can also automate the backup
process by scheduling the backup dates and time. You can restore the stored back up in case the need arises.

- To open the 'Backup' settings interface, click the 'System' tab on the left menu, then 'Settings' and 'Backup'
tab.
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Settings

l General I Cache l Sesson -[ G Customizabion l Backup I Kestore ] Log Upload I Postmaster l SMTPTLS T Database Update I Syslog I

Backug Pasawnid ssssssss

Backup Fassword | ssssssss

Create Backup Cancel

Enable Autd Backup

Save

Instant Backup

To take an instant backup, enter the password, confirm it and click the 'Create Backup' button.
The system will backup the files and the backup download link will be displayed.
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Settings

l General I Cache T Session ] GUI Customization T Basckup I Restore ] Log Upload { Postmaster ] SMTP TLS T Database Update I Syslog ]

Sackup Password ssssssss

Hackup Fasawoid sesssess

Create Backup Cance|

Rackun

— R ——
Enable Auto Backup | T

Save

+  Click the 'Click here to download backup' link.

. '

Opening surgate_backup-2014-12-24-11 56.5g9b 2

You have chosen to open:
|| surgate_backup-2014-12-24-11 56.sgb

which iz SGB file
from: http://10.100.129.31:8080

What should Firefox do with this file?

) Dpenwith |Motepad (default) -

i@ Save File

[] Do this autematically for files like this from now on.

o [l

+  Click 'OK' to save the file in your system. The 'Backup' file can be restored later from the 'Restore’ tab.
Scheduled Backup
You can automate the backup process by scheduling the jobs.

«  To schedule a backup job, select the 'Enable Auto Backup' check box.
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Settings

I General ] Cache I Session I GUI Customization ] Backup ] Restore I Log Upload ] Postmaster 1 SMTP TLS T Database Updata I Syslog I

Backup Password

Backup Password
Create Backup  Cancel

Enable Auto Ba :ku:@

Haost
User
FPassword
Password
Ramale Path
Backupbpe | FTP =
Drays bo backup Maonday Tuesday lWednesday Thursday | Friday Saturday ] Sunday

Backup hour| 0B:00 -

Save

+  Host: The name or IP of the system where the data should be backed up.
«  User: The user name of the system
- Password: Enter the password to access the system

+  Remote Path: Enter the remote path of the system including the folder name. Leaving the field blank
means the backup will be uploaded to the default FTP folder.

- Backup type: Select the backup type from the drop-down. Currently only FTP option is available.
+  Days to backup: Schedule the backup day(s) from the options.
- Backup hour: Select the hour when the scheduled backup should run on the selected backup day(s)

+  Click the 'Save' button. The scheduled job will be saved. To change the schedule or the backup location,
edit the settings accordingly and click the 'Save' button.

6.4.6 System Restore

You can restore KoruMail configurations and logs using the 'Restore' feature. Please note that for a restore operation
to be completed, KoruMail has to be rebooted.

«  To open the 'Restore' settings interface, click the 'System' tab on the left menu, then 'Settings' and 'Restore'
tab

Settings

l Genaral T Cache I Session T GUI Customization I Backup I Rasiore ] Log Lipload I Postmaster T SMTPTLS I Database Update I Syshog l

& Upbad

Backup File

Backup Password:

Restore

+  Torestore, click the 'Upload' button, navigate to the location where the backup file is saved and click 'Open’.
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After uploading, the backup file will be displayed on the screen.
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Settings m

[ General I Cache ] Seasion ] G Customization ] Backup I Restore I Laog Upload l Postmaster I SMTPTLS I Database Update I Syslog I

X Clzar Al

Backup File surgate_backup-2015-3-3-11_46 sgb

[Done:

Clear

Backup Pagswind

Resiore

- Toremove the file, click the 'Clear' link beside it.
«  To restore the backup, enter the backup password and click the 'Restore' button.

Korulail will be rebooted after restaring

[ OK ] ’ Cancel

For the restore operation to be completed, KoruMail has to be rebooted. Click 'OK' to confirm.

6.4.7 Log Upload Settings

The 'Log Upload' tab allows admins to configure the automated upload of various types of KoruMail logs.

«  Toopen the 'Log Upload' settings interface, click the 'System' tab on the left menu, then 'Settings' and 'Log
Upload' tab

Settings =

[ General ] Cache T Session I GUI Customization I Backup I Raston: i Liog Uplaad I Postmaste I SMTPTLS T Database Update I Syslog l

Host*

User*
Password *
Password *
Remote path *

Upload type | FTP -
Days ta uplaad * Manday Tugsday Wadnasday Thursday Friday Saturday Sunday

Upload hour * | 00:00 -

+ Host: The name or IP of the system where the logs should be uploaded.
«  User: The user name of the system
Password: Enter the password to access the system
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+  Remote Path: Enter the remote path of the system including the folder name. Leaving the field blank means
the logs will be uploaded to the default FTP folder.

+  Upload type: Select the upload type from the drop-down. Currently only FTP option is available.
+  Days to upload: Schedule the upload day(s) from the options.
+  Upload hour: Select the hour when the scheduled upload should run on the selected upload day(s)

+  Click the 'Save' button. The scheduled job will be saved. To change the schedule or the upload location, edit
the settings accordingly and click the 'Save' button.

6.4.8 Postmaster Settings

It is a statutory requirement to set a postmaster address to which email errors will be directed for an SMTP domain.
Postmaster addresses are commonly targeted by spammers to send unsolicited messages. Similarly, spammers
also use the mailer-daemon route to flood users with spam messages. KoruMail allow administrators to forward
these to other addresses and /or reject emails sent to these addresses.

«  Toopen the 'Postmaster' settings interface, click the 'System' tab on the left menu, then click 'Settings' >
'Postmaster' tab.

Settings
[ General ] Cache I Session I GUI Customization ] Backup I Restore ] Log Upload I Postmaster l SMTPTLS I Database Update I Syslog I
Posimasier Forwarding Address FIDiscand incoming mails
MalLER-DWEMOMN Forwarding Address FHDiscard incoming mails
Save

+  Postmaster Forwarding Address: Enter the forwarding address to which the email to postmaster are
directed.

«  MAILER-DAEMON Forwarding Address: Enter the forwarding address to which the Mailer Daemon
notifications are to be directed.

- Discard incoming mails: Select the check box if the mails to the forwarded address is to be rejected.
«  Click the 'Save' button.

6.4.9 SMTP TLS Settings

KoruMail allows administrators to enable Transport Layer Security (TLS) encryption to provide authentication and
confidentiality for email traffic. In order to enable TLS encryption, a certificate should be installed in the mail server.

«  Toopen the 'SMTP TLS' settings interface, click the 'System' tab on the left, then click 'Settings' > 'SMTP
TLS' tab.

Settings

l Genersl I Cache ] Session I GLUI Customization [ Backup ] Restore ] Log Uplsad ] Postmaster I SMTPTLS I Database Update I Syslog l

Enable SMTP TLS

Save
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+  Enable SMTP TLS: Select the check box to enable TLS encryption while transmitting message between
Mail Transfer Agents (MTAs). If selected, the details of the certificate should be entered in the fields.

Settings m

[ Ganeral T Cache ] Session I GUI Customization I Backup I Restore I Log Ipload I Postmasier I SMTRTLS I Database Updati I Syshog l

Enable SMTP TLE | ¥
The number of days of validity of cerificale * | 360
Counbry* | = =
Slate
City *
Department *
Host Hame or IP Address ®
E-rail *

Created Date

«  Click the 'Save' button.

6.4.10 Update Database

KoruMail updates virus and spam databases once per day. If required, the databases can be updated instantly from
'Database Update' tab.

«  To open the 'Database Update' settings interface, click the 'System' tab on the left menu then click 'Settings'
> 'Database Update'.
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Settings

l Ganeral T Cache I Session I G Customization I Backup I Restore I Log Updoad I Postmaster I SMTP TLS ] Database Update ] Sysakog I

virus Update Updata

Spam Update  Update

«  Virus Update: Click the 'Update' button to update the virus database
- Spam Update: Click the 'Update' button to update the spam database

6.4.11 Syslog Server

KoruMail has the ability to forward logs pertaining to various operations and configuration changes to a remote
Syslog server. Administrators can integrate the module with the remote Syslog server used by the organization for
easy analysis of the logs and to conserve disk space.

- Toopen the 'Syslog' settings interface, click the 'System' tab on the left menu then click 'Settings' > 'Syslog'
tab

Settings

I Girmiral I Cache I Session ] GUI Customization I Batkup l Risslone I Log Upload I Postmaster ] SMTPTLS T Database Update I Syslog I

Enable Syslog Server

Save

- Enable Syslog Server: Select the check box to store the logs in a remote server. If selected, the details of
the Syslog server should be entered in the fields.

Settings

[ Gimeral l Cache I Session I GUI Customization T Backup [ Ristone I Log Upload T Postmaster I SMTP TLS I Database Update T Syslog l

Enable Syslog Senver | [
Hast Mame ar IP Address *
Poit® | 514

Lewvel Emerng Mer ENCrt I Emwor Wam Holice Infa £l Debug

Save

+  Host Name or IP Address: Enter the host name or the IP address of the remote logging server to which the
logs are to be passed.

«  Port: Enter the port number through which the server receives the logs. Default is 514.
«  Level: Select the log level that has to be passed to the remote logging server.
«  Click the 'Save' button.

6.9 Logs

KoruMail stores log files for various activities and connections in the local database and uploads the logs to the
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server as specified under 'System' > 'Settings' > 'Log Upload'. Administrators can download logs from the database
through the 'Logs' interface. The logs interface also allows administrators to delete unwanted logs.

«  Toopen the 'Logs' interface, click the 'System' tab and then the 'Logs' sub tab.

Logs m
Log Files Purge Files

Total Loqg size: Refresh

SMTP Filtering SMTP Sernvice SMTP Submission Korumail Engine E-mail Delivery

[]| korumailauth.log-20161115 Mow 15 17:34 | 577K [ | Download
[] kerumailauth.log-20161116 Mowv 16 23:57 | 233K |5 | Download
[]| karumailauth.log-20161117 Mow 17 19:19 | 269K |5 | Download
[]| korumailauth.log-20161118 Mowv 18 04:31 | 88K |3 | Download
[]| kerumailauth.log-20161122 Mow 22 23:37 | 956K {5 | Download
[]| korumailauth.log-20161123 Mow 23 01:11 | 1.6K [ | Download

smtpproxy.log Mowv 22 03:11 |0 Download
[]| emtpproxy.log-20161115 Mow 15 21:59 | 220K [ | Download
[ smtpproxy.log-20161116 Mowv 16 23:37 | 178K |3 | Download
[]| emtpproxy.log-20161117 Mow 17 20:41 | 145K {5 | Download
[]| smtpproxy.log-201611138 Mow 18 03:32 | 6.0K [ | Download
] smtpproxy.log-20161122 Mow 22 23:35 | 148K |5 | Download
[]| emtpproxy.log-20161123 Mow 23 06:02 | 67K [ | Download

The 'Logs' interface has the following tabs:
+ Log Files
+  Purge Files

6.5.1 Log Files

The 'Log Files' tab displays the list of available log files for different activities and connection attempts. These
include:

«  SMTP Filtering
«  SMTP Services
« SMTP Submission
«  Korugan Engine Activities
+  E-mail Delivery
Administrators can download the log files and delete unwanted logs from this interface.
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‘Tip: You can also view the real-time logs from the Reports interface. Refer to the section Reports for more details. ‘

- Toopen the 'Log Files' interface, click the 'System' tab on the left menu, then 'Logs' and 'Log Files' tab.

Logs m
Log Files Purge Files

Total Loqg size: Refresh

SMTP Filtering SMTP Semnvice SMTP Submission Korumail Enging E-mail Delivery

[]| korumailauth.log-20161115 Mow 15 17:3 577K [ | Download
[] kerumailauth.log-20161116 Mow 16 23:57 | 233K |5 | Download
[]| karumailauth.log-20161117 Mow 17 19:19 | 269K |5 | Download
[] kerumailauth.log-20161118 Mowv 18 04:31 | 88K |3 | Download
[]| kerumailauth.log-20161122 Mow 22 23:37 | 956K {5 | Download
[]| korumailauth.log-20161123 Mow 23 01:11 | 1.6K [ | Download

smtpproxy.log Mow 22 03:11 |0 Drownload
[]| emtpproxy.log-20161115 Mow 15 21:59 | 220K [ | Download
[] smtpproxy.log-20161116 Mowv 16 23:37 | 178K |5 | Download
[]| =mtpproxy.log-20161117 Mow 17 20:41 | 145K |5 | Download
[ smtpproxy.log-20161118 Mow 18 03:32 | 6.0K |3 | Download
[]| emtpproxy.log-20161122 Mow 22 23:35 | 148K {5 | Download
[]| emtpproxy.log-20161123 Mow 23 06:02 | 67K [ | Download

«  The interface displays the total size of all the log files available currently from the KoruMail system.
+  Clicking 'Refresh' reloads the list of the available log files to include the latest log files generated.

«  The links above the table enables the administrator to choose the category of log files to be downloaded or
deleted.

Log Files — Table of Column Descriptions

Column Header Description
File Name Name of the log file
File Date The precise date and time at which the log file was created.
File Size The size of the log file.
Actions s | Allows the administrators to delete the log file.
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‘ ‘ Download ‘ Allows the administrators to download the log file.

To download a log file

«  Select the category of the log files to be viewed from the links above the table
The list of available log files under the chosen category will be displayed.

+  Click the 'Download' link in the row of the required log file to download the file.
To delete an unwanted log file

«  Select the category of the log files to be viewed, from the links above the table

The list of available log files under the chosen category will be displayed.

- Click the Delete icon “ in the row of the required log file to download the file.
+  Click 'OK" in the confirmation dialog.
To delete several unwanted log files

- Select the category of the log files to be viewed from the links above the table
The list of available log files under the chosen category will be displayed.

«  Select the log files to be deleted by selecting the checkboxes beside them

+  Click the 'Delete’ button at the bottom left of the list.

+  Click 'OK"in the confirmation dialog.

6.5.2 Purge Files

The Purge Files interface allows administrators to configure the time limit for preserving the log files and archived
mails. Log files, archived mails and quarantined mails that are older than the period specified from this interface will
be automatically removed.

«  To open the 'Purge Files' interface, click the 'System' tab on the left menu then 'Logs' then open the 'Purge
Files' tab.

Logs

Dielete older mail log records in
database (Days)

Delete older archived mails (Days) 0

Delete older guarantine mails (Days) 0

Delete

+  Delete older mail log records in database (Days) — Specify the number of days to store the log files. The log
files older than the days specified here will be automatically deleted.

+  Delete older archived mails (Days) - Specify the number of days for which the quarantined mails are to be
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retained in the local database. Mails older than the days specified here, will be automatically deleted.

«  Delete older quarantine mails (Days) — Specify the number of days for which the quarantined mails are to
be preserved in the local database for review by the administrators. Mails older than the days specified
here, will be automatically deleted.

« Toinstantly remove all the saved logs, archived mails and quarantined mails, click 'Delete’.

6.5.3 Tools

KoruMail has built-in tools to quickly check the connectivity to the mail servers and clients and to clear the mails in
the SMTP delivery queue.

«  Toopen the Tools' interface, click the 'System' tab on the left menu and then click 'Tools' from the sub-
menu.
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Tools

SMTP connectivity Test

Ping Test

Mslookup Test

Telnet Test

The Tools' interface has two tabs:
«  Connectivity Checks
- SMTP Queue

6.5.4 Check Connectivity

Allows administrators to check the connection status of KoruMail to external mail servers and clients, make name
server lookups and check telnet connectivity to a remote host.

«  To open the 'Connectivity Checks' interface, click the 'System' tab on the left menu then Tools' then the
'Connectivity Checks' tab.
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Tools

SMTP connectivity Test

Ping Test

Mslookup Test

Telnet Test

You can check for the following:
+  Connectivity to a remote SMTP server
«  Connectivity to a remote host
+  Name server lookup for a remote host or a mail server
«  Telnet connectivity for a remote host
To check connection to a SMTP server
+  Click 'Test' beside 'SMTP connectivity' from the 'Connectivity Checks' interface.

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 85



Comodo KoruMail - Admin Guide ~  comopo

Creating Trust Online®

St ‘“i"

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 86



CcCOMODO

Creating Trust Online®

Tools

SMTP connectivity

Check remote SMTP Connectivity

Host Name or IP Address * 192.188.195. 11

Port 25
Sender

Recipient *

Result

Send Close

The 'Check remote SMTP Connectivity' interface will appear.
«  Enter the details of the external or remote mail server as given below:

«  Host Name or IP Address — The hostname or IP address of the remote SMTP server

+  Port - The port used by the server for SMTP connections. This depends on whether or not the
server uses SSL for SMTP connections (Default = 25)

«  Sender — A valid email address at the local SMTP server to send a test mail to the remote server

for testing
+  Recipient — A valid email address at the remote SMTP server to which the test email needs to be
sent
+  Click 'Send'

KoruMail will send a test email to check the connectivity and display the results in the 'Result' field.
To check connectivity to a remote host
+  Click 'Test' beside 'Ping' from the 'Connectivity Checks' interface.
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Tools

SMTP connectiity Test

Ping |

Host Name of P Address

Result

Send Close

The 'Ping' interface will appear.
+  Enter the hostname or IP address of the remote host to check whether it can be reached by KoruMail
+  Click 'Send'

KoruMail will ping the remote host and display the results in the 'Result' field.

To lookup name server for a remote host
«  Click 'Test' beside 'Nslookup' from the 'Connectivity Checks' interface.
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Tools

SMTP connectivity Test
Ping Test

Mslookup

Nslookup

Host Name or P Address *

Result

Send Close

The 'Nslookup' interface will appear.
- Enter the hostname or IP address of the remote host to check the domain name associated with it
«  Click 'Send"'

KoruMail will lookup the name server to identify the domain name associated with the IP address or the hostname
and display the results in the 'Result' field.

To check Telnet connectivity to a remote host
«  Click 'Test' beside "Telnet' from the 'Connectivity Checks' interface.
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Tools

SMTP connectivity | Test
Ping Test

MElookup Test

Telnet

Host Hame or IP Address *
Port 25
Reguest GET fogin. xhiml HTTRM. 0

Result

Send Close

The 'Telnet' interface will appear.

+  Enter the hostname or IP address of the remote host to check whether it is connecting through Telnet
protocol

+  Enter the port use by the remote host for Telnet connections (Default = 25).

+  KoruMail send a request 'GET /login.xhtml HTTP/1.0' to the remote host to check the connectivity, If you
wish to send a custom request, edit the same in the 'Request' field.

«  Click 'Send"'

KoruMail will send the request to the remote host for checking the Telnet connectivity and display the results in the
‘Result' field.

6.5.5 Clear SMTP Queue

The Queue tab under the Tools interface allows the administrator to remove the mails that are in queue for SMTP
forwarding.
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To clear the SMTP queue
+  Click the 'System' tab from the left, then Tools' and 'Queue' tab.

Tools

Clean SMTP queue Clear

«  Click the Clear button beside CLEAN SMTP queue.

6.6 System Usage Statistics

KoruMail displays SMTP connection statistics, mail statistics and utilization statistics of hardware and software
resources like network, CPU, hard disks and system memory as graphs in the 'Statistics' interface.

«  To open the 'Statistics' interface, click the 'System' tab and then the 'Statistics' sub tab.
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The administrator can set the update interval for the statistics or can instantly update the statistics to view the real-
time usage graphs.

+  To set the update interval, choose the interval from the 'Automatic update interval' drop-down.

Statistics
Automatic update interval:  Disabled : Refresh Now

¥ 5 minutes
System Usage Graphic S

| Dizabled

« Toinstantly update the statistics, click the 'Refresh Now' button.
The 'System Usage Graphics' area displays the connection and usage statistics graphs under the following tabs:

«  SMTP: A graphical representation of the number of SMTP connections between KoruMail and different mail
servers during the selected time period. Shows data for both for incoming and outgoing mails.

+  Queue: Displays the graphical representation of number of mails that were in queue for processing and
delivering to the mail servers, during the selected time period.

+  Network and Network2: Shows network utilization statistics through various network interfaces for the
selected period.

«  CPU: Shows the load on the KoruMail CPU over the selected period.
+  Disk: Shows disk access levels over the selected period.

«  Memory; Shows system memory usage over the selected period.
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SMTP

The 'SMTP' tab displays the numbers of SMTP connections made to different mail servers over the period chosen
from the sub tabs:
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Hourly - Shows the log of connections for the past one hour
Daily - Shows the log of connections for the past 24 hours
Weekly - Shows the log of connections for the past seven days
Monthly - Shows the log of connections for the past four weeks
Yearly - Shows the log of connections for the past twelve months

The numbers of maximum and average connections within the selected period and the current number of
connections are displayed below the graph.

Queue

KoruMail receives all the emails and analyzes them for spam filtering, virus scanning, content filtering and so on,
before delivering it to the mail servers. The 'Queue’ tab displays the log of mails that were under processing and not
delivered to the mail servers during the selected period.

System Usage Graphics

[

SMTP T Clueue T Hetwork T Hetwork? T CPU T Disk I'."Iemnr'_.r _

SMTP Queue

Eajl

15

1a

5§

a =

11: 48 12: 00 12: 20

O Iao Cur: 10 Avg: 10 Max: 11
W P cur: 6] Avg: ] Max: 6]
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You can choose the time period for which you wish to see the logs from the sub tabs:
+  Hourly - Shows the log of number of mails in queue for the past one hour
+  Daily - Shows the log of number of mails in queue for the past 24 hours
«  Weekly - Shows the log of number of mails in queue for the past seven days
+  Monthly - Shows the log of number of mails in queue for the past four weeks
+  Yearly - Shows the log of number of mails in queue for the past twelve months

Network and Network2

The Network tabs display the log of network resource utilization through the respective interface, for the period
chosen from the sub-tabs.

System Usage Graphics

[ SMTP T Gueue T Hetwork T Hetwork?2 T CPU T Disk T Memory _

Metwork Utilization int #1

]
(1]
=1t
40
30
20
10

2]

E R FE AR R R R
|

11: 40 12: 08 12: 20
O In B out

In: 409, 40 k Out: 65,01 k
Avg In: 175.22 k Avg OQut:90.09 k

+  Hourly - Shows the log of network usage for the past one hour
+  Daily - Shows the log of network usage for the past 24 hours
«  Weekly - Shows the log of network usage for the past seven days
+  Monthly - Shows the log of network usage for the past four weeks
«  Yearly - Shows the log of network usage for the past twelve months
The incoming and outgoing traffic are represented with different colors in the graph.

+  Green - Incoming traffic
+  Blue - Outgoing traffic

The current incoming/outgoing traffic and the average incoming and outgoing traffic for the selected period of time
are indicated below the graph.

CPU
The CPU tab displays the log of load on KoruMail CPU, for the period chosen from the sub-tabs.
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+  Hourly - Shows the CPU usage for the past one hour

+  Daily - Shows the CPU usage for the past 24 hours

+  Weekly - Shows the CPU usage for the past seven days

+  Monthly - Shows the CPU usage for the past four weeks

+  Yearly - Shows the CPU usage for the past twelve months

The processes that are responsible for CPU usage are indicated with different colors.
+  Green - Idle, CPU was not used by any of the processes

+  Red - System processes

The table below the graph shows the current, average and maximum load of the CPU for the selected period from
the respective processes.

Disk

The 'Disk' tab displays a graphical representation of the log of the ratio of disk usage with respect to total disk space
in KoruMail, for the period chosen from the sub-tabs.
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Hourly - Shows the disk usage for the past one hour
Daily - Shows the disk usage for the past 24 hours
Weekly - Shows the disk usage for the past seven days
Monthly - Shows the disk usage for the past four weeks
Yearly - Shows the disk usage for the past twelve months

The disk usage by different types of data are indicated with different colors.

+  Yellow — Space occupied by system configuration
+  Magenta - Space occupied by mail archive

The table below the graph shows the current, average and maximum disk usages for the selected period.

Memory

The 'Memory' tab displays a graphical representation of the usage of system memory of KoruMail, for the period
chosen from the sub-tabs.
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+ Hourly - Shows the memory usage for the past one hour
+  Daily - Shows the memory usage for the past 24 hours
+  Weekly - Shows the memory usage for the past seven days
«  Monthly - Shows the memory usage for the past four weeks
+  Yearly - Shows the memory usage for the past twelve months
The maximum, average and current memory usage statistics are indicated below the graph.

7 SMTP Configuration

The 'SMTP' area allow administrators to configure settings for outgoing mails such as SMTP settings, set outgoing
limits, manage domains, SMTP-Auth settings, block users and more.
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Click the following links for more details:
«  SMTP Settings
+  Manage Domains
+  KoruMail SMTP-AUTH Connector
+  LDAP/Local DB/MySQL User Database
«  Greylisting
+  Manage RBL Servers
- Disclaimer
«  SMTP Relay
«  DomainKeys Identified Mail (DKIM)
+  Outgoing SMTP Limits
+  Incoming SMTP Limits

7.1 SMTP (Send E-Mail Protocol) Settings

The 'SMTP' settings area allow administrators to configure items such as SMTP connection response message,
activate DoS protection, configure minimum and maximum number of sub processes the main filtering engine can be
utilized. The area also allows you to set the number of mails that can be queued and sent at a time for a particular
domain.

«  Toopen the 'SMTP" screen, click the 'SMTP' tab on the left menu and click 'SMTP".
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Click the following links for more details:

«  General Settings
+  Advanced Settings
+ Outbound Delivery Queue

7.1.1

General Settings

The 'General Settings' allow administrators to configure settings such as the maximum size of mails that can be sent
by clients and to enable DoS (Denial of Service) protection and SPF.

+  Toopen the SMTP 'General Settings' interface, click the 'SMTP' tab and then the 'SMTP' sub tab > 'General

Settings'.
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—

SMTP sener banner 1ed | KoruMall Labs - KorukMail SMTP Messagin

Maximum acceptable mail size * | 50 KB
Activate DoS protection * | [&]
Enable SMTP submission port* | [&]

Enable SPF

3 - Reject mail when SPF resolves to fail(deny) ~ (| Only for hosted domains
Recommended value: 3

Save

SMTP Settings — General Settings Table of Parameters

Parameter Description

SMTP server banner text | The welcome message displayed on the SMTP server when connection to KoruMail port
25 is established.

Maximum acceptable The maximum permitted size of a single email + attachments. The default value is 20
mail size (MB) MB.

Activate DoS protection | If enabled, KoruMail activates DoS (Denial of Service) protection.

Enable SMTP If enabled, KoruMail doesn't accept outgoing messages from unauthenticated sources
submission port thus helping to protect your network and users from spam emails.
Enable SPF SPF (Sender Policy Framework) is a security standard to block the forgery of sender
address.
SPF values

1. Just add received-SPF header
Return temporary failure in DNS query error
If SPF result fails (ban) then reject it (recommended)

If SPF result is softfail then reject it

o

If SPF result is neutral then reject it
6. If SPF resultis not passed then reject it

You can disable SPF by selecting '0' from the list. If the check box 'Only for hosted
domains'is selected, then the SPF check will be performed for outgoing mails for
domains that are hosted in the network.

- Click the 'Save' button to apply your changes.

712 Advanced Settings

The SMTP 'Advanced Settings' area allows administrators to configure settings such as the minimum and maximum
number of processes that the main filtering engine should use, the number of recipients per SMTP transactions and
more.
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«  Toopen the SMTP 'Advanced Settings' interface, click the 'SMTP' tab and then the 'SMTP' sub tab >
'Advanced Settings'.

e
General Settings T Advanced Settings T Outbound Delivery Queue _‘

Minimum number of filter processors * |5EI

Maximum number of filter processaors * | [150 |

Maximum number of recipients per SMTP transaction * D
Incoming SMTP session timeout in seconds *
RBL Timeout (second) ™ D

0 |

Early talker drop time (second)

Reject invalid addresses

Queue life time (hour) * | [24 |
Enable tarpitting | []

[=]

Tarpit count

Tarpit delay (second) | 0

Maximum number of SMTP sessions *

Maximum: 500 |5IIJU |

Maximum number of concurrent mail delivery * | 500 |

Main Filter engine log level

Save

SMTP Settings — Advanced Settings Table of Parameters

Parameter Description

Minimum number of filter | The minimum number of filter processes that the KoruMail filtering engine should use.
processors

Maximum number of The maximum number of filter processes that the KoruMail filtering engine should use.
filter processors

Maximum number of Maximum number of recipients for each incoming SMTP request that comes to
recipients per SMTP KoruMail.

transaction

Incoming SMTP session | Timeout duration of each SMTP session.
timeout (seconds)
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RBL Timeout (seconds) | If this time is exceed, the RBL query is canceled and next filter is applied to the e-mail.

Early talker drop time The SMTP server has a waiting time before sending a first greeting message after which
(seconds) the client replys with a HELO or a EHLO command. On receiving this (premature)
message before the server sends greetings, then the client could be serving spam. The
waiting time of SMTP server to send a greeting message is called Early talker drop time.

Reject invalid addresses | If enabled, outgoing mails with invalid address will be rejected

Queue life time (hour) Enter the number of hours that a mail can be queued for delivery before it is bounced.

Enable tarpitting Tarpitting helps thwart spammers by slowing the transmission of bulk emails. If a
spammer sends an email to several recipients on your server during one SMTP session,
enabling this feature will slow down the communication. Spammers may stop sending
emails to your server if the response to their requests is very slow.

Tarpit count Tarpitting will become active if the number of recipients exceeds the Tarpit count.

Tarpit delay (second) The number of seconds that Tarpitting will delay the transmission response

Maximum number of Maximum number of concurrent SMTP sessions.
SMTP sessions
Maximum number of Maximum number of concurrent messages that can be sent by SMTP server.

concurrent mail delivery

Main Filter engine log Select the level of main filtering engine event that should be logged. Selecting 'Notset'
level will log all the levels.

- Click the 'Save' button to apply your changes.

7.1.3 Outbound Delivery Queue

Some domains have restrictions on how many email recipients that can be delivered concurrently from a source.
KoruMail has the feature to queue outbound mails per domain so that only the specified number of mails will be
delivered at a time.

«  To open the SMTP 'Outbound Delivery Queue' interface, click the 'SMTP' tab and then the 'SMTP" sub tab >
'Outbound Delivery Queue'.
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[ General Settings T Advanced Settings I Outbound Delivery Queue _

Queue 1

Concumrency Number | 50 Save

4
yahoo.com Lot
amazon.com Lo

Expori  Impori  Delete all

Queue 2

Concumrency Number | 100 Save

[

aol.com Lo

Export |mpoft Delete alif

Queue 3

Concurrency Mumber | 150 Save

b

att.net Lok

Export  Impon Delete alij

The interface has three preset delivery queue numbers that can be configured according to your organizational
needs. The 'Concurrency Number' for each of the queue can be changed.

+  To set the number of emails that can be sent at a time, enter the number in the 'Concurrency Number' field
and click the 'Save' button.
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SMTP

[ General Settings T Advanced Settings T Cutbound Delivery Queue -

Successfully Saved.

Cueue 1

E Concurrency Mumber | 350 E

[

vahoo.com S

+ To add a domain for which the number of outgoing mails should be restricted and queued depending on the

'Concurrency Number', enter the domain name in the filed and click the [ button under the 'Action’
column.

SMTP

r General Settings T Advanced Settings T Outbound Delivery Queue -

Successfully Saved.

Queue 1
Concurrency Mumber | 350 Save
o emein . |Actien
hotmail.com [
yahoo.com By
amazon.com L
Expot Import Delete all

Cena 2

«  Toremove a domain from the list, click the U button beside it.

- To remove all domains from the list, click the 'Delete all' link and confirm the removal in the 'Confirmation
Dialog'.

«  To save the list of domains in a ‘Queue’, click the 'Export' link and save it to your system.
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«  Toimport a list of domains, click the 'Import' link. The 'Import' dialog will be displayed:

&= Upload

Save Close

+  Click the 'Upload' button, browse to the location where the file is saved and click 'Open’.
The file will be added.

== Upload X Clear All
Queue-1

Clear
Done
Save Close

+  Repeat the process to add more files.

«  Toremove afile, click the 'Clear' link beside it.

«  Toremove all the added files, click the 'Clear All' button at the top right.
«  Toimport the list of domains from the files, click the 'Save' button.

7.2 Manage Domains

The 'Manage Domains' area allow administrators to add domains and KoruMail applies all the rules and polices for
emails belonging to the domains. The administrators in addition to edit the details of domains can also configure
routes and SMTP servers, add 'Smart Hosts' for domains so as to route emails to an intermediate or relay server
rather than delivering emails directly to the recipients' server.

«  To open the 'Domains' screen, click the 'SMTP' tab on the left side and click 'Domains'.
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S~y comooo Domains
I_.-( KorUMall l Managed Domains T Routes ] Smart Hosts _

Filter: Filter! Clear  Total: 45 domainis)
» User Management
v System Q Btk
- SMTP Al
None
SMTP *
m aderustrmedia.com admin -]
SMTP-AUTH | awvlab.comodo.com admin )
LDAPIDE buyertrust.com admin - |
Graylist ccloud.com admin 3
REL chennai.comoda.com admin =
Disclaimer chennai.comodo.local SNOWMarn u
Ralay chennai.comodo.net admin ey
DKM comodo,com admin Lk
Outgoing Limits comodeo.net admin =
comodo.tv admin =
+ Modules [l  comodeca.com i admin w
¢ Profile Management [ comodocal.com ' admin b
. comodoca3.com admin =
comodogroup.com admin ]
» Quarantine & Archive
comodolabs.com & admin o
comodopesuppeort. com ] admin Lk
example.com W admin b
example.damain.com < adrnin o
geekbuddy.com admin w
hackerguardian.com admin )

Export  Delete

Click the following the links for more details:
+  Managing domain names
«  Managing domain routes
«  Managing smart hosts
+  Default domain routing

7.2.1 Managing Domain Names

Administrators with appropriate privileges can add domain names that are to be managed and protected by KoruMail
Messaging Gateway.

«  To open the 'Managed Domains' screen, click the 'SMTP' tab on the left menu, click 'Domains' and then
'Managed Domains'.
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D & Logout
omains
Filter: Filter! Clear Total 45 domain(s)
& Bulk Add
None
adtrustmedia.com il admin [
I avlab.comodo.com i admin [
buyertrust.com al admin (£
] | edoud.com il admin Lo
I chennai.comodo.com £l admin [
chennai,comodo.local I snowman L
] chennai.comodo.net o admin L
] | comodo.com i admin B
| | comoda.net ™ admin Lo
7 | comodo.tv £l admin [
comodaca.com admin Lo
comodocaZ2.com admin Lo
Tl comodoca3.com B admin L
comeodogroup.com id admin L
& comodolabs.com | admin [
il comodopcsupport.com i admin Lo
example.com ¥ admin L
7] example.domain.com e admin 5
F geekbuddy.com F admin 5
hackerguardian.com Ll admin [

Export Delete

Managed Domains — Table of Column Descriptions

Column Header Description

Managed Domain Name | The name of the domain added to KoruMail

Generate Report If enabled, KoruMail displays related email statistics of the selected domain name in
‘Domain Reports'
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Owner The name of the administrator who added the domain.

Actions (% To add a domain, click this button after entering the details in the field under
'Managed Domain Name' column.

b Allows the administrators to delete a domain from the list.

Allows the administrators to change the name of the 'Owner’

Search Options

You can search for a particular domain(s) by using the filter.

Domains

[ Managed Domains Routes Smart Hosts
Filter: che Filter! E Total: 3 domainis)

© Bulk Add

«  Enter the name of the domain fully or partially in the filter field and click the 'Filter' button.
Domains that match the entered search text will be displayed.

[ Managed Domains T Routes T Smart Hosts _

Filter: che Filter! Clear Total: 3 domain(s)

(& Bulk Add
Al

MNone
[ [

[} chennai.comodo.com [ admin Lo
| chennai.comodo.local [ Snowman Lo
[l chennai.comodo.net [l admin Lok

Export Delete
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«  Todisplay all the managed domains, click the 'Clear' button.
The interface allow administrators to:

+ Add a domain name

Add multiple domain names

+  Edit a domain owner

+  Delete domain names

+  Export domain names
To add a domain name

+  Enter the domain name in the field under 'Managed Domain Name' column

ail1.chennai.comodo_ local [
| adtrustmedia.com W admin I_,'f':
avlab.comodo.com & admin [ 54

buyertrust.com admin

+  Select the 'Generate Report' check box if you want to display email statistics of the domain name in
‘Domain Reports'

«  Click the K] button under the 'Action’ column.

The domain will be added and the next step is to define route for the added domain. If left undefined, then the default
route will apply for the domain.

Domains

[ Managed Domains T Routes T Smart Hosts _

Successfully Saved.
You must define routing for new added domain(s).

Filter: Filter! Clear Total: 46 domainis)
@Elulk.ﬂxdd
All
Mone
[ k.
[ adtrustmedia.com admin g
avlab.comodo.com admin
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Refer to the section 'Managing Routes' on how to add routes.
To add multiple domain names

The most significant feature of this menu is when you add the domain name you can route the domain name at the
same time. For doing this lines must be written in Domain Name; Target IP Address; Port; LDAP name format. If
target IP address is left blank no routing is done for this domain name. If port field left blank, port 25 is used as
default.

+  Click the 'Bulk Add' link in the '"Managed Domains' screen

Domains
I Managed Domains Routes Smart Hosts
Filter: Filter! Clear  Total: 46 domain(s)

© Bulk Add

adtrustmedia.com

The 'Bulk Add' screen will be displayed.
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Add domains

Bulk Add

You must write one domain for each line (max. 500 entries).

Add Cancel

Format: Domain; Destination IP; Port; LDAP Profile Hame
examplel.com
examplezZ.com; 10.0.0.1;25
example3.com; ;2525 ldapMName

«  Enter the domain names each per line.

«  You can also define routes, port number and LDAP profile name here for the domains. The items
should be separated by a semicolon as shown in the screen.

«  Click the 'Add' button.

The domains will be added and the next step is to define routes for the added domains if not defined while entering
the domain names. If left undefined, then the default route will apply for the domains.
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Domains

[ Managed Domains T Routes T Smart Hosts -

Successfully Saved.

You must define routing for new added domain(s).
Successfully Saved.

You must define routing for new added domain(s).
2 domains were added successfully.

Filter: Filter! Clear Total: 48 domainis

© Bulk Add

To edit a domain owner

When an administrator adds a domain name, his/her user name will be displayed in the screen under the '‘Owner’
column header.

+  To change the name of domain owner, click the button beside the 'Owner’ name.

The 'Edit Managed Domain' screen will be displayed.

Edit Managed Domain

Managed Domain Name adtrustmedia.com

Owner  admin -

Save Cancel

+  Select the name that you want to change as the owner from the 'Owner' drop-down
+  Click the 'Save' button

To delete domain names
- To delete domain names one at a time, click the L putton under the 'Action' column header and confirm
the deletion in 'Confirmation' dialog.

- To delete multiple domain names, select the check boxes beside them and click the 'Delete’ button at the
bottom.
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[ Managed Domains Routes Smart Hosts

Filter: chenn Filter! Clear Total: 6 domainis)
(&) Bulk Add
Al |
[ T

chennai.comodao.com = admin
chennai.comoda.local = Snowman
chennai.comodo.net o admin
chennai2.comodo.com [ admin
chennai3.comodo.com [ admin
maill.chennai.comodo.local [ admin

«  Click 'OK'" to confirm the deletion of the selected domains.

Are you sure want to delete selected domain(s)?

(o].4 ] ’ Cancel

To export the domain names to a file
+  Click the 'Export' link at the bottom of the screen
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chennai.comodo.net

7 | chennai2.comodo.com ad
[ chennai3.comodao.com : admin
[ maill.chennai.comodo.local 0 admin

Delete

+  Click 'OK" to download and save the domains list as a text file to your system.

F i

Cpeni eddomains.txt
pening manageddomains.

You have chosen to open:

|| manageddomains.txt
which is: Text Document (199 bytes)
from: hittp://10.100.129.31:8080

What should Firefox do with this file?

70 Openwith | Motepad (default) -

i@ Save File

[ Do this automatically for files like this from now on.

1.2.2 Managing Domain Routes

Once you have added the domains you wish to manage as explained in the previous section, you can define the
route each domain should use to deliver mail after KoruMail has filtered them. If no route is defined, then the default
domain route will apply. Refer to the section 'Default Domain Routing' for more details.

«  Toopen the 'Routes' screen, click the 'SMTP' tab on the left menu, click 'Domains’ and then 'Routes’.
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Domains

[ T o T

Lhoose-

chennai.comodo.com
chennai.comoda. local
chennai.comodo.net
example.com

| | ve.comodo.local

Eipod  Delete

Column Header

v | P . 25 None v Mane ® 7
[Pwd maill.chennar.comado.com | 25 LDAPR Default AD |
[Pva 10.100,125.55 25 None -Mone- |t
[Pvad 152.168,.199.31 25 My S0L KoruMasl o
[P 10.0.0.1 25 LocalUserDB LocalUserDB »
[Pwa 10.100.129.54 25 None *None= =

Domain Route — Table of Column Descriptions

Description

Managed Domain Name | The name of the domain added to KoruMail
Routing Type Select the routing type that should be used to send mail to the SMTP server. The
options available are:
« |Pv4
+  |IPv6 Hostname
+  MXRecord
- LDAP
SMTP Server Enter the IP address or the SMTP server name
Port Number The port number to which the KoruMail should forward the mail
User Verification The type of user verification that KoruMail should use before forwarding the mails. The
options available are:
«  None
«  Local User DB
- MySQL
- LDAP
LDAP/DB Profile This field will be populated depending on the type of 'User Verification' selected. If
'LDAP' is chosen, then the option to choose the LDAP type will be available from the
drop-down.
Action % | To add the domain route, click this button after entering/selecting all the
routing details.
F Click this button to check the connectivity between KoruMail and the SMTP
server.
5 |Allows the administrators to delete a domain route from the list.
Allows the administrators to edit the domain route.
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The interface allow administrators to:
+  Configure domain route for the added domains
- Edit a domain route
+  Delete domain routes
+  Export domain routes

To configure a domain route

+  Click the 'Choose' drop-down and select the added domain for which you want to configure the route.

Domains

Managed Domains T Routes T Smart Hosts

=
S 2
[iE]

-Choose- || 1Pw -
-Choose- - . .
[l adtrustmedia.com — || IPwv4 maill.chennai.comodo.com
[[] ' |avlab.comodo.com IPvd 10.100.129.55
buyertrust.com
|:| ccloud.com _ || IPwa 192.168.199.31
E 1Pv4 10.0.0.1
chennaid.comodo_com
B ||comodo.com IPvd 10.100.129.54
comodo. net i
comodo.ty

comodoca.com

Export |ComodocaZ com
comodoca3.com
comodogroup.com
comodolabs_com
comodopcsupport.com
comodoromania.com
comodounite.com
enterprisessl.com
evbeacon.com b

jht® 2006-2014 Comodo Group, Inc. All rights reserved.
hil name and logo are trademarks of Comodo Group, Inc.
Releaze: 5.2.0.3055

+  Select the routing type that should be used to send mail to the SMTP server.
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Domains

[ Managed Domains T Routes T Smart Hosts -
All
MNone

chennai2.comodo.com

chennai.comoda.com maill.chennai.c

O IPvE HOSTHMAME
[ ' chennai.comode.local M¥ RECORD 10.100.125.55
. LODAP
[ ' chennai.comode.net IPVE 192.168.195.31
example.com IPvd 10.0.0.1

«  Enter the server name or IP address of the SMTP server to which KoruMail should forward the mails to in
the filed under 'SMTP Server'

+  Enter the port number to which the KoruMail should forward the mail

+  Select the verification type that the KoruMail should use before forwarding the mails. The options available
are: Local User DB, My SQL and LDAP. These are configured in LDAP/DB section.

+  Depending on the 'User Verification' type chosen, the 'LDAP/DB Profile' column will be populated. If 'LDAP'
is chosen as 'User Verification' then the LDAP profiles added in LDAP/DB section will be displayed from the
drop-down. Select the LDAP profile from the options.

v  Defaut AD  |[»] [ #
Default AD
Default OpenLDAP
Default OpenLDAP AUTH
Default AD AUTH
Comodo Open LDAP

LocalUserDB [

-MNone-

+  To check the connectivity between KoruMail and the configured remote server, click the # button under
the 'Action’ column header. The connection will be checked and the result displayed at the top.

- To add a domain route to the list, click the K] button under the 'Action’ column header.
The configured domain route will be added for the domain and displayed in the list.

To edit a domain route

. Clickthe  button under the 'Action’ column header for the domain route that you want to edit.
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The "Edit domain route' screen will be displayed.

Edit domain route

Domain | chennal comodo.com
Routing Type  IPvd -
SMTP Server | mail1.chennai.comodo.
FPort Number | 25

UserVerification  LDAP -
LDARP/DB Profile . Default AD -

Save Cancel

+  Edit the required parameters. This is similar to the method explained in the 'Add' section.

«  Click the 'Save' button to apply your changes.

To delete domain routes

«  To delete domain routes one at a time, click the L3 button under the 'Action’ column header and confirm
the deletion in the 'Confirmation' dialog.

«  To delete multiple domain routes, select the check boxes beside them and click the 'Delete’ button at the
bottom.

Domains

[ Managed Domains T Routes T Smart Hosts

All
Mone

-Choose- - | |Pvd - 25
chennai.comodo.com IPv4 maill.chennai.comodo.com 25
chennai.comodo.local IPv4 10.100.129.55 25
chennai.comodo.net IPv4 192.168.199.31 25
example.com 1Pvd 10.0.0.1 25
[ ve.comodo.local 1Pvd 10.100,129.54 25

«  Click 'OK'" to confirm the deletion of the selected domain routes
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Are you sure want to delete selected domain(s)?

[ OK ] ’ Cancel

To export the domain routes to a file

+  Click the 'Export' link at the bottom of the screen

Domains

[ Managed Domains T Routes T Smart Hosts 1

-Choose- - | IPw
[] ' chennai.comode.com IPwd
[ chennai.comode.local IPwd
[]  chennai.comodo.net IPvd
[  example.com IPvd
[  we.comodo.local IPvd

Delete

+  Click 'OK' to download and save the domain routes list as a text file to your system.
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-
Cpening demainroutes. bt u

You have chosen to open:

| | domainroutes.txt

which is: Text Document (285 bytes)
from: hittp://10.100.129.31:8080

What should Firefox do with this file?

70 Openwith | Motepad (default) -

i@ i Save File

[] Do this autommatically for files like this from now on.

QK ] ’ Cancel

7.2.3 Managing Smart Hosts

Smart Hosts serve as an intermediate mail server that receive mail from an SMTP server and, after applying their
own policy, forward them to end user mail boxes. KoruMail has the ability to route emails to 'Smart Hosts'. Please
note that a domain added under 'Managed Domains' cannot be added for 'Smart Host' routing.

The interface also allows administrators to configure default domain routing. This applies to 'Manged Domains'
whose routing has not been configured. Refer to the 'Default Domain Routing' section for more details.

«  To open the 'Smart Hosts' screen, click the 'SMTP' tab from the left menu and click 'Domains' > 'Smart
Hosts'.
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-
Domains

Total: 3 domain(s)

& Bulk Add
e e
25 k|
] | comodo.chennai.com maill.comodo.chennai.com |25 ]
L] | techwriting.comdo.com maill.comodo.chennai.com | 25 L
webdevs.comodo.chennai.com | maill.comodo.chennai.com |25 by

Export  Delete

Enable Default Domain 7
Routing

Save

Smart Hosts — Table of Column Descriptions

Column Header Description
Domain Name The name of the domain added to KoruMail
Host Name or IP Host Name or IP address of the 'Smart Host'
Address
Port The port number to which the KoruMail should forward the mail
Action [ To route the domain to a 'Smart Host!, click this button after entering all the

routing details.

[ Allows the administrators to delete a domain 'Smart Host' route from the list.

The interface allow administrators to:
+  Configure 'Smart Host' route for domains
+  Delete 'Smart Host' routes for domains
«  Export "Smart Host' routes list for domains

To configure 'Smart Host' route for domains
«  Enter the domain whose mail you wish to route to a Smart Host in the 'Domain Name' column
+  Enter the host name or IP address of the 'Smart Host' you wish to use for that domain
«  Add the port number to which KoruMail should forward the mail
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- To add the 'Smart Host' route to the list, click the K] button under the 'Action’ column header.
To delete 'Smart Host' route for domains

«  To delete 'Smart Host' routes one at a time, click the L3 button under the 'Action’ column header and
confirm the deletion in 'Confirmation’ dialog.

- To delete 'Smart Host' routes, select the check boxes beside them and click the 'Delete’ button at the
bottom.

Domains

[ Managed Domains T Routes T Smart Hosts %

Total: 3 domain(s)

@ Bulk Add

Al .
None

comodao.chennai.com maill.comods

techwriting.comdo.com maill.comodo

webdevs.comodo.chennai.com | maill.camaods

Enable Default Domain

«  Click 'OK'" to confirm the deletion of the selected 'Smart Host' routes

Are you sure want to delete selected domain(s)?

Ok ] ’ Cancel

To export 'Smart Host' routes list for domains
+  Click the 'Export' link at the bottom of the screen
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Domains

[ Managed Domains Smart Hosts

Total: 3 domainis)

(& Bulk Add

All

Mone

[l  cemodo.chennai.com maill.comodo.chennai.com | 25
[  techwriting.comdo.com maill.comodo.chennai.com |25

[l  webdevs.comodo.chennai.com  maill.comodo.chennai.com | 25

Delete

Crakla Diafaol Miammain

+  Click 'OK' to download and save the 'Smart Host' routes list as a text file to your system.

F ™
Opening smarthosts.txt E
™ =

You have chosen to open:

|| smarthosts.txt

which is: Text Document (181 bytes)
from: http://10.100.129.31:8080

| What should Firefox do with this file?

70 Openwith | Motepad (default) -

i@ i Save File

[] Do this automatically for files like this from now on.

oK ][ Cancel
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1.24 Default Domain Routing

KoruMail allows administrators to configure routing for ‘Managed Domains' that are protected by its filtering engine.
Refer to the section 'Managing Domain Routes' to find out how to configure routing for managed domains. If no
routing is configured, then the default domain routing will apply for these domains. The default settings can be
configured in the 'Smart Hosts' section.

«  To open the 'Smart Hosts' screen, click the 'SMTP' tab on the left and click 'Domains' then 'Smart Hosts'.

Domains
Empmmpmm

Total: 3 domain(s)

& Bulk Add
25 4
comodo.chennai.com maill.comode.chennai.com 25 b |
techwriting.comdo.com maill.comodo.chennai.com 25 =
webdevs.comodo.chennai.com | maill.comodo.chennai.com 25 i |

Export Delete

Enable Default Domain | —;
Routing | “

Save

«  Select the 'Enable Default Domain Routing' check box

The fields for entering/selecting the routing details will be displayed.

Export Delete

Enable Default Domain

Routing
SMTP Server
SMTP Port | 25
LDAFP Profile | -Mone- -

Save
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«  SMTP Server: Enter the server name or IP address of the SMTP server to which KoruMail should
forward the mails

«  SMTP Port: Enter the port number to which KoruMail should forward the mails

+  LDAP Profile: Select the LDAP Profile that KoruMail should use for user verification before forwarding
the mails. The LDAP Profiles are configured in LDAP/DB section.

«  Click the 'Save' button to apply your changes.

7.3 KoruMail SMTP AUTH Connector

The 'SMTP-AUTH' section allows administrators to configure authentication settings for outgoing mails, block users
and configure 'Anomaly Detection' (track the number of different IP addresses that are used for sending out mails for
an email address).

«  To open the 'SMTP-AUTH' screen, click the 'SMTP' tab on the left menu and click 'SMTP-AUTH'.

| ” Logout
SMTP-AUTH

r( COMODO .
N, Koru M all [ SMTP Authentication Settings T Block Users T Anomaly Detection —

Enable SMTP Authentication

i Uscolananement Only allow SMTP AUTH with TLS | []
» System Fake Sender Control | []
-+ SMTP Authentication method | | LDAPJAD

Connection Timeout

SUTP
' LDAP Profile || Default OpenLDAP AUTH - |

Domains
=
LDAPIDB

Graylist Copyright® 2006-2016 Comodo Group, Inc. Al rights reserved.
Korulail name and logo are trademarks of Comodo Group, Inc.
REL Release: 6.4.3.04cflea

Disclaimer
Relay

DKIM

CQutgoing Limits

Incoming Limits

» Modules

Click the following links for more details:
«  SMTP Authentication Settings
«  Block Users
+  Anomaly Detection

7.3.1 SMTP Authentication Settings

The 'SMTP Authentication Settings' screen allows administrators to configure the user authentication type for
outgoing mails.

+  To open the 'SMTP Authentication Settings' screen, click the 'SMTP' menu item on the left then 'SMTP-
AUTH' then open the 'SMTP Authentication Settings' tab.
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SMTP-AUTH

[ SMTP Authentication Settings T Block Users T Anomaly Detection _

Enable SMTF Authentication
Only allow SMTP AUTH with TLS |[]
Fake Sender Control |[]

Authentication method | | LDAP { AD e

Connection Timeout | 5 |

LDAP Profile | Default OpenLDAP AUTH - |

Save

SMTP Authentication Settings — Table of Parameters

Parameter Description
Enable SMTP If enabled, admins can use this interface to configure an SMTP authentication method
Authentication for senders.

Only allow SMTP AUTH | If enabled, authentication must be conducted over a secure TLS connection.
with TLS

Fake Sender Control Will block fake senders

Authentication Method Select the user authentication method from the drop-down. The options available are
POP3/IMAP and LDAP/AD. The settings fields depend on the options chosen. Refer to
'POP3/IMAP Authentication Method' and 'LDAP Authentication Method' for details on
the respective settings.

Connection Timeout Enter the time in seconds during which authentication between the client and the
POP3/IMAP/LDAP server must be completed. The user will be prompted to enter
credentials again if the time elapses.

POP3/IMAP Authentication Method

SMTP-AUTH server list | Authentica | Select authentication method - either POP3 or IMAP.
tion
method

Connectio | Select the type of connection (clear text or encrypted SSL/TLS).
n type

Hostname | Enter the server name or IP address of the SMTP-AUTH server.

Port Enter the port of the server to which KoruMail should connect to.

Enabled |Activate or disable the server.

Action [% | Click this button to add an SMTP-AUTH server to the list after
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configuring all parameters.

B~ Allows administrators to delete an auth server from the list.

Allows administrators to edit the parameters of an auth server.

LDAP/AD Authentication Method

LDAP Profile Select the type of LDAP profile from the drop-down. The profiles available are

configured in LDAP/DB section.

To configure SMTP authentication settings

Select the 'Enable SMTP Authentication' check box
Select the 'Only allow SMTP AUTH with TLS' check box to allow only encrypted SMTP AUTH sessions
Select the 'Fake Sender Control' to block fake sender email address in the SMTP Server.

Select the type of authentication method from the 'Authentication method' drop-down. The options available
are POP3 / IMAP and LDAP. Refer to 'POP3/IMAP Authentication Method' and 'LDAP Authentication
Method' for details on the respective settings.

Enter the time in seconds after which the SMTP Auth session will end.

POP3/IMAP Authentication Method

+  Authentication method — Select the POP3 or IMAP type of authentication method from the drop-down.

«  Connection type — Selection the type of connection, whether it should clear text or encrypted. The
options available are 'Plain’, 'SSL' and 'TLS'.

«  Hostname — Enter the IP address or the server name of the SMTP AUTH server.
«  Port - Enter the port of the server to which KoruMail should connect to.

- Click the ™ button to add the server to the list.
«  Repeat the process to add more auth servers.

POP3/IMAP -

Connection Timeout | 5
Authenfication method Connection fype Hostname Part Enabled Action
SMTP-AUTH serverlist|| POP3 = Plain - 0 A
Drag and drop 1o change serner order | papsy a8 162 166,199 31 28 Yes =
IHAP TLS 192 168.199.30 25 Yes o

Save

«  You can change the server order by dragging and dropping them.

«  To edit the details of an auth server, click the button.
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Authentication method MAP -
Connection type TLS
Hostname * 1592.168.199.30
Port * 25

+  Edit the parameters as required and click the 'Save' button.

. Todelete an auth server from the list, click the " button and click 'OK’ in the confirmation dialog.
«  Click the 'Save' button to apply your changes.

LDAP Authentication Method

«  LDAP Profile — Select the type of LDAP profile from the drop-down. The profiles available here are
configured in LDAP/DB section.

Enable SMTP Authentication
1ly allow SMTP AUTH with TLS | [
Authentication method | LDAP / AD -

Connection Timeout | 5

LOARP Profile | Default OpenLDAP AUTH |L]
Default AD

Default OpenLDAP
Default OpenLDAP ALUTH
Default AD AUTH
Comodo Open LDAP

ghtE 2008-2014 Comodo Group, Inc. All rights rezerved.

demarkes of Comodo Group, Inc.
+  Click the 'Save' button to apply your changes.

7.3.2 Block Users

Administrators can block outgoing mails from users that are routed via KoruMail. The 'Block Users' interface also
allows you to search for blocked users and domains.

«  To open the 'Block Users' screen, click the 'SMTP' tab on the left and click 'SMTP-AUTH' then 'Block Users'.
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Logout

SMTP-AUTH

[ SMTP Authentication Settings T Block Users T Anomaly Detection _

Search
Blocking Lifetime | | Unlimited -~
Save
| Starts With | | [

08.11.2016 02:28:33 Starts With: Alice L"{
08.11.2016 02:28:52 Starts With: Smith L@'{
08.11.2016 02:29:12 Equals To: bob@example.com 5
08.11.2016 02:29:34 Contains: example.domain.com B

Export Impaort Delete all

The interface allow administrators to:
«  Add blocked users
«  Blocking Lifetime
+  Remove users from the blocked list
- Search for blocked users
+  Export lists of blocked users
+  Import lists of blocked users from file

To Add a Blocked User

Type the username (or part of the username) of the user you wish to block in the 'Username’ field. You can then set
how the rule should be applied using the drop-down menu:

- Starts With — Blocks users whose names begin with the entered text
«  Equals To — Blocks users whose names exactly match the entered text

- Contains — Blocks users whose names contain the entered text somewhere in their name. Will also block
exact matches
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arts With: Alice

038.11.2016 02:29:12 ob@example.com 5

08.11.2016 02:29:34 Contains: example.domain.com L

. Click the 'Add" button ¥ to apply your choice. The item will be added to the list with the category type
displaying on the left side.

Logout

SMTP-AUTH

[ SMTP Authentication Settings T Block Users T Anomaly Detection _

Search
Blocking Lifetime | | Unlimited -~
Save
| Starts With | | [

08.11.2016 02:28:33 Starts With: Alice Lh'{
08.11.2016 02:23:52 Starts With: Smith L"@':_
03.11.2016 02:29:12 Equals To: bob@example.com B
08.11.2016 02:29:34 Contains: example.domain.com B

Export Impaort Delete all

Blocking Lifetime

The 'Blocking lifetime' refers to the number of hours the email address will remain blocked at the SMTP Server. The
available intervals are 'Unlimited', '1 hour', '6 hours', 12 hours' and '24 hours'.
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SMTP-AUTH

SMTP Authentication Settings T Block Users T Anomaly Detection -

Search

| | Search Clear

Blocking Lifetime | | Unlimited

1 hour
G hours

. 2 24 hours

To remove users from the blocked list

- Toremove users one at a time, click the % putton under the 'Action’ column header and confirm the
deletion in the 'Confirmation' dialog.

- To delete all the blocked users in the list, click the 'Delete all' button at the bottom.

Are you sure you want to delete all entries?

Ok ] ’ Cancel

«  Click 'OK" to confirm the deletion of all blocked users.
To search for blocked users
«  Click the 'Search' link at the top of the interface
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SMTP-AUTH

[ SMTP Authentication Settings T Block Users T Anomaly Detection -

| | Search Clear
Blocking Lifetime | | Unlimited -~
Save
| Starts With ~ | | %

+ Inthe search field, enter a full or partial name and click the 'Search' button.

The items that contain the entered search text will be displayed.
SMTP-AUTH

[ SMTP Authentication Settings T Block Users T Anomaly Detection -

Search
lexample | Search Clear
Blocking Lifetime | | Unlimited -
Save
| Starts With | | L
03.11.2016 02:29:12 Equals To: bob@example.com L
08.11.2016 02:29:34 Contains: example.domain.com L

Export Import Delete all

« Todisplay all the items again, click the 'Clear' button.

+  Toremove the search field, click the 'Search’ link again.
To export blocked users to file

+  Click the 'Export' link at the bottom of the screen
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Starts With - alice

Equals To: bob@example.com

Contains: example.domain.cam [

@ mport Delete all

+  Click 'OK' to download and save the blocked user list as a text file to your system.

Opening smtpauthblockusers.tbd X

You have chosen to open:

D smtpauthblockusers.txt

which is: Tet Document (106 bytes)
from: https://46.101.204.39:8443

What should Firefox do with this file?

i Open with | Notepad (default) ~

(®) Save File

[ ] Do this automatically for files like this from now on.

QK Cancel
To import blocked users from file
+  Click the 'Import' link at the bottom of the screen
Starts With - alice
Equals To: bob@example.com o
Contains: example.domain.com "y

Delete all

The 'lmport' dialog will be displayed.
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&= Upload

Save Close

+  Click the 'Upload' button, navigate to the the location where the file is saved, select it and click '‘Open'.

== Upload X Clear All
smtpauthblockusers. txt

Clear
Done
Save Close

+  Repeat the process to add more files.
«  Toremove a file, click the 'Clear' link beside it.
«  Toremove all added files, click the 'Clear All' button at top right.

«  Tofinalize the import, click the 'Save' button.

7.3.3 Anomaly Detection

Allows admins to receive alerts when KoruMail detects a user/email address has sent messages from multiple IP
addresses within a set time interval. Administrators can choose to block these users if the outgoing mail IP
addresses exceed the number set in this tab. This value can not be '0", therefore administrators are expected to set a
value between 1 and 10,000 to block users, IP addresses or SMTP Auth requests.

+  To open the 'Anomaly Detection' screen, click the 'SMTP" menu item on the left menu, then 'SMTP-AUTH'
and then open the 'Anomaly Detection' tab.
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SMTP-AUTH

[ SMTP Authentication Settings T Block Users T Anomaly Detection ]

Successfully Saved.

Enable Anomaly Detection
Enable Monitoring Mode

Interval(min)

Mumber of failed

SMTP-AUTH requests from

a same IP to block that IP

Mumber of users from the

same IP that makes failed

SMTP-ALTH requests

Mumber of different IP
addresses that makes

successful SMTP-AUTH

reguests with same
LUsername

Save

Anomaly Detection Settings — Table of Parameters

Parameter Description
Enable Anomaly Enables anomaly detection with the parameters listed directly below this setting.
Detection

Enable monitoring mode | If enabled, the SMTP-AUTH controller monitors authorization requests from the
specified IP addresses.

Interval (min) The auditing time period for anomaly detection. To use the default settings as an
example, a user will be blocked if detected IP addresses exceed 100 in any 30 minute
period. Administrators will receive an alert if more than 30 IPs are detected in 30
minutes.

Number of failed SMTP- | Number of failed SMTP-AUTH requests from a particular IP before it is rejected.
AUTH requests from a
same IP to block that IP

Number of users from the | The minimum number of users with same IP address that can make failed SMTP-
same IP that makes failed | AUTH requests. Any request beyond the threshold set will not be processed
SMTP-AUTH requests

Number of different IP The minimum number of different IP addresses that can make successful SMTP-AUTH
addresses that makes requests with the same username. Any request beyond the threshold set will not be
successful SMTP-AUTH | processed

requests with same
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‘ username ‘

+  Click the 'Save' button to apply your changes.

7.4 LDAP/Local DB/My SQL User Database

KoruMail can be configured to check the validity of a recipient before filtering begins so that resources are not
wasted on invalid recipients. If the email servers behind KoruMail are integrated with LDAP, Local DB and/or MY
SQL Database, then KoruMail will check the validity of recipients and if not valid, reject the emails at SMTP level.

«  Toopen the 'LDAP/DB' screen, click the 'SMTP' tab on the left menu and click 'LDAP/DB'.

|-|-
LDAP/DB m

l"’( cCoMOD0
{ KoruMail [T oo

& Ao LDAP peodin

Drafault A0

» User Management

¥ System

it "

ERENIE Default Operllap ]
auTP Default OpenUOAF AUTH o

Diefault A0 AUTH )
Dimiaing

Comodo Open LDAF ;,.:
SMTP-ALITH
LDAPDIE
Greyist Copyright® 2008-2014 Comodo Growp. Inc. 44 nghts reserned.
i Kosuliail name and logo ane rademarks: of Comedo Grow. Inc
RBL Rtlgdas 5.2.0 3055
Disclaimer

Refer to the following sections for more details:
+  LDAP (Lightweight Directory Access Protocol)
« Local DB Users
«  MySQL User Database

7.4.1 LDAP Profile

The Lightweight Directory Access Protocol, or LDAP, is an application protocol for querying and modifying data using
directory services running over TCP/IP. If the email servers behind KoruMail are integrated with a directory service
via an LDAP profile, KoruMail can check whether the recipient is a valid user in the directory. If the recipient is not a
valid user then the email is rejected at the SMTP level. This avoids wasting resources by filtering mail for for invalid
recipients. The LDAP profiles added here are available for selection in interfaces such as 'Managed Domains >
Routes' and 'SMTP AUTH > SMTP Authentication Settings'.

«  Toopen the 'LDAP' screen, click the 'SMTP' tab on the left and click 'LDAP/DB' then 'LDAP".
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LDAP/DB

€ Add LDAP profile

Default AD E L
Default OpenLDAP E B+
Default OpenLDAP AUTH EE: Lok
Default AD AUTH EE [
Comodo Open LDAP 3 5%

LDAP Profile — Table of Column Descriptions

Column Header Description

LDAP Profile Name The name of the LDAP profile added to KoruMail

Action | Allows the administrators to edit the details of a LDAP profile

) Allows administrators to copy a LDAP profile so it can be used as the basis
for a new profile.

5 |Allows the administrators to delete a LDAP profile from the list.

From this screen administrators can:
+  Create and add a new LDAP profile
«  Edit a LDAP profile
+  Delete a LDAP profile

To create a new LDAP profile
You can create a new LDAP profile in two ways:
By clicking the copy button a beside an LDAP profile. This will open the 'New LDAP Profile' screen with
details pre-populated for the copied profile.
By clicking the 'Add LDAP profile' link at the top
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New LDAP Profile

Profile Name *
Connection type . Plain ~
Host Name or IP Address *
Port* 389
Host Mame or IP Address (Secondary)
Port (Secondary) O
Search Type Realtime -
Cache Time (minutes)* 0
Anonymous Access | [T
Login DM *
Password *
Enable calch-all for this profile [T
Search Base *

Search Paftern *
% = "user for "user@domain.com”

%d = "domain.com” for "user@domain.com” . (mail=%m)
%m = Whole e-mail address

Test E-mail Address
Emall host attribute name

Check Local DB Users Also

Save Verity Cancel

LDAP Profile -Table of Parameters

Parameter Description
Profile Name Enter the name of the new LDAP profile
Connection type Determines how KoruMail should connect to the LDAP server. The options available are:

+  Plain (Not encrypted)
«  TLS (Encrypted with the TLS protocol. Recommended)

«  SSL (Encrypted using the SSL protocol. Use if your systems have compatibility
issues with TLS)

Host Name or IP Address | Enter the hostname or IP address of the LDAP/Active Directory. KoruMail will first check
the primary server and will check the secondary server if the primary is not available.

Port Specify the LDAP server port number. If you use 'Active Directory' then, instead of the
default LDAP port 389, port 3826 must be used as Active Directory Catalog port.

Search Type Select the type of search from the drop-down. The options available are:
Realtime — Checks the AD server each time for user validity

Cache — Checks the user validity from the system's cache memory and if not available
checks the AD server.

Cache Time (minutes) | If the '‘Cache' option is enabled as 'Search Type', this field becomes active. Enter the
time in minutes the details of users are cached after which they are wiped out.

Anonymous Access If this feature is enabled, the connection to LDAP server will be created anonymously so
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that username and password are not required.

Login DN LDAP username to connect LDAP / Active Directory server.

Password Enter the LDAP user password.

Enable catch-all for this | When this feature is enabled, if the recipient's address is value1-value2-

profile value3@domain.com then KoruMail first checks whether this address is registered in
LDAP. If it does not find it, it deletes value1 and checks the remaining value2-
value3@domain.com address. If it does not find it again then it delete value2 and
checks value3@domain.com

Search Base Specify the search starting criteria to be used in LDAP tree.

Search Pattern Determines which LDAP attributes will be searched in search base.

Test E-Mail Address Enter the email address to test the LDAP connection.

Email host attribute Enter the mail host attribute name for the LDAP / Active Directory server.
name

Check Local DB Users | Checks for users in Local Data base users list as well.
Also

«  Click the 'Verify' button to check the entered parameters and connectivity are correct. If verification fails, the
error message will be displayed.

+  Click the 'Save' button to apply your changes.

To edit a LDAP profile
- Clickthe  button beside a LDAP profile that you want to edit.
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Edit LDAP profile

Profile Name * | Comodo Open LDAP
Connection type | Plain -
Host Name or IP Address * | 192.168.199.31
Port* | 389
HostMame or IP Address (Secondary)
Port (Secondary) | 0
Search Type | Realtime -

Cache Time (minutes) * | |0

Anonymous Access | [

Login DN * | comodo

Fassword® essses

Enable catch-all for this profile
Search Base * | ou=Support.dc=comod

Search Patiern *
%u = "user” for "user@domain.com”

%d = “"domain.com” for "user@domain.com” | (mail=%m)
%m = Whole e-mail address

Test E-mail Address

Email host attribute name

Check Local DB Users Also

Save Verity Cancel

- Edit the required parameters. This is similar to the method explained in the 'Add' section.
+  Click the 'Save' button to apply your changes.
To delete a LDAP profile

. Click the delete button " beside a LDAP profile that you want to remove.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK'" to confirm the deletion.

74.2 Local DB Users

KoruMail allows administrators to add users locally in its database for the managed domains so that fake emails or
mails to invalid recipients will be rejected before the filtering processes is initiated. This helps to conserve the
system's resources for better utilization. The users added here are available for selection in interfaces such as
‘Managed Domains > Routes'.

+  Toopen the 'Local DB Users' screen, click the 'SMTP' tab on the left and click 'LDAP/DB' then 'Local DB
Users'.
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LDAP/DB

Search Clear

& Bulk Add
Adlions - D! Page1 1210 - Records per page | Mext Last

all

""" bob@example.com
smith@chennai.comoda.local
userl2@example.com
userl3@example.com
ugerld@example.com
userlS@example.com
useriS@example.com
userl@example.com

user2@example.com

Y248 248 208 2 "2 VA S T T R

userd@example.com

Actions « Dol Page1 {210 « Records perpage | Mext | Last

Local DB Users - Table of Column Descriptions

Column Header Description
Email The name of the user added to KoruMail
Actions [ To add a user, click this button after entering the details in the field under 'E-
mail' column.

) Allows the administrators to delete a user from the list.

The number of users to be displayed on the screen can be set from the 'Records per page' drop-down field.

Page1 1210 :Recnrds per page | Mext

Click the 'First, Previous, Next and Last' buttons to view all the items in the list.
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The interface allows administrators to:
- Add auser
+  Add multiple users
«  Search for users
+  Delete users
+  Export user list

To add a user

- Enter the user's email address in the field under 'E-mail' column

i i LUHLdl LD Ul o i

Search Clear
© Bulk Add

Actions - Dol Page1 1210 - Records per page | Mext | | Last

user21{@example.com [

= bob@example.com L

smith@chennai.comodo.local

«  Click the K] button under the 'Action’ column.

Note: You can add users for managed domains only.

The user will be added and displayed in the list. You can also add multiple users at a time. Refer to the next section
"To add multiple users' for more details.

To add multiple users
«  Click the 'Bulk Add' link in the 'Local DB Users' screen

LDAP/DB

Search Clear
(& Bulk Add
Actions -« Dol Page 1210 « Records perpa

N ——
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The 'Bulk Add' screen will be displayed.

Add Local DB Users

You must write one user for each line (max. 500 entries).

Add Cancel

«  Enter the users' email addresses each per line. The maximum allowed at a time is 500 users.
+  Click the 'Add' button.

Note: You can add users for managed domains only.

The users will be added and displayed in the list.
To search for users
+ Inthe search field, enter a full or partial name.

LDAP/DB

[ LDAP T Local DB Users T My SQL User Database _

Actions -~ Dol Page 1210 = Rec
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+  Click the 'Search' button.
The items that contain the entered search text will be displayed.

LDAP/DB
user Search Clear
&) Bulk Add
Actions -« Dol Page1 1210 = Records perpage @ Mext | Last

uzerl@example.com o

user2@example.com
useridexampla.com

userd@example.com

« Todisplay all the items again, click the 'Clear' button.

To delete users

- To remove users one at a time, click the L putton under the 'Action’ column header and confirm the
deletion in the 'Confirmation’ dialog.

+  To delete multiple users in the list in one go, select the check boxes beside them.
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LDAP/DB

[ LDAP T Local DB Users T My SQL User Database

user Search Clear
(& Bulk Add

Actions - Dot Page1

&

=
]
=
[i¢]

userl@example.com

user2@example.com
userd@example.com

userd@example.com

userS@example.com

=l

userc@example.com
user@example.com
userd@example.com
userg@example.com

userl2@example.com

Page1

{ Delete

Copyright® 2006-2014 Comodo Group, Inc

+  Select 'Delete’ from the 'Actions' drop-down and click the 'Do!" button.
The selected users will be deleted from the list.
To export the user list to a file

«  To export users one at a time, click the 'Actions' drop down, and select the 'Export' option.
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LDAP/DB m

| | Search Clear

Dot Page[i |/1/50 - |Records per page
A ———

None
| | (%

userl@comodo.com 53
user2@comodo.com [
userd@comodo.com 53

Dot Page[1 |1150 -~ |Records per page

Actions
Delete

+  Click 'Do' to download and save the list as a text file to your system.

7.4.3 My SQL User Database

KoruMail is capable of verifying the validity of users by referring to a 'MySQL User Database' located in a remote
server. If the recipient is not a valid user then email is rejected in SMTP level. Since the sophisticated filtering
process is not used for invalid recipients, KoruMail's resources are not wasted. The 'MySQL User Database profiles'
added here are available for selection in interfaces such as 'Managed Domains > Routes'.

+  Toopen the 'MySQL User Database' screen, click the 'SMTP" tab on the left menu and click 'LDAP/DB' then
'MySQL User Database'.

LDAP/DB

& Add MySQL User Database

KaruMail 192.168.199.31 KoruMail_database mail="%m’

KaruMail 192.168.1959.32 25 SurGATE_database mail='"%m’ b |

MySQL User Database Profile — Table of Column Descriptions
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Profile Name The name of the MySQL User Database profile added to KoruMail
Host Name or IP Displays the address of the system where the 'MySQL User Database' is located.
Address
Port Displays the port number to which KoruMail connects to.
Database The name of the 'MySQL User Database'.
SQL Clause The 'SQL clause' used to fetch the users' details.
Action | Allows the administrators to edit the details of a 'MySQL' profile
5 |Allows the administrators to delete a 'MySQL' profile from the list.

From this screen administrators can:
+ Add a new MySQL profile
- Edita MySQL profile
+  Delete a MySQL profile

To add a new MySQL profile
+  Click 'Add MySQL User Database' link at the top of the screen.
Logourt
LDAP/DB -

@MBQL User Database 9

KoruMail 192.168.199.31 25 KoruMail_database mail="%m'

KoruMail 192.168.199.32 25 SurGATE_database mail="%m’ L

The 'New MySQL User Database' screen will be displayed.
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New MySQL User Database

Profile Mame *
Host Mame or IP Address *
Port* | O
Search Type | Realtime -
Cache Time (minutes)* | |0
Database *
Usemame *
Password *

SQL Clause *
%m = Whaole e-mail address

Check Local DB Users Also | [

E-mail address for Testing * | admin@korumail.com

Save Verify  Cancel

MySQL User Database Profile -Table of Parameters

Parameter Description

Profile Name Enter the name of the MySQL profile

Host Name or IP Address | Enter the hostname or IP address of the system where MySQL database is located.

Port Enter the port number to which KoruMail should connect to.

Search Type Select the type of search from the drop-down. The options available are:
Realtime — Checks the MySQL server each time for user validity

Cache — Checks the user validity from the system's cache memory and if not available
checks the MYSQL server.

Cache Time (minutes) If the 'Cache’ option is enabled as 'Search Type', this field becomes active. Enter the
time in minutes the details of users are cached after which they are wiped out.

Database Enter the MySQL database name

Username The username to access the MySQL server

Password Enter the password to access the MySQL server

SQL Clause The SQL clause to fetch the users' details

Check Local DB Users | Checks for users in Local Data base users list as well.

Also

tE-l\:!ail address for Enter the email address to test the MySQL database connection.
esting

«  Click the 'Verify' button to check the entered parameters and connectivity are correct. If verification fails, the
error message will be displayed.
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«  Click the 'Save' button to apply your changes.

To edit a MySQL profile
. Clickthe  button beside a 'MySQL' profile that you want to edit.

Edit MySQL User Database

Profile Name * | KoruMail
Hast Name or IP Address * | 192.168.199.31
Port* | 25
Search Type Realime -
Cache Time (minutes)* | 0

Database * | KoruMail_database
Usemame * | admin

Fassword *  sesss

SQL Clause* | .o
%m = Whole e-mail address =

Check Local DB Users Also

E-mail address for Testing *

Save Verify Cancel

+  Edit the required parameters. This is similar to the method explained in the 'Add' section.

+  Click the 'Save' button to apply your changes.

To delete a MySQL profile

- Click the delete button % beside a 'MySQL' profile that you want to remove.

Are you sure you want to delete this entry?

(0].4 ] ’ Cancel

«  Click 'OK" to confirm the deletion.

7.5 Greylist

Greylisting is the name of a method that controls source IP address/domains of each sent email, sender and
recipient email addresses. Combination of these three information is named ‘hash’ and if this value does not exist in
KoruMail Database then it acts as ‘temporarily out of service’ and the email is temporarily rejected.

Since spammers intend to send some millions of emails in a short time, most probably they do not try to send failed
emails again. If the sender is Bot-Net client or a software used by spammers then the emails will not be resent. In
this way spams are blocked quickly without using any content filtering algorithms. If the sender is a real MTA then it

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 154




Creating Trust Online®

Comodo KoruMail - Admin-Guide comono

.-’/

will send the same email in a short time and message will be received by the recipient. If the same source sends an
email again then the email will by-pass greylisting feature. In this way, the real email will be held for the first time
only. You have the option to enable or disable this feature.

KoruMail can be configured to ignore the greylist record and accept emails from the sources first time itself without
rejecting them.

«  Toopen the 'Greylist' screen, click the 'SMTP' tab on the left menu, then click 'Greylist'.

Greylist

You can create greylist ignore record here for IP, Metwork and domains

IP or Network Address - h |
IP or Network Address 10.0.0.1 b |
Domain notsuredomain.com "
Export

Refer to the next section 'Greylist Ignored IP Addresses/Domains' for how to add domains, networks and IP
addresses to Greylist ignored list.

7.5.1 Greylist Ignored IP Addresses/Domains

KoruMail creates a Greylist of source IP address/domains from where emails are sent to recipients protected by its
filtering engine. The mails received from a source for the first time is rejected by KoruMail and sends a command to
the source to resend the email. Generally, spammers do not resend emails. If the email is sent again from the source
again, KoruMail accepts the mail and initiates the filtering process. Refer to the previous section 'Greylist' for more
details.

KoruMail can be configured to ignore the Grerylist record and accept emails from the sources first time itself without
rejecting them.

«  To open the 'Greylist' screen, click the 'SMTP' tab from the left menu, then click 'Greylist'.

Greylist

You can create greylist ignore record here for IP, Nebwork and domains

IP or Network Address - b

IP or Network Address 10.0.0.1 " |

Domain notsuredomain.com b |
Expor

Greylist Ignored Record List — Table of Column Descriptions

Column Header Description
Greylist Type The type of Greylist whether domain name or IP address added.
Greylist Value The domain name or the IP/Network address added.
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Action % | Toadd a email source to Greylist ignore record, click this button after
selecting and entering the details in the fields under 'Greylist Type' and
'Greylist Value' columns respectively.

) Allows the administrators to delete a record from the list.

The interface allows administrators to:

+ Add an IP address/domain name to Greylist ignore list
+  Delete an IP address/domain name from Greylist ignore list
«  Export Greylist ignore list to a file

To add a domain name or IP address to Greylist ignore list
«  Select the Greylist type that you want to add to the ignored list from the drop-down

Greylist

You can create greylistignore record here for IP, Metwork and domains

IP or Network Address {n "
. IP or Network Address 10.0.0.1 &
Domain
Domain notsuredomain.com L
Export

+  Enter the value, domain name or IP address, in the field under 'Greylist Value'

«  Click the [ button under the 'Action’ column.

The domain name/IP address will be added and displayed in the list.

_ Logout
Greylist -

The record is added successfully.

You can create greviist ignore record here for IP, Network and domains

IP or Network Address = L]

IP or Network Address 10.0.0.1 S

Daomain honestdomain.com ot

Domain notsuredomain.com =
Export

To delete a domain name or IP address from Greylist ignore list

+  Todelete a domain name/IP address from the Greylist ignore list, click the 1% button under the 'Action’
column header.
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Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK'" to confirm the deletion.

To export Greylist ignore list to a file
+  Click the 'Export' link at the bottom of the screen

IP or Metwork Address -

IF or Network Address 10.0.0

Cramain honest

Dramain notsurs
(Expor)

+  Click 'OK' to download and save the list as a text file to your system.

-
Opening greylist.txt - M

You have chosen to open:

|| greylist.bct

which is: Text Document (83 bytes)
from: hittp://10.100.129.31:8080

What should Firefox do with this file?

&

70 Openwith | Motepad (default) -

i@ i Save File

[ Do this autommatically for files like this from now on.

QK ] ’ Cancel

7.6 Managing RBL Servers

Realtime Blackhole List (RBL) is one of the best ways to fight spam. RBL servers lists the server IP addresses that
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proliferate spam, list of servers that are hijacked for spam relay, virus senders and so on. With RBL, KoruMail blocks
SMTP connections that come from the IP addresses available in this database.

«  Toopen the 'RBL' screen, click the 'SMTP' tab on the left menu, then click 'RBL'.

’ RBL

S’ cCoMODO
K..( KoruMail o

Server Host Address Descriplion Enabled
|.spamcag.n m R Yes .
¥ Usar Management oj:mpa ooy, e bl Bl Yes =
psbl.surnel com Pazcive Spam Block List RBL  Yes -
» System
testribd.com checking rbl SBL Yes )
= SMTP Retun Path Reputation
bl.score.senderscore.com | oo oot REL  Yes X
SMTP zen.spamhaus.ong sgamhaus REL  Yeg B
Domaina
Expont
SMTF-AUTH
LOWPIDE Copyright® 2005-2014 Comoda Group, Inc. ANl rights resenved.
Konadlad name and loge are frademaris of Comodo Growp, Inc:
Graylist Release: £.2.0.3058
Disclaimer
Retay

DR

Outgosng Limits

¥ Modules

RBL Servers — Table of Column Descriptions

Column Header Description

Server Host Address The address of the RBL server.

Description The description provided at the time of adding the RBL server.

Type The type of block list selected.

Enabled Indicates whether the RBL server is enabled or not for the 'Profiles’.
Action 5 | Allows the administrators to delete a RBL server from the list.

The interface allow administrators to:
- Add aRBL server
+  Enable/disable a RBL server
+ Delete a RBL server
«  Export RBL server list to a file
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To add a RBL server
«  Click the 'Add RBL Server' link at the top

RBL

e Add RBL server

Server Host Address Description
bl.spamcop.net spamcop RBL | Yes
p=shl.surriel.com Paszive Spam Block List RBL |Ye=
testrbl.com checking rbl SBL
Return Path Reputation

The 'Add RBL server' screen will be displayed:

Add RBL server

Server Host Address *
Description
Type ! RBL =

Enable this RBL all profiles

Save Cancel

«  Server Host Address: Enter the address of the RBL server
«  Description: Enter an appropriate description for the server
+  Type: Select the type of block list from the options.

+  RBL - Realtime Black Hole Lists
+  SBL - Spamhaus Block List

«  XBL - Spamhaus Exploits List

«  SMTP - Email server List

- Enable this RBL for all profiles: If selected, the server will be enabled for all the profiles in KoruMail. Refer to
the section 'Profile Management' for more details about profiles.

«  Click the 'Save' button to add the new RBL server.

To enable/disable a RBL server

«  Click the 'Yes/No' link under the 'Enabled' column
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Selection H

Do vou want to apply this change for all profiles?

Yes Ho Cancel

+  Click 'Yes' to enable the server for all the profiles.
+  Click 'No' to enable the server for the current profile.

The RBL servers can be enabled/disabled independently also for the profiles available in KoruMail. Refer to the
section 'Profile Management' for more details.

To delete a RBL server

« Todelete a RBL server from the list , click the L3 button,

Are you sure you want to delete this entry?

(0]34 ] ’ Cancel

«  Click 'OK'" to confirm the deletion.

To export RBL server list to a file

+  Click the 'Export' link at the bottom of the screen

Return Path Reputatic

bl.=core.senderscore.com !
Metwork Blacklist

zen.spamhaus.org spamhaus

+  Click 'OK' to download and save the list as a text file to your system.
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F ™
Opening rblservers.txt - - ﬁ

You have chosen to open:

|| rhlservers.txt

which is: Text Document (802 bytes)
from: http://10.100.129.31:8080

| What should Firefox do with this file?

70 Openwith | Motepad (default) -

i@ i Save File

[ Do this automatically for files like this from now on.

Ok l ’ Cancel

7.7 Disclaimer

KoruMail allows administrators to insert disclaimers in outgoings mails for the managed domains. The screen has
two sections. 'Text Footer' and 'HTML Footer'. The "Text Footer' is used to enter the disclaimer content for the
selected domain and the 'HTML Footer' can be used to enter corporate messages.

«  To open the 'Disclaimer' screen, click the 'SMTP' tab on the left menu, then click 'Disclaimer.

i - Logout
Disclaimer -

Managed
Domain Mame | -Choose- =

Enabled 7]

Text Footer

HTML Footer

Save Cancel
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+  Managed Domain Name: Select the managed domain from the drop-down for which you want to add a
disclaimer.

- Enabled: If selected, the messages will be inserted in the outgoing mails of the domain.
Text Footer: Enter the disclaimer content in this field.

«  HTML Footer: Enter content such as corporate message and so on in this field.

+  Click the 'Save' button

To edit the disclaimer, open the screen, select the domain from the drop-down, edit the messages and click the
‘Save' button to apply your changes.

78 SMPT Relay

KoruMail allows administrators to define IPs from which mails can be sent by users who are not available on the mail
server.

- Toopen the 'Relay' screen, click the 'SMTP' tab on the left menu then click 'Relay'.

Re IEIY
]
There are no available records.

Range Examples

192.168.2.1 (only one IP addressg)

192.168.2,2-5 (IP addresses inthe range 192,168.2.2 to 192.168.2.5)
192.168.2. (whole 192.168.2.0/24 C dass)

192 168. (whole 192.168.0.0M6 B dass)

The screen allows you to add a single IP address, a range of IP addresses or a IP address class range.

« Toadd an IP address, range or class, enter the details in the field under 'IP Range' and click the [ button.
The IP address will be added and displayed.

- To remove an address, click the click the L putton.

Are you sure you want to delete this entry?

[ QK ] ’ Cancel

«  Click 'OK' to confirm the deletion.

7.9 DomainKeys |dentified Mail (DKIM)

DomainKeys Identified Mail (DKIM) is another method of authenticating an outgoing mail that allows senders to
associate a domain with an outgoing mail. It is an electronic signature that is inserted into the header of an outgoing
mails identifying the source from where the message is sent. KoruMail allows administrators to create a new domain
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key for managed domains in order to authenticate mails that are sent from the domain. After the domain key is
generated, it has to be entered in the DNS record. Please refer to your domain or web hosting documentation to add

DKIM records for your domain.

«  To open the 'DKIM' screen, click the 'SMTP' tab on the left menu, then click 'DKIM'.
Logout
DKIM -
Man. EQEU Domain Name®  -Choose- -
«  Select the domain from the drop-down for which you authenticate with DKIM

DKIM

Managed Domain Mame * | -Choose-

-Chooge-

: ChEnnal comadd. Com

Copyright® 2008-2014 Comodao Gra chennal comada local
Korubiad name and logo are fradem, . o oo et

Release: 4.0/ o o miple com
example dormaln.com
vE, COmMipdo local

If you have the domain key that needs to be associated with your mails, then follow the steps below:

«  Leave the 'DKIM' check box, unchecked.
DKIM
Managed Domain Mame * || -Choose- w
Enable DKIM [

Create Mew Domainkey O Create

Private Key

Download private key  Import

Public Key

Download public key |mport

Save View DNS register tet Cancel

+  Click the 'Import' link

163
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&= Upload

Save Close

«+  Click the 'Upload' link, navigate to the location where the private key for the selected domain is saved and

click 'Open’
&= Upload * Clear Al

private_key.tat
Done

Save Close

- To remove the selected file from the field, click 'Clear'

+  To upload the private key, click the 'Save' button.

+  Repeat the above steps to upload the public key.

«  To download and save the private and public keys, click the respective download links.
If you do not have the domain key, then follow these steps:

+  Select the 'Create New Domainkey' check box.

+  Click the 'Create' button to generate a new domain key for the selected domain.
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DKIM

Managed Domain Hame *  chennal.comodo.com -

Enable DHIM [

Create New Domainkey : (¥

BEGIN CERTIFIC 3 P
MICIDCCAZWT 3 b2 1k

WA UY 2SR AW o e nFphd MAKG
CVE4 i i

Private Key

MayfkqEFqLyDUGEL

PublicKey |,

Download publickey |maod

Vigw QNG rogister e Cancel

The domain key will be generated and the same must be entered in the DNS register for authenticating the domain.

WARNING U<

Yau must entry fallowing DNS register:

TXT record for BMND: didm,_domainkey chennal.comodo_com. IN TXT “v=0KM1; k=rsa; i=y,;
p=MIG M ADGCSaGSIbIDREBAQUAA4GNADCEIQKBgRDDSHI 4802 AN calTOVe hyw cwvid eV gl e G 28U 1 AgSKB I wbguSz 7wkl 0gEZE falTe QvZ B4t
fmhirt+AXHNNPS jcBUEzPCY Y861 38rPy\ dcedicd 20304003 [a N TtV Cvl zUg 3rdLgnaw PR gig+a 80 uly 216w TIGWWS1 QDA AB"

Closa

You can view and copy the details of domain key anytime by clicking the "View DNS register text' link at the bottom.
For more details about how to update the DNS record, refer to your domain or web hosting documentation.

7.10  Outgoing SMTP Limits

KoruMail allows administrators to set limits for outgoing mails for users as well as for domain names. KoruMail can
be configured to allow only a certain number of outgoing mails per hour and per day. The interface allows you to add
domains or usernames individually or in bulk.

«  To open the 'Outgoing Limits' screen, click the 'SMTP' tab on the left menu, then click 'Outgoing Limits".

Outgoing Limits

L ———————————

& Add new Bmil & ASD bulk dofnain limit £ AdDd Dulk used lirmit

There are no available records.
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The interface allows administrators to:
«  Set outgoing limits for domains and users
+  Configure outgoing limits settings
- View outgoing mail usage details for domains and users

Configuring outgoing limits for domains and users
To configure outgoing limits for domains and users:
+  Click the 'General' tab
Outgoing Limits

L ———————

& Add new limif &3 Acd Bulk domasn lime & Add Dulk user limit

Camain OG5 COM (=] 259 Q o

Domain mxarmiple.com ax 100 a |

Username wserl@example.com user hmit = 20:0

Outgoing Limits: General — Table of Column Descriptions

Column Header Description
Limitation Type Indicates whether the limitation is for a domain or user
Limitation Object The details of the domain or the user
Description The description for the limitation
Limit per-hour Indicates the number of outgoing mails allowed per hour
Limit per-day Indicates the number of outgoing mails allowed per day
Action 5 |Allows administrators to delete a limitation set for a domain or user
Allows administrators to edit a limitation set for a domain or user

- To set a limitation for a domain or user individually, click the 'Add new limit' link at the top

Outgoing Limits

e Add new limil } £ Add bulk domain limit £ Add bulk user limil

Domain comeodo.com co 250 0 at
Dirmain example.com B 100 o Y
Username userl@example.com  user limit 200 700 b
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The 'Add outgoing SMTP limit' screen will be displayed.

Add outgoing SMTP limit

Limitation type = Domain -
Limitation object
Description:
Lirnit per-hour *
Limit per-day *

Save Cancel

«  Limitation type: Select whether you want to configure the limit for a domain or user from the drop-down

«  Limitation object: Enter the name of the domain or username depending on your ‘Limitation type'
selection

«  Description: Enter an appropriate description for the limitation

+  Limit per-hour: Enter the number of outgoing mails allowed per hour for a domain or user

«  Limit per-day: Enter the number of outgoing mails allowed per day for a domain or user
Click the 'Save' button. The newly added limitation will be displayed in the list.

+  To set a limitation for multiple domains at a time, click the 'Add bulk domain limit' link at the top

Outgoing Limits
e

‘Q&J I'A.ﬂ !I’ug'ﬁ' lirmE _g:l -l'-ﬂg [+] bk =1-1d lirmy

Damain comodo.com co 230 o o
Dromain example.com ax 100 o o
Usarname userl@example.com user limit 200 700 b |

The 'Add Bulk outgoing SMTP limit' screen will be displayed.
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Add Bulk outgoing SMTP limit

You must write one domain for each line (max 500 entries).

Save Cancel

Format: Domain; description; limit-per-hour
examplel.com; ex; 10

+  Enter the limitation for each domain per line as per the format shown in the screen..
«  Click the 'Save' button.

The limitations for the added domains will be displayed in the 'General' screen.

«  To set a limitation for multiple user at a time, click the 'Add bulk user limit' link at the top

Outgoing Limits

L ee——
€3 Add new limit €3 Add bulk domain limit

Domain comodo.com co 250 0 at
Domain example.com B 100 [/ it
Username userl@example.com user limit 200 700 B

The 'Add Bulk outgoing SMTP limit' screen will be displayed.
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Add Bulk outgoing SMTP limit

You must write one user far each line (max. 500 enfries).

Save  Cancel

Format Domain; description; imit-per-hour
example!; ex 10

+  Enter the limitation for each user per line as per the format shown in the screen.
«  Click the 'Save' button to apply your changes.

The limitations for the added users will be displayed in the 'General' screen.

- To delete a limitation from the list, click the L putton under the 'Action’ column and confirm it in the
confirmation screen.

« To edit a limitation, click the button under the 'Action' column.
The 'Edit outgoing SMTP limit' screen will be displayed.

Logout

Edit outgoing SMTP limit

Limitation type Domain  «

Limitation object* example.com
Descriplion: | ex
Limit per-hour* 100

Limit per-day* 0

Save  Cancel

The screen is similar to the 'Add outgoing SMTP limit' interface. Refer to the section for 'Configuring outgoing limits
for domains and users' for more details.

Configuring outgoing limits settings
The 'Settings' tab allows administrators to customize the limitations added in the 'General' tab.

«  To configure outgoing limit settings, click the 'Settings' tab
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Outgoing Limits T

T —

Detaull Template Loadad

SMTF AUTH I8 enabiled by user name limit far outgaing e-mall * |4

Enable the Limit for From &ddresses Z

Deetzult hoursy it © | 700 ]
Defaull daily limit| 500 |
Ermvelope sender must match SMTP-ALITH usemame |[]
Diefaul doman
:I Lzgarname

SMTP-ALITH username formal =[] Domain
UEE[@GDHBI".EDF’I userdomain. com

Enable Syslem Admin e-mail nolification for exceedad limits
Wail Subject | Dubgoing Limits H[:tllﬂ

wail From | feonemailig 1010857

=IDOCTYFE HTML PUBLIC “WSCN0TD HTML 401 TransmionaliEN -
“hitpciwewwowE org TRMmMIMA00s e ohd™=

<himi=

=head=

«rneta hitp-equiv="Coment-Type® coment="texthiml, charzet=UTF-6"

a5hilex

bady { font-family: Afal, Helvelica, sans-genf, }
a2 { 1ewi-decoration: none; }
01 { font-smec 1005 }
mail | font-weight boid, §
Mall Temolate Bizl thead { background-color, B2AMEAS color, NFFFFFF )
izl trodd | backgrownd-color: #FFFFFF, )
#Higlweven { background-colorn #EEEEEE. |
Hooter { font-size: 11px; lext-align: center, |
<istyle

=fhead=
=hiody=

Merhaba ~3pan dass="rmail>S{sysAdmin}-u=pan=,

Merhaba <span dass="mai"=S{aysAdmin}-<span=, w
=p=ziden e-posta Wmitm gacan hesap listesi=<io=

Save Defaulis

Outgoing Limits: Settings — Table of Parameters

Parameter Description

SMTP AUTH is enabled | If enabled, SMTP AUTH is required for outgoing mails sent by users who are
by user name limit for configured in the 'General' tab to send limited mails.
outgoing email

Enable the Limit for From | If enabled, the limit configured in the 'General' tab will apply. Otherwise, the default

Addresses hourly and daily values below will apply.

Default hourly limit The maximum number of outgoing mails that can be sent by users per hour
Default daily limit The maximum number of outgoing mails that can be sent by users per day
Envelope sender must If enabled, the address of the sender must match the SMTP-AUTH username
match SMTP-AUTH

username

Default domain The default domain of the outgoing emails.

SMTP-AUTH username | Method of authenticating the user. Choose from username or domain methods.
format
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Enable System Admin e- | Will send a notification if the number of mails sent by users who are configured in the
mail notification for 'General' tab exceeds the limit.
exceeded limits

Mail subject Subject of the notification mail mentioned above.
Mail From The email address from which the notification mail is sent
Mail Template The template of the notification mail.

«  Click the 'Save' button to apply your changes.
Viewing outgoing mail usage details for domains and users

The 'Usage' tab allows administrators to view outgoing mails from users and domains covered by outgoing limits.

Outgoing Limits

D ———————————————

Defauli Template Loadad

There are no available records. There are no availabla records.

Outgoing Limits: Usage — Table of Parameters

Parameter Description
User Name Displays the email address of the sender
Time The time at which the mail was sent.
Total (Hourly) The total number of mails sent in an hour.
Total (Daily) The total number of mails sent in a day.
Domain Name Displays the email address of the sender on the limited domain
Time The time at which the mail was sent.
Total (Hourly) The total number of mails sent in an hour.
Total (Daily) The total number of mails sent in a day.

To search for a particular recipient, enter the first few letters of the recipient's name in either the 'User' or 'Domain'
search field:
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Outgoing Limits m

L e —

Default Template Loadad

re no avalable records.

fe are no avalabla records.

+  Clicking the “ button in a column header will sort the table in ascending or descending order of the
items in the column.

711 Incoming SMTP Limits

KoruMail allows administrators to set limits for incoming mails for users as well as for domain names. KoruMail can

be configured to allow only a certain number of incoming mails per hour and per day. The interface allows you to add
domains or usernames individually or in bulk.

To open the 'Incoming Limits' screen, click the 'SMTP' tab on the left menu, then click 'Incoming Limits'.

i i i
Incoming Limits
T ———————
© Add new limi
Dromain comodo.com o 200 210 L
Domain example.com eg 50 100
Username

>
usermama@example.com | userl 300 1000 o

The interface allows administrators to:

Configuring Incoming limits for domains and users
Configure Incoming limits settings

View Incoming mail usage details for domains and users

Configuring Incoming limits for domains and users

To configure incoming limits for domains and users:

Click SMTP > Incoming Limits and then click the 'General' tab
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|‘- Logout
Incoming Limits

vy COMODO
t_‘( KorUMail [ General T Settings T Usage _

Default Template Loaded

User Managemeanl
J g & Aad naw limit

There are no available records.

» System

= SMTP

SMTP

Diomains Copynght® 2006-2016 Comodo Group, Ine. All rights reserved.
- KoruMai name and logo are trademarks of Comodo Group, Inc.
SMTP-AUTH Release: 5.4.3.04cflea

LOWFIDE
Greyist
REL
Disclaimer
Relay
DI

Outgolng Limits

Ineaming Limils

Incoming Limits: General — Table of Column Descriptions

Column Header Description
Limitation Type Indicates whether the limitation is for a domain or user
Limitation Object The details of the domain or the user
Description The description for the limitation
Limit per-hour Indicates the number of incoming mails allowed per hour
Limit per-day Indicates the number of incoming mails allowed per day
Action 5 |Allows administrators to delete a limitation set for a domain or user
Allows administrators to edit a limitation set for a domain or user

+ To set a limitation for a domain or user individually, click the 'Add new limit' link at the top
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= - - Logout
Incoming Limits -

i Add new limit

Domain comodo.com ¢
Clomain example.com eg 50 100 Y
Username username@example.com  userl 300 1000 Lﬂ;

The 'Add Incoming Limit' screen will be displayed.

= - - Logout
Add Incoming Limit -
Limitation type

Limitation object *

Limit per-hour *

| |

Description: | |
| |

|

Limit per-day * | |0

Save Cancel

«  Limitation type: Select whether you want to configure the limit for a domain or user from the drop-down

«  Limitation object: Enter the name of the domain or username depending on your ‘Limitation type'
selection

+  Description: Enter an appropriate description for the limitation

«  Limit per-hour: Enter the number of outgoing mails allowed per hour for a domain or user

«  Limit per-day: Enter the number of outgoing mails allowed per day for a domain or user
Click the 'Save' button. The newly added limitation will be displayed in the list.

The limitations for the added users will be displayed in the 'General' screen.

- To delete a limitation from the list, click the L button under the 'Action' column and confirm it in the
confirmation screen.

- To edit a limitation, click the button under the 'Action' column.

The "Edit Incoming Limit' screen will be displayed.
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- - - - Logout
Edit Incoming Limit -
Limitation type

Limitation object* |comodo.com

Description: |co

|
|
Limit per-hour * | [200 |
|

Limit per-day * | [210

Save Cancel

The screen is similar to the 'Add Incoming Limit' interface. Refer to the section for 'Configuring incoming limits for
domains and users' for more details.

Configuring Incoming limits settings

The 'Settings' tab in the 'Incoming Limits' screen allows administrators to configure the settings such that the
Korumail server sends an automated email when the incoming limits exceed the set limitations added in the
'General' tab. Please note that the email content will be available in the Korumail console by default.

+  To configure incoming limit settings, click the 'Settings' tab
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- = - Logout
Incoming Limits -

General Settings Usage

Settings saved successiully.

Enable System
Admin e-mail
notification for

exceeded limits

Mail Subject  Sender Limits Notific3

Mail From | [korumail@10.108.51.{

=IDOCTYPE HTML PUBLIC "-"W3CHDTD HTML 4.01 Transitional/EN® S
“hitp:ifwww w3 orgTRAtmIdloos e did™=
=html=
=head=
=meta http-equiv="Content-Type® content="text/html; charset=UTF-8" /=
=style=
body { font-family: Arial, Helvetica, sans-serif; }
a { text-decoration: none; }
h1 { font-size: 100%; }
.mail { font-weight: bold; }
Mail Template | #listthead { background-color: #8AAEAS; color: #FFFFFF; }
#list trodd { background-color, #FFFFFF; }
#list treven { backaround-color: #EEEEEE; }
#footer { font-size: 11px; text-align: center; }
=/style=

=fhead=
=body=

Merhaba =span class="mail"=%{sysAdmin}=/span=, "
=p=elen e-posta limitini gecen hesap listesi=/p=

Save Defaults

Incoming Limits: Settings — Table of Parameters

Parameter Description

Enable System Admin e- | Will send a notification if the number of mails sent by users who are configured in the
mail notification for 'General' tab exceeds the limit.
exceeded limits

Mail subject Subject of the notification mail mentioned above.
Mail From The email address from which the notification mail is sent
Mail Template The template of the notification mail.

«  Click the 'Save' button to apply your changes.
Viewing incoming mail usage details for domains and users

The 'Usage' tab in the 'Incoming Limits' screen allows administrators to view the emails details of the 'Users' and
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'Domains'. The parameters that can be viewed via the usage screen for 'Users' and 'Domains' are 'Name'(Name of
the recipient), 'Time'(The time and date of the incoming email) and Hourly and daily based count of incoming emails.

[T T I
. ) - 016-11-09 + . N 2018-11-00 R
mesmesgmailrarmanic.net ot:onong | © 7 SETh e maT R Es hahan a50n s oM P — 2
math. par-ard @rsjarh ke sraenng e mm HaE-21-08 ] [T ——— TamsTorkads, con agia-11-0d| o
X . 1 ST e hussidirosaurslaslobadi.com 18000 2
2018-21-09 20K6-11-00
J [ inews. 284521 = . ?
micrasl, haliiderminesws.com T 2 H SR8 FI2445: 2104237 107 M bed. marogos. com p1:ne:0on | A
20181109 o 20265-11-09
K o 2 it .
Bplest. houSEE O NOSAUTErA Sl sE oM Einasl mmryica it o oL on:06:00.0 | L
s BT 1T 4018-13-00 1 e 2006-11-08
ashiey. ndv o rodbeobe maurloom 00005 2 2 chelbygdrart=d7 L2 @pmad.com ey 1 1
warvicesy B8l ne.com L :] bounces+ 13264 3-c05E-wnman=mal. postanilc.nebBmiig huzesot.com eI 1
o7:00:00.0 - - — ° 19100:02.0
Jarnn_sslivan@iracykngane om ‘?’f“l;1cre E 2 BT+ S = = _1 10 EAD T4 6 _sldkakr e ewnydsunphir e =i, oot anteorts ol com T:-:_.l;:_uu; 1 1
1015-11-08 308G-11-00
weew-tlaba @ rayaopie.ry =l 1 jaszn. sulvasitaciiegers.mm i g |
SB2380643-2104237-078bed marapset com ana ok OB 1 smricasgrIBsnin. czm e
e an1a-11-29 S 2026-11-08
serviceinteliber ook sawa:nan | L 1 bantm sl §vn.era. oo eyt | 1
4 2 3 . 1 1 3 3w

Incoming Limits: Usage — Table of Parameters

Parameter Description
User Name Displays the email address of the recipient.
Time The time at which the mail is received.
Total(Hourly) The total number of emails received in an hour.
Total(Daily) The total number of emails received in a day.
Domain Name Displays the email address of the recipient on the limited domain.
Time The time at which the mail is received.
Total(Hourly) The total number of emails received in an hour.
Total(Daily) The total number of emails received in a day.

To 'Search' for a particular incoming recipient,
«  Enter the first few alphabets of the recipient's name, in the usage details of 'User' and 'Domain’.

Incoming Limits

T i ———

michaal.ball@derroinews.com :;folalun: 2 2 kaylen. hauseddinasaursfactsforkids.com 221060163309 2
kayla.clarke@handirmusic.corm ?Ell:l.'-lil.::lﬂ: i i

The intended recipient name will be displayed.
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+  Clicking the n button, administrators can view the bottom-most or top-most recipients.

8 Modules

The 'Modules' area allows you to configure the core security components of KoruMail's email defense system. The
‘Anti-spam' module allows administrators to configure anti-spam settings, add authorized trainers, add content filters
and more. Administrators can also configure other modules including anti-virus, anti-spoofing and anti-phishing.

~4 CcOMODO - ; Anti-spam W
L(KoruMaﬂ p—

Signature Whitelist

Authorized Trainers Advanced Sellings Bayesian Training Contenl Filter

¢ User Management

Enable Anti-spam | ]
» Syslem Enable Image Spam Filter | []

» SMTP Enable Ham Mail Auto Training
sk backup option must be enabled U

- Modwes

Save
Anfi-spam
. Training Destination Addresses

Anfi-virus
KRMNE SPAM Training Address | | spamirain| @kommail-guide demo. comodo.com
Anli-spoofing CLEAN Training Address: | | hamirain| @korumail-guide dema comaodo,com
SMTP IPSIFW

i Update
Ato Whitelist
DLP The aniginal &-mall subject 1o spam training should be 3ent a3 an altachment

{atachmen! name should only contain English charaders).
Promaotional
Pleaea reter to the refated Profle Sedtings for more detalled options.

Atachment Verdict System

Click the following links for more details:
+  Anti-spam
+  Anti-virus
- KRN® - KoruMail Reputation Network® Servers
«  Anti-spoofing
- SMTP IPS/FW
+  Auto Whitelist
+ Data Loss Prevention (DLP)
+  Promotional
+  Attachment Verdict System

8.1 Anti-spam

The Anti-spam module allows administrators to configure general and advanced settings, define authorized persons
who can submit mail for spam training, upload material for Bayesian Spam and HAM training, and add content filters.

Bayesian spam filtering is a statistical technique of email filtering. It makes use of a naive Bayes classifier to identify
spam emails. KoruMail uses our huge anti-spam database to accurately assign a spam-probability score to each
message. Depending on this score the email is categorized as 'OK’ (default = 40 points or below), ‘Probable Spam’
(default = 40-50 points), ‘Spam’ (default = 50-100 points) or ‘Certainly Spam’ (default = 100 points and above).

The anti-spam module must be enabled in order to activate the anti-spam parameters specified in profile settings.
Refer to the 'Profile Management' section for more details about profile settings.

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 178



Comodo KoruMail — Ad min—-—-G‘UTdEﬁ comMoDo

Creating Trust Online®

«  To open the 'Anti-spam’ interface, click the 'Modules' tab on the left,then click 'Anti-spam’.

~4 CcOMODO - ; Anti-spam W
L( KoruMail ==

Signature Whitelist

Authorized Trainers Advanced Sellings Bayesian Training Contenl Filter

¢ User Management

Enable Anti-spam | ]
» Syslem Enable Image Spam Filter | []

» SMTP Enable Ham Mail Auto Training
sk backup option must be enabled U

- Modwes

Save
Anfi-spam
. Training Destination Addresses

Anfi-virus
KRMNE SPAM Training Address | | spamirain| @kommail-guide demo. comodo.com
Anli-spoofing CLEAN Training Address: | | hamirain| @korumail-guide dema comaodo,com
SMTP IPSIFW

i Update
Ato Whitelist
DLP The aniginal &-mall subject 1o spam training should be 3ent a3 an altachment

{atachmen! name should only contain English charaders).
Promaotional

Maasa refer o the reiated Profie Seftings for more delailed options.

Atachment Verdict System

Refer to the following sections for more details:
+  Anti-spam General Settings
+  Authorized Trainers
+  Advanced Anti-spam Settings
+  Bayesian Training
«  Content Filter
+  Signature Whitelist

8.1.1 Anti-spam General Settings

In the 'Anti-spam' general settings screen, administrators can enable/disable various settings including anti-spam,
image spam filter and Ham mail training. The anti-spam module must be enabled in order to activate the anti-spam
parameters specified in profile settings. Refer to the 'Profile Management' section for more details about profile
settings.

«  To open the 'Anti-spam' general settings screen, click the 'Anti-spam' tab in the Anti-spam interface.
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Anti-spam

Content Filter

Anti-spam Authorized Trainers Advanced Settings Bayesian Training

Signature Whitelist

Enable Anti-=pam

Enable Image Spam Filter | []

O

Enable Ham Mail Auto Training
Disk backup option must be enabled.

Save

Training Destination Addresses

SPAM Training Address: | spamtrain|@knrumaiI—guide.demo.cnmodn.com
CLEAN Training Address: | hamtrain|@knrumail—guide.demo.cnmodn.com
Update

Anti-spam General Settings — Table of Parameters

Parameter Description

Enable Anti-spam Select this to active the anti-spam filtering engine. The anti-spam parameters specified
in the profile settings will be activated only if this setting is enabled here. Refer to the
'Profile Management' section for more details about profile settings.

Enable Image Spam Filter | Image based spam mails in which textual spam messages are embedded into images
are designed to by pass text based spam analysis engine. KoruMail is capable of
filtering image based emails also. Select this check box to activate the image spam
filter.

Enable Ham Mail Auto Ham is opposite of Spam, meaning mails that are categorized as safe are also known
Training as Ham mails. KoruMail's spam filtering engine can be trained to identify safe emails to
reduce spam identification processing time. Select this check box to activate the clean
email training feature.

Training Destination Addresses

SPAM Training Address | Displays the domain address to which spam emails can be sent for training purposes.
Enter the username part of the address to whom the spam mails can be sent.

CLEAN Training Address | Displays the domain address to which safe emails can be sent for training purposes.
Enter the username part of the address to whom the safe mails can be sent.

«  Click the 'Save' and 'Update’ buttons to apply your changes.

8.1.2 Authorized Trainers

Allows administrators to define the sources from which spam training emails can be sent. Submitting sample spam
emails to KoruMail allows the system to learn, adapt and protect against new spam types. Training content sent from
any other source will not be accepted by KoruMail.
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«  To open the 'Authorized Trainers' screen, click the 'Authorized Trainers' tab in the Anti-spam interface.

Anti-spam

l Anti-spam ] Authorized Trainers ] Advanced Settings ] Bayesian Traiming ] Content Filter ] Signature Whitelist -

Send Information Message | [V

E-mail - 4@
E-mmiail hamtraining @comodo.com Ham traimimg =
TP 152.162.199.0 Spam traming =

Piease refer to the related Profle Selflings for more detaded oplions:

Authorized Trainers — Table of Column Descriptions

Column Header Description
Type Indicates the type of source of authorized trainers. The options available are Email, IPv4
and IPv6.
Value The details of the source ID
Description The description for the authorized trainer
Add ar Allows administrators to add a source ID after filling the fields in the row
= Allows administrators to delete an authorized trainer from the list

- Send Information Message: If enabled, will send a notification to the new trainer to inform them they have
been added as a trainer.(Defaulf - Disableq)

To add an authorized trainer
«  Select the type of source from the options — Email, IPv4 or IPv6.
+  Enter the source ID in the 'Valuge' field. This depends on the 'Type' selected.
+  Provide an appropriate description for the authorized trainer in the 'Description’ field.

. Clickthe  button.
The authorized trainer will be added and listed in the table.

To remove an authorized trainer

+  Click the = button beside an entry that you want to remove.

Are you sure you want to delete this entry?

[ QK ] ’ Cancel
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«  Click 'OK'" to confirm the removal of an authorized trainer.

8.1.3 Advanced Anti-spam Settings

The 'Advanced Settings' screen allows administrators to configure language settings. It allows to configure the
languages for which the emails will be analyzed for spam using the Bayes spam classifier.

«  To open the 'Advanced Settings' screen, click the 'Advanced Settings' tab in the Anti-spam interface.

Anti-spam

Anti-spam T Authorired Trainers

Advanced Settings Bayesian Training Content Filter

Signature VWhitelist

Available Languages Selected Languages

Afrikaans ~

i Copy all Albanian

Accepted Languages b Copy Amharic

4 Remove Arabic

M4 Remaove Al Armenian
Raznme b
< >

Save

+  Accepted Languages: The languages for which the Bayes spam engine should analyze the emails for
spam. By default, a set of predefined languages is selected. To remove a language from the list, select it
and click the 'Remove' button. To move a language to the right side, select it and click the 'Copy' button.

Click the 'Save' button to apply your changes.

8.14 Bayesian Training

In order to train the Bayesian spam engine in KoruMail to identify spam and clean emails, administrators can upload
content from the 'Bayesian Training' screen. It allows to upload both spam and safe content for training.

+  To open the '‘Bayesian Training' screen, click the '‘Bayesian Training' tab in the Anti-spam interface.

Anti-spam

l Anti-spam ] Authornized Trainers [ Advanced Settings ] Bayesian Training l Content Filter ] Signature Whitelist -

Bayesian Traiming

SPAN Training Browsa

HAM Training Browse
Please refer to the related Profie Settings for more detailed options.

+  SPAM Training: Allows to upload spam content to train the Bayesian spam engine
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«  HAM Training: Allows to upload safe content to train the Bayesian spam engine

To upload content
«  Click the 'Browse' button

Select file

&= Upload

(Supported Types: .eml, .gz, .zip)

Save Close

«  Click the 'Upload' button, navigate to the location where the content is saved and click 'Open’. (Note:
Only .eml, .gz and .zip file formats are supported)

Select file

&= Upload ¥ Clear Al

Probabhy spam.eml
Done

(Supported Types: .eml, .gz, .zip)

Save Close

+  Repeat the process to add more files

- Toremove a file from the list, click the 'Clear' link beside it

«  Toremove all the files from the list, click the 'Clear All' button at the top
+  To upload the files, click the 'Save' button

8.1.5 Content Filter

KoruMail's content filter can detect words or patterns of words in the body of emails then mark those messages as
spam.

«  Toopen the 'Content Filter' screen, click the 'Content Filter' tab in the Anti-spam interface.
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.
Anti-spam
[ Anti-spam ] Authorized Trainers ] Advanced Settings [ Bayesian Training | Content Filter T Signature Whitelist -

&) Add Content Filter

@ offensive words | bad words  discnminatory words = Taest filter ot

Please refer to the related Profie Settings for more detaded options.

Content Filter — Table of Column Descriptions

Column Header Description
Active Indicates whether the 'Content Filter' is enabled or disabled
Filter Pattern Displays the details of the filter pattern.
Description The description for the added 'Content Filter'
Action 5 | Allows administrators to delete a filter

Allows administrators to edit a filter

The interface allows administrators to:
«  Add a new content filter
- Edit a content filter
«+  Delete a content filter

To add a new content filter
+  Click the 'Add Content Filter' link at the top.

Anti-spam

[ Anti-spam T Authorized Trainers T Advanced Settings T Bayesian Training

&) Add Content Filter

The 'New Content Filter' screen will be displayed.
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Logout
New Content Filter
Adive ||
AND
You must define 3t IGQ;!II:.‘-?‘; QP;::;:IH AND

Description *

Save Cancel

- Active: Select the check box to activate the content filter

Filter Pattern: Enter the words or combination of words that should be checked and mark the email as
spam.

Description: Enter an appropriate name for the content filter
Click the 'Save' button. The newly added filter will be listed in the screen.

To edit a content filter

. Clickthe  button beside a filter that you want to edit.
The 'Edit Content Filter' screen will be displayed.

Edit Content Filter

Active | [¥]

free
Filter Pattern * e
You must define at least one pattem. P

AND

AMD
discount

Description * | Misc filter

Save Cancel

Edit the content filter as required and click the 'Save' button
To delete a content filter

. Clickthe “# button beside a filter that you want to remove

Are you sure you want to delete this entry?

(0].4 ] ’ Cancel

«  Click 'OK" to confirm the deletion of the filter

8.1.6 Signature Whitelist
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The signature whitelist area is a list of digital signatures that came attached to white-listed emails. Administrators can
manually whitelist mails from the ‘Mail logs' interface.

[ 4=

F COMODO . Antl-spam
g, Koru M al l Mli.spﬁm Auithorized Trainers Advanced SBU.II'IQE E&‘!‘G'Blﬂﬂ Train I|1|_; Content Filter

Signature Whitelist

¢ User Management

» System

info@finn-neo.com o
» SMTP www. proactiv.com o
» Modules W-Mailer: Microsaft Outlook Express 6.00.2600.0000 Lo
Please refer to the related Profie Seltings for more detailed options.
Anti-spam
Anti-irus Copyright® 2006-2016 Comodo Group, nc. Al nghts resenved.
Korullail name and logo are irademarks of Comodo Group, Ine.
KRNE Release 6.4.3 04cfiea
Ant-spoofing

SMTP IPSIFW
Auto Whiltalist
oLP
Promoational

Aflzchmen! verdict Systam

» Profile Management
» Repors

» Cuarantine & Archive

To whitelist emails in 'Mail Logs':

+  Click 'Mail Logs' from reports menu.

Mail Logs W

Saarch Claar  Adyanced sesch

L ) Lymibonit T LaeIEavte O LeatJWonite O Laetfante ) Al Tieea
Ll sumeor L] ssaser L Recipess. e
| Fesaauit | ECLaLE CERTARLY EPSM +
Search Clear
Pagsi P10 Pl i page

Aileid

B (1 cEvraaLy smeM]why do att TIRRM | 10.11:2018 T0:3 [T B Seorws 1790

B [ CRATAINLY SRRMTMAKIR -GER CHAPAM 18110078 DRiLEL EETR R S tiead ghlal s sanatuie deleled
< HU el 1ot = T RS T CERAM | 074 FEERTTE T Y # sonmal gobal spam signaie =
[ H{ SRAM Jieria £3n 1 CSRAM | 07013016 LO:DE chine. Blaeis I aneslsrine esm 245215157 W Sorumal giobal spam aignaburs duisches
(1 cmaraINcy smaM e can ¢ CIPAM | 071132018 0F32:30 | chiomblsskeltrperanechuinc com irzzanziias? Bl Sonumad gobel spem agnabure dwisces
B (1 CERTRIMLY SpaM]RE PRIDE CEPAN 07013018 010923 | sehmcsemeoteg malom I8EADI1L.74 P conemad gkl spam pgnabune detelbed
(%] A TAIMLY Bfh [RPRLAR REF CRAPAM 06113006 O 08D EER R Y Rwores 1670

[ CEATRINCY SEAMIRE: BRIZS CEPAM | 06 11 3046 07 annchazzasmnssdgmeilom dareesfmnl. praim. SORIS4I31.27 O aarussl global apam aignabune detecies
) (1 CEATAIMLY SEAM){SeemriTh BE CIPAM | DE.L1.301E 011323 wmenchesGualem. hic samyEmueilsostmanic.oat siptsnarrez N werusall global spam aignatume cetected
3 (1 conrmaMcy smaM]iszamT) mE CEPAM  OE.U12018 LT0E:32 | mmancies@eslem b doroteyfmi, pzatme merenarraz [ Tonmad gobal spam agnature duisctes
(%] A TAIMLT SN S PRLAR KEF CHPAM 05113074 15 potnghimed e 1 @ adaam A yeral v 2.0, - B Swoems 173,90

<] SPAA JEYREA AESU CEPAM | G541 43 | johnahmedigi hggmailoos 22.05.0.55 Y Fcoas 040

(%] kM |STRIAN REF CSRAM | D401 JenahmadEa 1 Bgmad.com 12.06.0.9% Wl Score: 1730

& (1 cEATAIMLY sEaM]Resly CIPAM | D4.11301% 22 tvamerarash@ecczarige com 33,187 28238 B Conu—al gobal spam sgnaburs duiscdes
B (1 cmmraaey soes]sesky CHPAM | D4.11.2018 2112244 | keamemersahgecntarkgs.com 33,187, 18238 BN com—ad gobal 3cam sgrature detectes
=] FATAIMLY GPhu]EvREAR REF CAPAM | 04-11.0014 1ERSaA oo —rEtT 2.0k 0. 5 WY P 1730

[ CEATAINCY SEAM T o0 TR CEPAM | 04013006 1413004 AT 42.58.238.13 Bl scores 130.0

8 in i SR | Bel Acres £ CIPAM | D4.L1300%5 L34ZE4 | muggh.medine@ningbuch.com 30.99.25 Wl <oru=al giobsl spam aignaburs daisches
B (1 CEATRIMCY 52 )Bard Acne £ CIPAM | 04112018 13 mezgie.maditeningbecs com 8929211 W Ceru—ail gobl spam signabire dateches
B [ crEAraiy SeM]y Chenky CHMN 04012018 08 25 | sarwbjeca bt #5.131,335.337 Bl Tormad gobal spam s natus deteied
(x] CRRAM | (MO11.J006 03S14E asandBacoglemal.om HEEFERER e wnamail gibol P A Rty tetind
(] CEPAM | 03043008 173800 | amenchasgeslem. b 32034:.203.123  [El sonumal gobal spam signature deiscies
(11 CEATAINLY SEAMRIOOURTS CSPAM 01113016 1T:20-08 | chasimustenms sarv= s | pratmuel e nak 8829329232 . Cerumal gobal spam sgnabure deisces
B} (1 cmraaecy smsM)smety the TIPRM | 031132012 3 | mzeshoth e bosfeatieslbd com “uithgmai.postmanik. ek 15.8.02.11 W Seores 11

CHEE e o o . AN | QE 013018 151589 | an bt I T g bl s Uit boiponsid it b ot FTT R IRT] Wl o 1188

«  Click the 'Advanced search' link.
«  Select 'Result' from the first drop down.
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+  Select 'EQUALS' from the second drop down and then choose 'CERTAINLY SPAM'.

Mail Logs ]

Received 04.11.2016 06:24:35

Queue ID 32P2T0-14TE255075-M3277

Message ID WASHNGTONDCATKKRRQO0001 fea@mal levybus com
Action 1% ]

Result CERTAINLY SRAM

Score 120.0

Sender sarahjiwooali@lest com | Add Email In Whits List | |®
Recipient|s) harryg@mail postmanilc net

RFC2822 Sender
RFC 3822 Recipient(s)
Subject

* will fund for cherty”<garanjiwooaliitest com-

[* CERTAINLY SPAN]S Chariy Fundraising | Money for Charity §

1 75151 133237 | Add Whie List . i‘
Location United States
Size 497 KB

Matched Profile

Details

Defauk incoming Profie (definad by user: sdmin)

Korumal giobal pam signature detectad
: ) Addd Vihie Si .

Close

+  Select 'Add email to Whitelist' in sender field and 'Add Whitelist' in IP field in the dialog and then

choose the email that you need to whitelist and click the 'Add White Signature Lists' link.
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|‘. Logout
Anti-spam

Ny’ cCoOoMODO .
B KoruMail —T——

c mnature Whitels

Content Filter

Advanced Sellings Bayescian Training

»  User Management
Signature Descrption Action

B YA info@finn-nao.com
» SMTP WINW. proactiv.eom o
X-Mailer: Micresoft Outlook Express 6.00,2600.0000 o

= Modules

Pleass refer io the related Profile Settings for more detailed opbons.

Anti-virus Copyright® 2006-2016 Comodo Group, nc. Al rights raserved.
Forulail name and loga are trademarks of Comada Group, e,

KRNE Release 6.4.3.04cflea

Ant-3poofing

SMTP IPSIFW
Auto Whitalist
oLP
Promuotional

Alzchrnent verdict System

» Profile Management
» Repors

v Quarantine & Archive

The email will automatically populate in the 'Signature Whitelist' tab in Anti-spam' module.

8.2 Anti-Virus

KoruMail is capable of virus scanning of all emails that pass through its engine. KuruMail includes built-in Comodo
AntiVirus program and you have the option to select Comodo's AV program. The anti-virus module must be enabled
in order to activate the anti-virus parameters specified in profile settings. Refer to the 'Profile Management' section
for more details about profile settings.

«  To open the 'Anti-virus' interface, click the 'Modules' tab on the left, then click 'Anti-virus'.

|+ ogout
s CHLGhO . Anti-virus
L( Koru M a‘l [ General Settings I Advanced Selfings _

Enable Anti-drus | [+

LS LISSE NN ADTARL Wirus Scanner | | Comaodo Anbisvirus .

b System

Save

v SMTP Please refer to the related Profile Settings for more detailed options

- Modules
Copyright® 2008-2016 Comodo Group, Inc. &1 righls ressrved,

Anti-spam KoruMall name and logo are trademarks of Comedo Group, Inc.
Relense: 6.4.3.04cf 00

KRME

Anli-gpoofing

SMTP IPSIFW

Auto Whitelist

DLP

Fromational

Atachment Vierdict Syatem
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Refer to the following sections for more details:
+  Anti-Virus General Settings
+  Advanced Anti-Virus Settings

8.2.1 Anti-Virus General Settings

In the 'Anti-virus' general settings screen, administrators can enable/disable the anti-virus module and select the
anti-virus program that should be used for AV scanning. The anti-virus module must be enabled in order to activate
the anti-virus parameters specified in profile settings. Refer to the 'Profile Management' section for more details
about profile settings.

«  To open the 'Anti-virus' general settings screen, click the 'General Settings' tab in the 'Anti-virus' interface.

Anti-virus m
L ee———————

Enable Anfi-virus ¥

Virus Scanmer - Clam Anti-arus -

Save

Please rafer to the related Profile Setings far more detailed options.

Anti-virus General Settings — Table of Parameters

Parameter Description

Enable Anti-virus Select this to active the anti-virus scanning engine. The anti-virus parameters specified
in the profile settings will be activated only if this setting is enabled here. Refer to the
'Profile Management' section for more details about profile settings.

Virus Scanner Select the AV program from the drop-down that should be used for scanning the
emails. The AV programs available for selection is Comodo AV.

«  Click the 'Save' button to apply your changes.

8.2.2 Advanced Anti-Virus Settings

The 'Advanced Settings' screen allows administrators to set the maximum size of email that should be scanned, the
number of mail threads, the maximum number of files and more. Please note that if the maximum size is surpassed
then the antivirus filter for the particular email will not be applied.

- Toopen the 'Advanced Settings' screen, click the 'Advanced Settings' tab in the 'Anti-virus' interface.
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Anti-virus

Max Mail Size * | 25 MB
Max Threads Number* | 10

Time Qut* | 120

Max Directory Recursien * | 15

Max Files * | 10000
Max Scan Size * | 100 MB
Scan OLEZ File | [#

Scan PDF File | |

Enable Phishing Signature checks | [+

Enabie Phishing URL Checks [

Parameter

Scan Archive Files | [

Default Cancel

Anti-virus Advanced Settings — Table of Parameters

Description

Max Mail Size

The maximum size of email that should be scanned.

Max Threads Number

The maximum number of email threads in a email that should be scanned.

Time Out

The AV scanning time in seconds for an email.

Max Directory Recursion

Maximum number of sub-directories or nested archives that will be scanned. If an
archive contains more than this threshold then the attachment will be blocked.

Max Files

Maximum number of files that can be scanned within an archive or email.

Max Scan Size

Maximum amount of data (specified value set) scanned for each input file. Archived
files are scanned till the Antivirus scanner reaches the set value.

Scan OLE2 File

If enabled, AV scan is run for OLE2 file formats.

Scan PDF File If enabled, AV scan is run for PDF file formats.

Enable Phishing If enabled, AV scanner checks for phishing emails

Signature checks

Enable Phishing URL If enabled, AV scanner checks for emails that originated from phishing URLs
checks

Scan Archive Files

If enabled, archived mails will also be scanned. The type of mails that should be
archived and its related settings are configured in profile settings. Refer to the 'Profile
Management' section for more details about profile settings.

«  Click the 'Save' button to apply your changes.

+  To restore the default 'Anti-viurs Advanced Settings' value, click the 'Default' button.
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8.3 KoruMail Reputation Network (KRN)

KoruMail Reputation Network is an IP reputation scoring system developed by Comodo. It not only includes
traditional features such as real-time IP blacklists (RBL) but also has ‘whitelist’ and ‘greylisting ignore’ features. The
whitelisting feature means emails that come from trusted sources will be permitted, which helps to reduce false-

positive rates.
«  Toopen the 'KRN®' interface, click the 'Modules' tab on the left, then click KRN ®'

-

KRN®

B KoruMail (=T

KoruMail Reputabon Network® Servers

» System Srr.EUrgate. net KoruMail Reputation Netwark e

» SMTP

Copyright® 2006-2016 Comodao Group, Inc. AN rights reserved,
KoruMail neme and logo are trademarks of Comedo Group, Inc.
Aeleasa: 6.4.3.04ct1ea

Ang-spam

Antl-zpoofing
SMTFP IPSFWN
Auto Whitelist
DLP
Promotional

Altachment Verdicl System

+ Profile Management

¥ Reports

» Quarantine & Archive

The interfce allows administrators to:
« Enable / disable a KRN server
- Configure KRN settings

To enable / disable a KRN server

A newly added KRN server will be in enabled status by default.
- To switch a KRN server between enabled and disabled statuses, click the 'Yes' or 'No' link under the

'Enabled' column.
Logout
RNE =3

(o T

KoruMail Reputation Network® Senvers

Srn.surgate. net KoruMail Reputation Network Yes

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 191



Comodo KoruMail - Admin-Guide comono

.-’/

KRN Settings

The KRN settings interface allows administrators to enable / disable KRN Blacklist and Whitelist scan. The KRN
Blacklist and Whitelist scan in the KRN module must be enabled in order to activate the KRN scan parameters
specified in profile settings. Refer to the 'Profile Management' section for more details about profile settings.

The 'Settings' tab in KRN module allows administrators to:
- Enable / disable KRN blacklist scan
- Enable / disable KRN whitelist scan

To enable / disable KRN blacklist scan
«  Click the 'Settings' tab in the KRN ®" interface

KRN®
] ———————

@Kuruh‘lall Reputation Network® Slackhst Scan | |¥ }

Enable KoruMall Reputaton Network e whitelist Scan | [&

Save

- Select/ deselect the 'Enable KoruMail Reputation Network ® Blacklist Scan' check box to activate or
deactivate the KRN blacklist scan

«  Click the 'Save' button to apply your changes.
To enable / disable KRM whitelist scan
«  Click the 'Settings' tab in the KRN ®" interface

KRN® Bl
e

klist Scan | [

Enable KoruMa

Enable KoruMail Reputation Network® Whitelist Scan | [V

Save

«  Select/ deselect the 'Enable KoruMail Reputation Network ® Whitelist Scan' check box to activate or
deactivate the KRN whitelist scan

«  Click the 'Save' button to apply your changes.

8.4 Anti-Spoofing

Email spoofing is a technique used to forge email headers so that the message appears to originate from a source
other than the true sender. Email spoofing is possible because SMTP (Simple Mail Transfer Protocol) being the main
protocol used in sending emails, does not include an authentication mechanism. The 'Anti-Spoofing' feature in
KoruMail prevents spammers from sending messages with falsified 'From' addresses from your protected domains. It
uses SPF records, which is a type of DNS record that identifies which servers are permitted to send emails on behalf
of the protected domains. KoruMail allows you to add a range of IP addresses for a protected domain, which an MTA
(Mail Transfer Agent) can look up to confirm whether an email is being sent from an authorized server.

«  To open the 'Anti-spoofing' interface, click the 'Modules' tab on the left, then click 'Anti-spoofing'.
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Select the 'Enable Anti-Spoofing' check box to add IP addresses for your domains.

Anti-Spoofing — Table of Column Descriptions

Column Header

Description
Domain Name Displays the name of the protected domain
IP Address Displays IP range added for the domain
Action 5 |Allows administrators to delete a domain name

Allows administrators to edit the 'IP address' for a domain

Export | Allows to export the IP address for a domain

The interface allows administrators to:
+ Add IP range for a domain
«  Edit IP range for a domain
+  Delete a domain name from the list
+  Export the list of IP addresses

To add an IP range for a domain
«  Select the 'Enable Anti-Spoofing' check box

«  Select the domain for which you want to add the IP range
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Anti-spoofing

Anti-spoofing

Enable Antl-iipn-::'ﬁn

Choose Domain  chennal.comodo.com lal

chennai.comodo.com
chennal_comodo local
example.com
Th example.domain.com
ve.comode local

« Click the [ button
The 'Anti-spoofing Edit' screen will be displayed.

Anti-spoofing Edit

chennai.comodo.com

Wite IP adresses which properly below example.

Impord Save Delete all Cancel

Example:
1.23.4
1.2345
1234
123405

« To add the IP range manually, enter the address each per line in the field and click the 'Save' button.
+  Toimport from a saved file, click the 'lmport' link
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== Upload
Save Close

+  Click the 'Upload' button, navigate to the location where the file is saved and click 'Open’

== Upload X Clear Al
IP_list et
Clear
Done
Save Close

+  Repeat the process to add more files to the list.

«  Toremove a file from the list, click the 'Clear' link beside it.
«  Toremove all the files, click the 'Clear All' button at the top.
+  Click the 'Save' button.
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Anti-spoofing Edit

Wite IP adresses which properly below example

192.168.200.1/32
192.168.199.1/32

mport | Save Delete all Cancel

Example:
1234
1.2.3.4i5
1.223:4
123405

«  Click 'Delete all' to remove all the addresses and click 'OK' in the confirmation screen.
«  Click 'Save' to add the IP addresses for the domain.
To edit IP range for a domain

- Clickthe  button under the 'Action’ column beside a domain name that you want to edit the IP
addresses.

The 'Anti-spoofing Edit' screen will be displayed.
+  Edit the address as required and click the 'Save' button.
To delete a domain from the list
«  To delete a domain name from the list, click the L5 putton under the 'Action’ column and confirm it in the
confirmation screen.
To export the list of IP addresses for a domain
+  Click the 'Export' link under the 'Action' column
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+  Click 'OK' to download and save the SPF IP list as a text file to your system.
i Opening Manual-5PF-Ip.t«t ﬁ1

You have chosen to open:

| | Manual-5PF-Ip.txt |

which is: Text Document (33 bytes)
from: http://10.100.129.31:8080

What should Firefox do with this file?

) Openwith |MNotepad (default) -

N i@ : Save File

[ Do this autematically for files like this from now on.

Ok l ’ Cancel

8.5  SMTP IPS/FW

KourMail's SMTP Intrusion Prevention System (IPS) and Firewall (FW) module provides protection against Denial of
Service (DoS) and SYN attacks. To deal with SYN attacks, KoruMail uses SYN Cookies and SYN Cache features. To
manage DoS attacks, it uses various usage limitations. For example, KoruMail is able to limit the number of
connections for a specified period. The SMTP IPS/FW module blocks fake IPs that want make connections more
than the specified number in a selected security profile.

The module also allows administrators to define Whitelist and Blocked rules to better control the spam mails. The
Rate Control feature, a subset of DoS protection system, allows to control how many connections are allowed within
the specified time from the same IP address.

«  Toopen the 'SMTP IPS/FW'" interface, click the 'Modules' tab on the left, then click 'SMTP IPS/FW',
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Refer to the following sections for more details.
+  SMTP IPS General Settings
«  Whitelist IP Addresses
- Blocked IP Addresses
+ Rate Control

8.5.1 SMTP IPS General Settings

The 'General' tab in the SMTP IPS/FW module allows administrators to enable/disable the Intrusion Prevention
System (IPS) and configure a security profile for KoruMail. The IPS allows KoruMail to control the number and rate
of SMTP connections from any single IP address. This helps to detect and block spam/denial-of-service attacks and
aids traffic management.

« Toopen the 'IPS General Settings' interface, click the 'General' tab in the 'SMTP IPS/FW' screen.

SMTP IPS/FW —

e T T T I

Enable SMTP IPSFW (Intrusion Prevention) Module | [

Save
Permissive L~
Moderate L+ ]
o Restrictive L]
Faranoid L~']

«  SMTP IPS/FW (Intrusion Prevention) Module: Select the check box to activate the module so as to apply
the security profile.

The module has a set of predefined security profiles with different setting levels for each of the profile. The
predefined profile can be edited as per the organization's requirement.

IPS General Settings — Table of Column Descriptions

Column Header Description

Status Indicates whether the security profile is activated
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Security Profile The name of the security profile. The name cannot be edited. There are four security
profiles - 'Permissive’, 'Moderate', 'Restrictive’ and 'Paranoid’. Each one has default
settings provided according to their respective security levels.

Activate Click this button to enable a profile. Please note that only one security profile can be
active at a time.

Edit | Allows administrators to edit the parameters of a security profile.

The interface allows administrators to:
+  Activate a security profile
- Edit the parameters of a security profile
To activate a security profile
- Clickthe 4 button under the 'Activate' column in a security profile row that you want to enable. Please
note that only one security profile can be active at a time.
The 'Settings saved successfully' message will be displayed at the top.

To edit the parameters of a security profile

. Clickthe  button under the 'Edit' column in a security profile row that you want to edit.

The 'Edit IPS profile' screen will be displayed.

Edit IPS profile m

Security profile | Permissive

Mumber of connechons threshold to return SMTP 451 10
message
Humber of connections threshold to block remote IP| 100
Limil simultaneous connedions ||

Maimum number of simullaneous sessions from a single
IP address

Limit the rate of new SMTP connedions | |
New SMTP connection Interval (seconds) | |0

MNew SMTP connedlion rate per interval | |0

Save Restore Defaults Cancel

IPS Profile - Table of Parameters

Parameter Description
Security profile The name of the predefined profile
Number of connections +  Maximum number of SMTP connections before KoruMail will refuse further
threshold to return SMTP connections and will send out a 451 'bounce-back’ email to the sender. If you
451 message wish to unblock this sender, please contact support@comodo.com to whitelist

or unblock the IP.

Number of connections Maximum number of remote connections allowed before KoruMail's built in firewall
threshold to block remote
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P blocks the exceeding connections.

Limit simultaneous If enabled, instant SMTP connections are limited from a single IP as per the maximum
connections number of simultaneous sessions allowed.

Maximum number of Maximum number of sessions that can be opened by a single IP address after limiting

simultaneous sessions instant SMTP connections.
from a single IP address

Limit the rate of new If enabled, the parameters 'New SMTP connection interval' and 'New SMTP
SMTP connections connection rate' can be specified to set limitations on new SMTP connections.

New SMTP connection The time between a new connection and the previous connection.
interval (seconds)

New SMTP connection Maximum number of new SMTP connections in specified interval.
rate

+  Click the 'Save' button to apply your changes.
«  Click the 'Restore Defaults' button to restore the parameters to factory setting.

8.5.2 Whitelist IP Addresses

KoruMail allows administrators to add trusted network addresses to the 'Whitelist' so they will not be filtered by the
SMTP IPS module.

«  To open the 'Whitelist' interface, click the "'Whitelist' tab in the SMTP IPS/FW module.

SMTP IPS/IFW

I | | &

91.199.212.133 comoda mail server =

Expord Imporl  Delete all

Whitelist Settings — Table of Column Descriptions

Column Header Description

IP or Network Address | The details of IP or networked addresses that are whitelisted.

Description The description provided for the IP/Network address.

Action [ | Allows administrators to add a Network or IP address after entering the
details in the row.

[ Allows administrators to delete a whitelisted Network or IP address from the
list.
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The interface allows administrators to:
«  Add a network or P address to whitelist
+  Delete a whitelisted network or IP address from the list
+  Export the whitelisted network or IP address details
+  Import lists of whitelisted network or IP addresses from files

To add a network or IP address to whitelist
- Enter the IP or Network address details in the first field

+  Enter an appropriate description for the address in the field under 'Description’.

. Click the - button.
The address will be added and listed as whitelisted.

To delete a whitelisted network or IP address from the list

. Clickthe “# button beside an address that you want to delete and click 'OK" in the confirmation screen

«  Click the 'Delete all' button below to remove all the whitelisted addresses from the list and click 'OK'" in the
confirmation screen.

To export the whitelisted network or IP address details
+  Click the 'Export' link at the bottom of the screen

91.199.212.133 Co

Import Delete all

+  Click 'OK" to download and save the list as a text file to your system.

F N
Opening SMTP-IPS-Whitelist.txt o 23]

You have chosen to open:
|| SMTP-IP5S-Whitelist.txt

which is: Text Document (109 bytes)
from: http://10100.129.31:8080

What should Firefox do with this file?

) Dpenwith |Motepad (default) -

i@ i Save File

[ Do this autematically for files like this from now on.

Ok ] ’ Cancel
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To import lists of whitelisted network or IP addresses from files

Click the 'Import' link at the bottom of the screen

91.199.212.133 o

Delete all

Click the 'Upload' button, navigate to the location where the file is saved and click 'Open'’

&= Upload

Save Close

+  Repeat the process to add more files to the list.

&= Upload ¥ Clear Al

SHTP-IPS-VWhitelist. b
Daone

Save Close

- Toremove a file from the list, click the 'Clear' link beside it.
«  Toremove all the files, click the 'Clear All' button at the top.
«  Click the 'Save' button.

8.5.3 Blocked IP Addresses

KoruMail allows administrators to add IP addresses to blacklist so that mails from these sources never reach the
SMTP level for processing. In addition to manually including the IPs to be blocked, the IPs detected by SMTP IPS
module as probable spamming addresses are also added automatically and listed separately below the interface.
Administrators can unblock the IP addresses by simply deleting the entry in the respective table.
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+  To open the 'Blocked' interface, click the 'Blocked' tab in the SMTP IPS/FW module.

SMTP IPSIFW

[ T T T I

User-defined block rules

90.168.1.1/32 Probable spam L

Exponl Import Delete all

Addresses blocked by KoruMail SMTP IPS sensor

162.218.232.94 Blocked at:2015.01.25-14.16.01 cause: DoS protection: )
162.218.232.94 has exceeded IPS connection threshaold (23 >= 20 ¥
conns / & secs)

Delete all

The table at the top of the interface displays the details of the blocked IPs manually and
the table below provides the details of IPs that were blocked automatically by SMTP IP sensor.
The interface allows administrators to:

«  Add a network or P address to be blocked

+  Delete a blocked network or IP address from the list

+  Export the blocked network or IP address details

+  Import lists of network or IP addresses from files to be blocked

+  Delete an automatically blocked network or IP address by SMTP IPS sensor from the list

To add a network or IP address to be blocked
- Enter the IP or Network address details in the first field
«  Enter an appropriate description for the address in the field under 'Description’.

. Click the ™ button.
The address will be added and listed.

To delete a blocked network or IP address from the list

. Clickthe “# button beside an address that you want to delete and click 'OK" in the confirmation screen

«  Click the 'Delete all' button below to remove all the blocked addresses from the list and click 'OK'" in the
confirmation screen.

To export the blocked network or IP address details
+  Click the 'Export' link at the bottom of the screen
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90.168.1.1/32 Frobable spam

Imgnrt Delete all

Addresses blocked by KoruMail SF'I_'!’_I_I_'__I__r_—'_'__ﬁ___g_gng_ur

+  Click 'OK' to download and save the list as a text file to your system.

F N
Opening SMTP-IPS-Blocklist tit |- 23

You have chosen to open:
| || SMTP-IPS-Blocklist.txt

which is: Text Document (65 bytes)
from: http://10.100.129.31:8080

What should Firefox do with this file?

) Dpenwith |Motepad (default) -

i@ i Save File

[] Do this autematically for files like this from now on.

oK ][ Cancel

To import lists of network or IP addresses from files to be blocked

+  Click the 'Import' link at the bottom of the screen

90.168.1.1/32 Frobable spam

Exgn Delete all

Addresses blocked by KoruMail SF.1_TF__!_ES SENSOr

+  Click the 'Upload' button, navigate to the location where the file is saved and click 'Open'

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 204



Creating Trust Online’

Comodo KoruMail — Admin-Guide comono

.-’/

&= Upload

Save Close

+  Repeat the process to add more files to the list.

&= Upload ¥ Clear Al

SHMTP-IPS-Blocklist b
Done

Save Close

- Toremove a file from the list, click the 'Clear' link beside it.
«  Toremove all the files, click the 'Clear All' button at the top.
«  Click the 'Save' button.

To delete an automatically blocked network or IP address by SMTP IPS sensor from the list
If you know the IP addresses blocked by the SMTP IPS sensor is a trusted source, then you can delete it from the
list.

+ Inthe 'Addresses blocked by KoruMail SMTP IPS sensor' table, click the 2 putton beside an address that
you want to delete.

Expon Impon Delate all

Addresses blocked by KoruMail SMTP IP5 sensor

162.218.232.94 Blocked at:2015.01.28-14.16.01 cause: DoS protection:
162.218.232.94 has exceeded IPS connection threshold (23 >= 20

conng [ 6 secs)

Delete all
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«  Click 'OK" in the confirmation screen

Are you sure you want to delete this entry?

[ QK ] ’ Cancel

854 Rate Control

The 'Rate Control' feature is a Firewall component of KoruMail that protects an Organization from spammers that
send huge amounts of emails to the server in a small amount of time. The 'Rate Control' mechanism in KoruMail
counts the specified number of mails categorized as Spam, Virus, LDAP and Relay originating from a source for a
specified amount of time and if the value exceeds the specified threshold percentage, then the IP addresses are
automatically added to blacklist.

«  To open the 'Rate Control' interface, click the 'Rate Control' tab in the SMTP IPS/FW module.

SMTP IPS/FW
[ e T e T e I
Enable [Mumber of mail Check interval (in hours) Threshold (percentage)
SPAM i 40 I - 50
LDAP 40 1 = E
IRELAY 7 50 1 - 50
ICERTAINLY SPAM |7 40 1 - [s0
VIRUS 7 40 1 - 20
Save

Rate Control Settings — Table of Column Descriptions

Column Header Description

Category SPAM - Mails that are categorized as spam

LDAP - Verification of LDAP users. When incoming mails are for users that are not in
LDAP, the originating IP address will be blacklisted. For example, if the number of mails
is set as 50, and the threshold percentage as 50%, then if from a source if the number of
mails for non LDAP users exceeds 25 within the check interval, then the source will be
blacklisted

RELAY - IPs from which mails can be sent by users who are not available on the mail
server.

CERTAINLY SPAM - Mails that are categorized as definite spam.
VIRUS - Mails that are categorized as with virus

Enable Activate or disable the Rate Control for a mail category

Number of mail Enter the number of mails for a category that will be checked for the specified time in
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'Check interval' column.

Check interval (in hours) | Enter the time in hours for the specified number of mails to be checked for a category.

Threshold (percentage) |Enter or use the slider to set the threshold percentage for the 'Rate Control' to be
applied for a category. For example, if the number of email is set as 60 for a category,
then a 50% threshold means that when the number exceeds 30, then the originating IP
address will be blocked.

+  Click the 'Save' button to apply your changes.

8.6 Auto Whitelist

Korumail allows administrators to automatically whitelist incoming and outgoing mails to and from specific email
addresses. The 'Auto Whitelist' module must be enabled to activate the whitelisting of addresses specified in the
profile settings. Refer to the 'Profile Management' section for more details about profile settings.

Auto Whitelist Settings:
«  To open the 'Auto Whitelist' interface, click the 'Modules' tab on the left, then click 'Auto Whitelist'.

Auto Whitelist

(e T

Successfully Saved.

Enable Autswhitalistng | =
Auto Whitelist Threshold | [

Autg Whitelist Maximum Day Count | |31

- Enable Autownhitelisting: Enable to allow whitelisting of incoming and outgoing emails
+  Auto Whitelist Threshold: The number of mails to sender that will be whitelisted
+  Click 'Save' to apply your changes.

Please note that you can manually whitelist emails from the 'Mail logs' interface.

Auto Whitelist details

The Auto Whitelist tab displays emails which have been whitelisted by currently active profiles.
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-

- - L oegari
Auto Whitelist
(e T
Sanrch
mebmets@mal postranicret | eremyErall pastranlconet 4 31 b5
mebmetsEpals, com EeremvEcals.com £ L] -

Auto Whitelist - Table of Column Headers

Column Header Description
Local Address The recipient's email address
Remote Address The sender's email address
Last Messaging Time The time of the most recent sent or received mail

Local Messaging Count | The number of mails received

Remote Messaging Count | The number of messages sent

Action "% |Deletes auto-whitelisted items

8.7 Data Leak Prevention (DLP)

KoruMail is integrated with a DLP (Data Leak Prevention) engine that prevents data theft via emails. The engine
searches for configured words in incoming and outgoing mails and applies actions as per the settings in the profile.
Actions include quarantining the mail and / or notifying the administrator. The DLP module must be enabled in order
to activate the DLP parameters specified in the profile settings. Refer to the 'Profile Management' section for more
details about profile settings.

«  To open the 'DLP" interface, click the 'Modules' tab on the left, then click 'DLP".

DLP

oLP

Enable DLP
Incoming Profiles
Outgoing Profiles

Maximum Archive Extracting Level |1 ]

Save

- Enable DLP: Select the check box to display the 'Incoming Profiles' and 'Outgoing Profiles' check boxes.
+  Incoming Profiles: Select the check box to apply the DLP profile parameters to incoming mails
«  Outgoing Profile: Select the check box to apply the DLP profile parameters for outgoing mails
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Maximum Archive Extracting Level: Enter the maximum number of nested archives which should be opened
and examined for data-leak infringements. If an archive contains more sub-archives than this threshold then
the entire attachment will be blocked.

Refer to the 'Profile Management' section for more details about profile settings.
«  Click the 'Save' button to apply your changes.

8.8 Promotional

KoruMail has the ability to block promotional emails sent to users on your network. If the promotional module is
enabled, KoruMail will quarantine incoming mails that contain 'unsubscribe' links or contain URLs redirect to different
websites.

«  To open the 'Promotional' interface, click the 'Modules' tab on the left, then click 'Promotional'.

2 Logout
Promotional -

Enable Promotional Module

Host Name or IP Address * | [aslab.comodo.com |

Timeout* [3 |

Enable URL Analyser |[]

- Enable Promotional Module: Select this check box to activate this module. KoruMail will block all
promotional emails from various sources if the module is activated.

«  Host Name or IP Address: Host name or IP of the server which will check email content to determine
whether a mail is promotional or not.

- Timeout: Time limit in seconds for checking incoming mails with the promo filter. If the time limit is
exceeded, the promotional filter will not be applied.

- Enable URL Analyser: Will check the links in a mail to see if the target web page contains promotional
or malicious content

+  Click the 'Save' button to apply your changes.

8.9 Attachment Verdict System

The 'Attachment Verdict System' settings area enables administrators to configure settings related to the analysis of
email attachments. If enabled, verdicting system will automatically submit email attachments (windows executable
files and pdf files) with an 'unknown' trust rating to Comodo Valkyrie for analysis. Valkyrie will run a series of
behavioral tests to find out whether or not the attachment is malicious.

- To open the attachment verdict settings area, click Modules > Attachment Verdict System.
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Attachment Verdict System

Successfully Saved.

Enable Attachment Verdict System

CAM Key * | [EI0SET Al 4. |

Hostname * | walkyrie.comodo.com |

0 100
Malware Probability Value * I—
- 46
Do not analyze attachments coming
from whitelisted domains
Do not analyze attachments coming
from whitelisted IPs
Send files that not found in File Verdict
Systemn
15 300
Auto submission in-gueue waiting time |—
x| 15
5
Save

Attachment Verdict System - Table of Column Headers

Column Header Description

Enable Attachment Verdict | If enabled, Korumail will automatically check the trust rating of Windows executables
System and pdf files in Comodo's file look up server (FLS). The verdict from the FLS can be
‘Clean’, ‘Malware’ or ‘Unknown’. Clean attachments will be allowed to proceed while
malware attachments will be automatically quarantined (providing ‘Quarantine mails
containing viruses’ is enabled in the antivirus section of the profile). ‘Unknown’ files will
be submitted to Comodo’s real-time file analysis system, Valkyrie, for behavior testing.
Valkyrie's tests will determine whether the unknown file is clean or malware and apply
the appropriate action as mentioned above.

CAM Key Comodo Accounts Manager License key. The customers must sign up with Comodo
Accounts Manager and order the Korumail product to avail a license key.

Hostname Hostname of the file attachment verdict system. This is set to the Comodo Valkyrie
server by default. Only change this if you have established a different server with
Comodo support.

Malware Probability Value | The threshold at which Korumail will designate an unknown file as 'malware' based on
Valkyrie results. Comodo recommend that administrators leave this setting at the
default and only move it after consultation with Comodo support.

Valkyrie examines the behavior of unknown files and assigns a score indicating how
likely it is that the file is malware. Under the default settings, a score of 46+ is classed
as malware.
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Raising the value in this slider means KoruMail is more tolerant/less likely to class
attachments as malware.

Do not analyze If enabled, Korumail will not analyze attachments coming from white-listed domains

attachments coming from
whitelisted domains

Do not analyze If enabled, Korumail will not analyze attachments coming from white-listed IPs

attachments coming from
whitelisted IPs

Send files that not found in | If enabled, Korumail will upload files rated '‘Unknown’, to the attachment verdict system
File Verdict System for detailed behavior analysis

Auto-submission in queue | Define in seconds how long Korumail should wait before the submission times-out.
waiting time

Please note that, if the 'Enable Attachment Verdict System is enabled' and the 'Send files that not found in File
Verdict System' is disabled, then the unknown files are not uploaded to Valkyrie for analysis. To view reports of
attachment verdict system, refer to Attachment Verdict Reports.

9 Profile Management

Profiles are collections of settings for KoruMail features such as 'Anti-virus', 'Anti-spam’, ‘Black List' and White List'
which can be applied to added domains and/or users. There are two kinds of profiles that can be created in KoruMail
- 'Incoming E-mail' and 'Outgoing E-mail'. This allows administrators the flexibility to apply different profiles for
incoming mails and outgoing mails. KoruMail ships with a set of default incoming and outgoing profiles that can be

only edited and cannot be deleted.

To open the 'Profiles' interface, click the 'Profile Management' tab on the left, then click 'Profiles'

Profiles

@ Add profile Profile Membership Search

Profiles for user admin

Incoming E-mail  Default Incoming Profile | System default profile incoming mails admin
COutgoing E-mail | Default Qutgoing Profile | System default profile for outgoing mails  admin

Incoming E-mail  Incoming test 1 Test admin | %

Profiles - Table of Column Headers

Column Header Description
Profile Type The type of profile whether incoming or outgoing
Profile Name The name of the profile. The name of default profiles will be auto filled.
Profile Description The description provided for the profile
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Owner The name of the group to which the profile creator belongs
Action % | Allows administrators to delete a profile. The default incoming or outgoing
profile wil apply to the domains and / or users beloning to a profile when it
is deleted.
Allows administrators to edit the settings in a profile.
Search Option

Click the 'Profile Membership Search' link at the top to search for a profile that is applied to domain and / or users.

Profiles

@ Add profile Profile Membership Search

\Z

Domain

Search Clear

Profiles for user admin

Incoming E-mail Default Incoming Profile System default profile incoming mails admin

Select 'Domain’ or 'User' from the drop-down for which you want to search the profile

Profiles

@ Add profile Profile Membership Search

Search

Profiles for user admin

- Enter the domain or user details and click the the 'Search' button.

The profile applied for the entered details will be displayed.
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Profiles

@ Add profile Profile Membership Search

Domain  chennai.comodo.com Search Clear

Profiles for user admin

Incoming E-mail | Incoming test profile | Test profile for incoming mails | admin | |3

- Toremove the details in the search field, click the 'Clear" button.
+  Toremove the search field, click the 'Profile Membership Search' link again.

The 'Profiles' interface allows administrators to:

+ Add and Confgure a New Profile
- Edit a Profile
« Delete a Profile

9.1 Adding and Configuring a New Profile

Profiles allow administrators to determine how KoruMail's anti-spam, anti-virus engine and other filtering
mechanisms should behave for incoming/outgoing mails belonging to protected domains and/or users. The items
that can be set in a profile include Anti-virus, Anti-spam, SMTP, Attachment Filter, Black List, White List, Header
Filter, Archive and Quarantine, Data Leak Prevention (DLP) and Realtime Blackhole List (RBL).

« Toadd a new profile, click the 'Add profile' link in the 'Profiles' screen:

Profiles

@ Add profile Profile Membership Search

Profiles for uzer admin

3

Incoming E-mail | Default Incoming Profile | System default profile incoming m

Cutgoing E-mail | Default Qutgoing Profile | Systemn default profile for outc

Incoming E-mail | Incoming test profile Test profile for incomir
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The 'Add New Profile' screen will be displayed:

Default Incoming Profile - Parameters

Profile Type *
Profile Mame *
Description | [Test
Usemame*

mail postmanlic.nat

W SO3y 3 www.mail.yahoo.com
Domain Members » Ly
You can only select domains that are not member of -
A Jamaya
any profile. |
W Remove All

E-mail Membars
You can enter any e-mail address here.

Save Cancel

Profiles - Table of Parameters

Parameter Description
Profile Type Select whether you want the profile to apply to incoming mails or outgoing mails
Profile Name Enter a name for the profile
Description Provide an appropriate description for the profile
Username Select the username of the person who is adding the profile. Only users with

appropriate privileges will be listed.

Domain Members Allows administrators with appropriate privileges to add domains for the profile. The
box in the left side displays the domains that were added in the 'Managed Domains'
section. Any domain that is already added to a profile will not be listed. Domains can
be added by selecting and clicking the appropriate button (Copy all, Copy, Remove,
Remove all) in the middle. All the users in a domain added here will be applied the
profile.

Email Members Allows administrators with appropriate privileges to add users for the profile who may
belong to other domains that are not added for a profile. Please note that for an

Comodo KoruMail — Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 214



Creating Trust Online®

Comodo KoruMail - Admin-Guide comono

.-’/

incoming profile only users belonging to domains added in the 'Managed Domains'
section can be added here. For an outgoing profile, you can also add users belonging
to domains that are not added in the 'Managed Domains' section.

Import Allows administrators to add users for the profile by importing them from a saved file.
For importing users for an incoming profile the same limitations mentioned in the above
row will apply.

+  Click the 'Save' button
The profile will be saved and the tabs for configuring other parameters will be displayed.

Profiles

@ Add profile Profile Membership Search

Profiles for user admin

Incoming E-mail | Default Incoming Profile | System default profile incoming mails admin
Cutgoing E-mail | Default Qutgoing Profile | System default profile for outgoing mails  admin

Incoming E-mail | Incoming test 1 Test admin | %

The interface allows administrators to configure profile parameters for:

+  Anti-virus
+  Anti-spam
- Black List
«  White List
«  SMTP

- Attachment Filter

+  Header Filter

«  Archive and Quarantine

+ Rules

+  Realtime Blackhole List (RBL)
+  Data Leak Prevention (DLP)

Anti-virus
«  Click the 'Anti-virus' tab
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Add New Profile

Incoming test 1 - Parameters

Anti-virus Anti-spam Black List White List Attachment Filter Header Filler

Archive And Quarantine ] Rules

Settings saved successtully

Enable Antl Virus

Quarantine mails containing virus | [

Save Cance

+  Enable Anti Virus: Select the check box to enable the anti-virus engine for this profile. Please note the
'Anti-virus' module should be enabled for this parameter to become active.

+  Quarantine mails containing virus: Mails detected with viruses will be quarantined. Users can log into
the '‘Quarantine Webmail' interface to view his/her mails that are quarantined.

«  Click the 'Save' button to apply your changes.

Anti-spam
+  Click the 'Anti-spam' tab.

Add New Profile

Incoming test 1 - Parameters

Antl-virus Anti-spam Black List VWhite List Attachment Filier Header Filler

Archive And Quarantine Rules I RBL

Settings saved successlully
Enable Anti SPAM
Use a dedicated bayesian database for this profile | [7]

Maximum number of bytes that an e-mail enters spam 1598800
filtering *

Certainly spam points | [100 |
Spam points 50|

Probable spam points E

Ceriainly spam action || Discard ~

Certainly spam tag | [ CERTAINLY SPA

Spam Action | | Tag w
Spamtag [ SPAN]

Probable spam action |_Tag W

Probable spam tag [ FROBABLE SPH
Spam mailbox | Spam@koramail com
Quarantine mails matching polides | [»]
Quaranting Certainly SPAM Mails
Quarantine SPAM Mails

X &R A

Quarantine Probable SPAM Mails

Save Cancel
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Profiles: Anti-spam Settings - Table of Parameters
Description

Select the check box to enable the anti-spam engine for this profile. Please note the
'Anti-spam' module should be enabled for this parameter to become active.

Use a dedicated bayesian
database for this profile

Select the check box to enable the anti-spam engine to use Bayesian database also
for detecting spam mails. Please note the 'Bayes Spam engine' in the 'Advanced
Settings' section of 'Anti-spam’ module should be enabled for this parameter to
become active.

Maximum number of bytes
that an e-mail enters spam
filtering

Enter the maximum size of emails for which spam filtering will be enabled. If the size of
an email exceeds the entered value, then the email will not be scanned and placed in
queue for delivery to the recipient.

Certainly spam points

Enter a value between 1 and 100 that will classify an email as definitely spam.
Suggested values are between 90 - 100 points.

Spam points

Enter a value between 1 and 100 that will classify an email as spam. Suggested values
are between 51 - 89 points.

Probable spam points

Enter a value between 1 and 100 that will classify an email as probable spam.
Suggested values are between 40 — 50 points.

Certainly spam action

Select the action that has to be taken for emails that are categorized as definitely
spam. The options available are:

« Tag - The email will be sent to the recipient with a tag as entered in the next
field 'Certainly spam tag'

+  Forward — The mail will be forwarded to a mail box defined in the ‘Spam
mailbox' field

«  CC - The mail will be sent to the recipient and a copy will be sent to a mail
box defined in the 'Spam mailbox' field

«  Discard — The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
Quarantined Email web interface.

+ Reject - The mail will be rejected and a reject command will be sent to the
sender mail server.

Certainly spam tag

Enter the tag text for emails that are categorized as definitely spam

Spam Action

Select the action that has to be taken for emails that are categorized as spam. The
options available are:

« Tag - The email will be sent to the recipient with a tag as entered in the next
field 'Spam tag'

«  Forward — The mail will be forwarded to a mail box defined in the ‘Spam
mailbox' field

+  CC - The mail will be sent to the recipient and a copy will be sent to a mail
box defined in the 'Spam mailbox' field

+  Discard — The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
Quarantined Email web interface.

+  Reject - The mail will be rejected and a reject command will be sent to the
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sender mail server.

Spam tag

Enter the tag text for emails that are categorized as spam

Probable spam action

Select the action that has to be taken for emails that are categorized as probable
spam. The options available are:

« Tag - The email will be sent to the recipient with a tag as entered in the next
field 'Probable spam tag'

+  Forward — The mail will be forwarded to a mail box defined in the 'Spam
mailbox' field

«  CC - The mail will be sent to the recipient and a copy will be sent to a mail
box defined in the 'Spam mailbox' field

+  Discard — The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
Quarantined Email web interface.

+  Reject - The mail will be rejected and a reject command will be sent to the
sender mail server.

Probable spam tag

Enter the tag text for emails that are categorized as probable spam

Spam mailbox

Enter the email address to which the forwarded and CCed spam emails configured in
the 'Spam action' drop-down will be sent.

Quarantine mails
matching policies

If enabled, emails that are matching the configured profile will be quarantined.

Quarantine Certainly
SPAM Mails

If enabled, emails that are categorized as definitely spam will be quarantined.

Quarantine SPAM Mails

If enabled, emails that are categorized as spam will be quarantined.

Quarantine Probable

If enabled, emails that are categorized as probable spam will be quarantined.

SPAM Mails

- Click the 'Save' button to apply your changes.

Black List
«  Click the 'Black List' tab.

il Logout
Add New Profile -
!ncomlng test 1 - Parameters

Anti-spam

Anti-virus Black List White List SMTP Attachment Filter Header Filter
Archive And Quarantine Rulas T RBL I oP

Settings saved successfully

[Pt Address ~| | 0 . 0 .0 .0 || E.

There are no avallable records.
Export Import Delete all Cancel
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Profiles: Black List Settings — Table of Column Descriptions

Column Header Description

Blacklist Type Select the type of source that has to be blacklisted. The options available are:
« IPv4 Address

«  |Pv6 Address
«  E-mail

+  Domain

«  IPv4 Network
+  |Pv6 Network

Blacklist Value Enter the details for the type of blacklist selected in the first column.
Comment Provide an appropriate description for the blacklisted source
Action [% | Allows administrators to add a blacklist type after filling the fields in the row

s |Allows administrators to delete a blacklist type from the list

«  To save the list of blacklisted sources, click the 'Export' link and save it to your system.
« Toimport a list of sources to be blacklisted, click the 'Import' link

&= Upload

Save Close

«  Click the 'Upload' button, browse to the location where the file is saved and click ‘Open’.

The file will be added.
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== Upload # Clear &l
IP_list txt

- Clear
Done

Save Close

+  Repeat the process to add more files.

- Toremove afile, click the 'Clear' link beside it.

«  Toremove all the added files, click the 'Clear All' button at the top right.
«  Toimport the list from the files, click the 'Save' button.

«  To delete a blacklist type from the list, click the L2 putton under the 'Action’ column header and click 'OK’
in the confirmation screen.

- Toremove all the blacklisted sources, click the 'Delete all' link and click 'OK' in the confirmation screen.

White List
«  Click the 'White List' tab.

Add New Profile

Incoming test 1 - Parameters

Antivirus T Anti-spam T Black List White List S5MTP Attachment Filter Header Filter
Archive And Quaraniine I Rules T REL T DLP

Settings saved successfully

IPvd Address ~| | 0 . 0 .0 .0 | | ™

There are no available records.
Export Import Delete all Cancel

Profiles: White List Settings — Table of Column Descriptions

Column Header Description

Whitelist Type Select the type of source that has to be whitelisted. The options available are:
+  |Pv4 Address

- |Pv6 Address

o  E-mail
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«  Domain
«  |Pv4 Network
« |Pv6 Network

Whitelist Value Enter the details for the type of whitelist selected in the first column.
Comment Provide an appropriate description for the blacklisted source
Action [% | Allows administrators to add a whitelist type after filling the fields in the row

5 |Allows administrators to delete a whitelist type from the list

«  To save the list of whitelisted sources, click the 'Export' link and save it to your system.
«  Toimport a list of sources to be whitelisted, click the 'Import' link

&= Upload

Save Close

+  Click the 'Upload' button, browse to the location where the file is saved and click 'Open’.

The file will be added.

== Upload * Clear Al
IP_w hitelist. txt

Clear
Done
Save Close

+  Repeat the process to add more files.
«  Toremove a file, click the 'Clear' link beside it.
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«  Toremove all the added files, click the 'Clear All' button at the top right.
«  Toimport the list from the files, click the 'Save' button.

+  To delete a whitelist type from the list, click the L2 putton under the 'Action’ column header and click 'OK’
in the confirmation screen.

- To remove all the whitelisted sources, click the 'Delete all' link and click 'OK" in the confirmation screen.

SMTP
«  Click the 'SMTP tab

Add New Profile

Incoming test 1 - Parameters

Anti-virus Anti-spam Black List White List SMTP Attachment Filter Header Filter
Archive And Quarantine Rules T RBL I DLP

Settings saved successiully

Refuse mails seni by fake local users

Require valid reverse DNS record

Enable KoruMail Reputation Network® Blacklist Scan
Enable KoruMail Reputation MNetwork® Whitelist Scan

Enable validation of MX records for incoming
connections

Enable greylisting
Activate Layer-7 DoS protection
Quarantine Anti-spacfing Mails

Quarantine RBL Mails

OO0OFE O &EE|EE

Save Cancel

Profiles: SMTP Settings - Table of Parameters

Parameter Description

Refuse mails sent by fake | If enabled, KoruMail checks the 'From' details of an outgoing message with that of the

local users added users and rejects if the users' details are not available.

Require valid reverse DNS | If enabled, the added domains should have a valid reverse DNS record for the mails to
record be processed and delivered

Enable KoruMail If enabled, mails are scanned for blacklist sources listed in the KoruMail Reputation
Reputation Network ® Network® (KRN) servers. Please note the KRN server setting should be enabled in
Blacklist Scan the KRN module.

Enable KoruMail If enabled, mails are scanned for whitelist sources listed in the KoruMail Reputation
Reputation Network ® Network® (KRN) servers. Please note the KRN server setting should be enabled in
whitelist Scan the KRN module.

Enable validation of MX | MX records maintain the entries of email server details to which the received emails for
records for incoming the protected domains are sent. If this check box is enabled, MX records for the
connections protected will be checked and validated.
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Enable greylisting If enabled, KoruMail creates a Greylist of source IP address/domains from where
emails are sent to recipients protected by its filtering engine. Mails received from a
source for the first time is rejected by KoruMail and sends a command to the source to
resend the email. Generally, spammers do not resend emails. If the email is sent again
from the source again, KoruMail accepts the mail and initiates the filtering process.

Activate Layer-7 DoS If enabled, KoruMail will activate the Layer 7 Denial of Service protection feature.
protection

Quarantine Antispoofing | If enabled, the spoofing mails will be Quarantined.

Mails

Quarantine RBL Mails If enables, the RBL mails will be Quarantined.

+  Click the 'Save' button to apply your changes.

Attachment Filter
«  Click the 'Attachment Filter' tab

Add New Profile

Incoming test 1 - Parameters

Anti-virus Anti-spam T Black List White List SMTP Attachment Filter Header Filter
Archive And Quarantine Rules T RBL I DLP

Settings saved successfully

| Contains v| | Reject V| [

There are no available records.
Export Import Delete all Cancel

Profiles: Attachment Filter Settings — Table of Column Descriptions

Column Header Description
Addition Enter the keyword that should be scanned for the attachments
Condition Select the condition from the drop-down. The options available are:
«  Contains
- Equals to
+  Starts with
«  Ends with
Action Select the action to be performed when the condition is met for an attachment in a mail.
The options available are:
+  Reject — The mail will be rejected and a reject response will be sent to the
sender's mail server.
«  Discard — The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
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Quarantined Email web interface.

+  Remove attachment — The mail will be delivered to the recipient without the
attachment.

[% | Allows administrators to add an attachment filter rule after filling the fields in
the row

(& Allows administrators to delete attachment filter rule from the list

«  To save the list of 'Attachment Filter' rules, click the 'Export' link and save it to your system
« Toimport a list of 'Attachment Filter' rules from a saved file, click the 'Import' link

&= Upload

«  Click the 'Upload' button, browse to the location where the file is saved and click ‘Open’.

The file will be added.

&= Upload % Clear Al

attachment_fiters. txt
Done

+  Repeat the process to add more files.

«  Toremove afile, click the 'Clear' link beside it.

«  Toremove all the added files, click the 'Clear All' button at the top right.
«  Toimport the list from the files, click the 'Save' button.

- To delete an 'Attachment Filter' rule from the list, click the L putton under the last column and click 'OK' in
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the confirmation screen.
- Toremove all the 'Attachment Filter' rules, click the 'Delete all' link and click 'OK'" in the confirmation screen.

Header Filter
«  Click the 'Header Filter' tab

Add New Profile

Incoming test 1 - Parameters

Anti-virus Anti-spam Black List
Archive And Quarantine Rules T RBL T DLP

Sethings saved succasshully

-Choose- ~| | _|Contains ~ |Reject v| [

Attachment Filter Header Filter

White List

There are no available records.
Export Import Delete all Cancel

Profiles: Header Filter Settings — Table of Column Descriptions

Column Header Description
Header Select the header type that you want to add a 'Header Filter' rule for. The choices
available are:
+  Subject
+  Received
- To
«  From
Value Enter the keyword that should be scanned for the selected header type.
Type Select the condition from the drop-down. The options available are:
+  Contains
« Equalsto
- Starts with
+  Ends with
Action Select the action to be performed when the condition is met for a 'Header Filter' rule in a
mail. The options available are:
+  Reject — The mail will be rejected and a reject command will be sent to the
sender mail server.
«  Discard — The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
Quarantined Email web interface.
Action [% | Allows administrators to add a 'Header Filter' rule after filling the fields in the
row
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(s Allows administrators to delete a 'Header Filter' rule from the list

+  To save the list of 'Header Filter' rules, click the 'Export' link and save it to your system
«  Toimport a list of 'Header Filter' rules from a saved file, click the 'Import' link

&= Upload

Save Close

+  Click the 'Upload' button, browse to the location where the file is saved and click 'Open’.

The file will be added.

&= Upload ¥ Clear Al

headerrules txt
Done

Save Close

+  Repeat the process to add more files.

«  Toremove afile, click the 'Clear' link beside it.

«  Toremove all the added files, click the 'Clear All' button at the top right.
«  Toimport the list from the files, click the 'Save' button.

- To delete a 'Header Filter' rule from the list, click the L button under the last column and click 'OK' in the
confirmation screen.

- To remove all the 'Header Filter' rules, click the 'Delete all' link and click 'OK'" in the confirmation screen.
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Archive and Quarantine

«  Click the 'Archive and Quarantine' tab

Add New Profile

Incoming test 1 - Parameters

Attachment Filter Header Filter

Anti-virus Anti-spam Black List White List

Archive And Quarantine Rules I RBL I DLP

Settings saved successfully

Archive method © | Disk w
Archive mailbox | spam@comado.ordabirbal

Send daily quarantine report to recipients : [

Archive Flags

Mails with CLEAN content | [

Mails with CERTAIMNLY SPaM content
Mails with SPAM content | (4

Mails with PROBABLE SPAM content |
Mails maichad by CONTENT FILTER rules B
Mails containing VIRUS | [

Save Cancel

Profiles: Archive and Quarantine Settings - Table of Parameters

Parameter Description

Archive method Select how the mails should be archived from the drop-down. The options available
are:

«  None - The mails are not archived

- Forward — The mails are forwarded to the mail address entered in the next
row 'Archive mailbox'

-  Disk — The mails are stored in local disk

+  Disk + Forward — The mails are stored in local disk and a copy is forwarded to
the mail address entered in the next row 'Archive mailbox'

Please note the archived and quarantined mails are removed from the disk as per the
configuration done in the 'Quarantine & Archive Settings' interface.

Archive mailbox This field becomes active only when an archive method is selected in the first row.
Enter the mail address to which the archived and quarantined mails will be sent.

Send daily quarantine If enabled, the users will receive daily reports of their quarantined mails. Users can

report to recipients view their quarantined mails in the 'KoruMail Quarantine Webmail' interface by clicking

the 'Quarantine Webmail' link in the 'Login' screen.

Archive Flags
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Mails with CLEAN content

If enabled, mails that are categorized as safe will be archived as per the 'Archive
method' setting done in the first row.

Mails with CERTAINLY
SPAM content

If enabled, mails that are categorized as 'Certainly Spam' will be archived as per the
'Archive method' setting done in the first row.

Mails with SPAM content

If enabled, mails that are categorized as 'Spam' will be archived as per the 'Archive
method' setting done in the first row.

Mails with PROBABLE
SPAM content

If enabled, mails that are categorized as 'Probable Spam' will be archived as per the
'Archive method' setting done in the first row.

Mails matched by
CONTENT FILTER rules

If enabled, mails that are filtered for content per the settings done in ‘Content Filter' in
the 'Anti-spam' module will be archived as per the 'Archive method' setting done in the
first row.

Mails containing VIRUS

Rules

Add New Profile

Incoming test 1 - Parameters

If enabled, mails that are categorized are with virus will be archived as per the 'Archive
method' setting done in the first row.

Click the 'Save' button to apply your changes.

Click the 'Rules' tab

Anti-virus

Black List

White List Attachment Filter Header Filter

Anti-spam

| Archive And Quarantine

Save Cancel

Parameter

Rules ] RBL I DLP

Settings saved successfully

Promotional Tag [PRONO] |
Promaotional Action | | OK+TAG |
Enable Phishing Check ]
Phishing Action || Reject . |

Phighing Tag | [PHISHIMNG]

Quarantine Phishing Mails | ]

Rules Settings - Table of Parameters

Description

Promotion Tag

Promotional emails will be sent to the recipient with the a tag as entered in this field.

Promotional Action

Select the action to be performed when the condition is met for a '‘Rules’ setting in a
promotional mail. The options available are:

OK + TAG - The tagged mail will be sent to the recipient.

Reject — The mail will be rejected and a reject response will be sent to the
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sender mail server.

- Discard — The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
Quarantined Email web interface.

Enable Phishing Check | If enabled, checks for phishing emails.

Phishing Action Select the action to be performed when the condition is met for a '‘Rules' setting in a
phishing mail. The options available are:

«  OK + TAG - The tagged mail will be sent to the recipient.

«  Reject — The mail will be rejected and a reject response will be sent to the
sender mail server.

+  Discard — The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
Quarantined Email web interface.

Phishing Tag Phishing emails will be sent to the recipient with the a tag as entered in this field.
Quarantine Phishing If enabled, phishing mails will be Quarantined.
Emails

+  Click the 'Save' button to apply your changes.

Realtime Blackhole List (RBL)
+  Click the 'RBL" tab

Add New Profile

Incoming test 1 - Parameters

Antivirus Anti-spam T Black List White List SMTP Aftachment Filter Header Filter
Archive And Quarantine Rules T REL I DLP

Server Host Address | Description | Type | Enable —
bl spamcop.net SpAMCIp REL Yes e
psbl surrel com Passive Spam Block List REL yes Ll

bl score.senderscore. com Return Path Reputation Metwork Blacklist REL es - D
ren.spamhaus.org Spamaus REL ¥es

£ LRI

The screen displays the RBL servers that are available by default and added manually. Refer to the section
‘Managing RBL Servers' for more details.

RBL Servers — Table of Column Descriptions
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Column Header Description

Server Host Address The address of the RBL server.

Description The description provided at the time of adding the RBL server.
Type The type of block list selected.
Enable Allows administrators to activate or deactivate a RBL server in the list. If a server is

disabled, KoruMail skips it and refers to the next server in the line.

The control buttons next to the table allows to reorder the RBL server list for checking the blacklisted IP addresses
available in the servers. The enabled RBL server listed first will be checked first and move down the order. Use the
control buttons to move a server up or down the order.

r Members T Anti-virus T Anti-spam T Black List T White List T SMTP T Attachment

Server Host Address | Description | Type | Enable
First
bl.=pamcop.net spamcop RBL Yes
peblsurriel.com Pazoive S i RBL No « Up
@re.sender&cure.cum Return Path Reputation Metwork Blacklist RBL Yes - Down

Zen.spamhaus.org Epanmans RBL Yes

. ¥ Last
testrbl.com checking rbl SBL Yes

Data Leak Prevention (DLP)

The DLP feature is capable of scanning mails for important key words such as credit card, social security numbers,
attachments and takes action as per the settings. Please note that the DLP module should be enabled for the
settings configured here to take effect. Refer to the section 'Data Leak Prevention' for more details.

+  Click the 'DLP' tab
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Add New Profile

Incoming test 1 - Parameters

Anti-virus Anti-spam I Black List White List SMTP Antachment Filter Header Filter
Archive And Quaraniine Rules T RBL I DLP

o T T o

Settings saved successfully

DLP Action || Reject ~

Enabie DLP Quarantine | [
Enable DLP Moty | ]

DLP Action

These settings determine what action should be taken if KoruMail detects a message that could present a data leak.

Add New Profile

Incoming test 1 - Parameters

Anti-virus Anti-spam Black List White List SMTP Attachment Filter Header Filter
Archive And Quarantine Rules T RBL T oLP

Settings saved successfully

DLF Action
Enable DLP Quarantine

Enable DLP Motify

The options available are:
+  NoAction — The mail will be allowed and the system admin will be notified if 'DLP Notify" is enabled.
+ Reject - The mail will be rejected and a reject warning will be sent to the sender's email address.

- Discard — The mail will be deleted and if 'DLP Quarantine' is enabled, it will be quarantined and the system
admin will be notified.

DLP Quarantine

«  Click the 'DLP Quarantine' bar

+  Select the check box beside 'Enable DLP Quarantine' to quarantine mails with data leak. Please note the
setting in 'DLP Action' should be 'Discard' for mails to quarantined.

DLP Notify
«  Click the 'DLP Notify' bar
- Enable DLP Notify — Select the check box to keep the system admin informed about DLP breaches.
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Attachment List
«  Click the 'Attachment List' bar

_ Logout
Add New Profile -
Incoming test 1 - Parameters

Anti-virus Anti-spam T Black List White List SMTP Attachment Filter Header Filter
Archive And Quarantine Rules T RBL I DLP

Settings saved successfully

Enable Attachment List
Scan Archive Files

Enable Attachment List

Choose File Class | -Choose- e |

Add

There are no available records.

Delete

- Enable Attachment List — Select the check box to block emails with attachment file class defined below in
the table.

«  Scan Archive Files — Select the check box to scan the attached zip files and block emails with attachment
file class defined below in the table.

To add a file class
«  Select the file class from the 'Choose File Class' drop-down
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Choose File Chs{ Executahles And Software Packages |~ 3
-Chooses
B ..
Windows Portable Execu OpenDocument Files
L , .| Other Document Fies
Unix-like ELF Object Files /a0 and Audio Fies
Unix-like ELF Shared Lib| mage Fies

Archive Files
Unix-like ELF Executable Misc Formats

RV)

Windows Installer (MSI)

oooooolgy

RPM Package Manager (RPM)
CE:_Dehian Software Package (DEB)

Add

The file types for the selected file class will be displayed on the right side table.
«  Select the file type or the check box above to select all the file types and click the 'Add" button beside it.
The added file types for the selected file class will be displayed in the table below the first table.

En:eu:utables And Software Debian Software Package
Packages (DEBE)

Active

Executables And Software
Packages

O]

RPM Fackage Manager (RPM)] Active

Ewecutables And Software
FPackages

[

Windows Installer (MSI) Active

Delete

«  Clicking the link beside a file type under the 'Status' column header toggles the status between 'Active’ and
'Passive'. 'Active’ status indicates emails with attached file type will be blocked.

« Todelete afile type from the list, select it and click the 'Delete' button. To delete all file types, select the
check box beside 'File Class Name' column header and click the 'Delete button.

DLP Body Filter

The 'DLP Body Filter' feature searches the content of an email for sensitive information such as credit card details,
email address and so on and take action as per the settings done in 'DLP Action'. KoruMail comes with three
predefined DLP Body Filters and allows the administrators to add more filters as required.

+  Enable DLP Body Filter: Select the check box to apply the configured body filters

Profiles: DLP Body Filter Settings — Table of Column Descriptions

Column Header Description
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Status Select the check box to enable the filter

Enable DLP Body Filter | The name of the filter

Action ~ | Allows to view the details of the body filter

Allows to edit a bodly filter

5 |Allows to delete a body filter

Add New Profile

Incoming test 1 - Parameters

Anti-virus Anti-spam Black List White List SMTP Attachment Filter Header Filter
Archive And Quarantine Rules I RBL ] DLP

Settings saved successfully

Enable DLP Body Filter | i

Policy
Add
[] Credit Card A\ A
L] Email Address . > |
L] Turkish Identity Number 5 "
To add a new DLP body filter

+  Click the 'Add' button at the top of the table

L] Credit Card a b |
[] Email Address w 5 |
[ Turkish Identity Mumber 5\ b

The filter 'Pattern' screen will be displayed.
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Pattern Name :

Regular Expression :

Save Cancel

+  Pattern Name: Enter the name of the filter pattern

+  Regular Expression: Enter the regular expression to define the search pattern. To know more about Regular
Expression, refer to Wikipedia at http://en.wikipedia.org/wiki/Regular_expression. You can also enter
keywords in the field to search and block the email containing it.

To view the details of a pattern

«  Click the ™ icon beside a body filter that you want to view the details

Pattern Name : Email Addr

LA

e

Regular Expression :

Cancel

+  Click the 'Cancel' button or close the dialog to return to main screen.
To edit a body filter

«  Click the | icon beside a body filter that you want to edit the details

Pattern Name : Email Address
\b([0-Ba-zA-Z) (- vw]0-Ba-
ZA-F] @ ([0-9a-zA-Z][-we]*[0-8a-

Regular Expression : ZA-Z1\ Ha-2A-Z12 94

Save Cancel

+  Edit the details as required and click the 'Save' button
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To delete a body filter

. Clickthe “# icon beside a body filter that you want to delete

Are you sure you want to enable this entry?

[ OK ] ’ Cancel

«  Click 'OK" to confirm the deletion.

9.2 Editing a Profile

+  Click the . icon beside a profile in the 'Profiles' screen that you want to edit the details

Profiles

@ Add profile Profile Membership Search

Profiles for user admin

Incoming E-mail | Default Incoming Profile  System default profile incoming mails admin

Cutgoing E-mail | Default Outgoing Profile | System default profile for cutgoing mails | admin
Incoming E-mail  Incoming test 1 Test admin I_;{o

The 'Edit Profile' screen will be displayed.
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Edit profile: Incoming test 1

Members Anti-virus Anti-spam Black List White List

Archive And Quarantine Rules T RBL I DLP

Profile Type * [ Incoming E-mail

Descripiion  [Test

Username® || admin

Domain Members
You can only select domains that are not member of
any profile

Profile Name* [Incoming test 1

Attachment Filter Header Filter

mal postmanic net

e LoDy all wiw w.mal. yahoo. com
b Oy
4 Hemave

M Remave Al

E-mail Members
You can enter any e-mail address here

Import

Save Cance

+  Edit the parameters as required. The procedure is similar to adding a new profile. Refer to the section

'Adding and Configuring a New Profile' for more details.

9.3 Deleting a Profile

. Clickthe “# icon beside a profile in the 'Profiles' screen that you want to delete from the list.
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Profiles

@ Add profile Profile Membership Search

Profiles for user admin

Incoming E-mail  Default Incoming Profile  System default profile incoming mails admin

Cutgoing E-mail | Default Qutgoing Profile | System default profile for cutgoing mails  admin

Incaming E-mail | Incoming test 1 Test admin

«  Click 'OK" to confirm the deletion.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

Please note if an incoming or outgoing profile is deleted, the respective default profile will apply for the domains and
users.

10 Reports

The 'Reports' section in KoruMail provides comprehensive details of all mails for protected domains that were routed
via KoruMail. The section is divided into six subsections, Mail Logs, SMTP Queue, Delivery Logs, SMTP-AUTH
Logs, Summary Reports, Domain Reports and Attachment Verdict Reports. Each section provides a detailed report
of each item, for example, the 'Mail Logs' section displays the details of mails that are categorized as Spam,
Blacklisted and so on.
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Refer to the following sections for more details:

10.1

+  Mail Logs Report
«  SMTP Queue Report
«  Delivery Logs Report
- SMTP-AUTH Logs Report
+  Summary Report

+  Domain Report

+  Attachment Verdict Reports

Mail Logs Report

The 'Mail Logs' report provides complete details of incoming and outgoing mails for all domains that have been
added to KoruMail. The logs show the subject of the mail, date and time received by KoruMail, the result of the
filtering process and more.

+  To open the 'Mail Logs' interface, click 'Reports' and then click 'Mail Logs'
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Column Header

Mail Logs Report — Table of Column Descriptions

Description

Icon

Indicates the status of the mail after the filtering process. Placing your mouse cursor over
an icon will show a description of the action.

“ . Relayed: Indicates the mail has successfully passed the filtering process and user
verified.

@ . Rejected: Indicates the mail is rejected by KoruMail after the filtering process and
reject message sent to the sender mail server.

3 . Discarded: Indicates the mail is quarantined

- Delayed: Indicates the source is greylisted.

Subject

The content in the "Subject' line of the mails

Result

The result for a mail after the filtering process.

Received

Date and time of email received by KoruMail

Sender

Domain details of the email sender

Recipient(s)

Domain details of the recipient(s)

P

The IP address of the system from where the mail was sent. The next column displays the
flag of the originating country.

Details

Provides the reasons why a mail is rejected, delayed and so on.

At the top and bottom of the screen, you have the option to set the number of records to be displayed per page and
export the report in CSV format.

To configure the number of records to be displayed per page

Click the 'Records per page' drop-down
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Page1 128 25 ecords per page | MNext

:omodo.local) 10.100.132.32 Mail is a phis 100 ck according to Surgate

:omodao.local| 10.100.132.32 Mail is a phis 250 ck according to Surgats

omodo.local) 10.100.132.32 Mail is a phishing attack according to Surgate
ce=l 10.100.122.125 | matched header rule: Subject: test action: ©

+  Select the number of records per page to be displayed from the options.

«  Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate to the respective pages.
To export the report to a CSV file

+  Click the 'Actions' drop-down

ail Logs

Ol Subject ] zender [ pec

£ selammmm FH
¥ Kitap =7UTF-87B?52FtcGFueWFzx | FHI

SPAM JFwd: Natur

«  Select 'Save As CSV' and click the 'Do!" button

Are you sure want to save all e-mail records as C3W?

[ OK ] ’ Cancel

+  Click 'OK" in the confirmation dialog.
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r ™
Opening surgate_mail_logs_18.02.2015_10.00.37zip =

You have chosen to open:

@ surgate_mail_logs_18.02.2015_10.00.37 zip

which ist WinRAR ZIP archive (1.0 KB)
from: hittp://10.100.129.31:8080

What should Firefox do with this file?

) Openwith | WinRARZIP (default) -

i@ i Save File

[ Do this automatically for files like this from now on.

Ok l ’ Cancel

+  Click 'OK' to save the report in your system.

Search Options

You can search for a particular record or records in the report by using simple or advanced search feature.
+  Simple Search
Advanced Search

Simple Search

The simple search options allows you to search for a particular record or records based on 'Subject’, 'Sender’,
‘Recipients' and / or 'IP" details only.

Mail Logs

Search Clear Advanced search
[ subject ] sender ] Recipients e

Save AR CSY - Dol

+  To search for records based on the entries under 'Subject', 'Sender’, 'Recipients' and / or 'IP' columns, enter
the text or number fully or partially in the field and click the 'Search' button

+  To search for records based on the entries under a particular column or columns, select the respective
check boxes, enter the text or number fully or partially in the field and click the the 'Search' button. For
example, if you want to search for a particular record for sender and recipients, select the ‘Sender' and
'Recipients' check boxes, enter the text fully or partially in the field and click the 'Search’ button.

Advanced Search
The 'Advanced Search' option allows you a more granular search by including rules and filters.
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+  Click the 'Advanced Search' link at the top of the screen.

Mail Logs

Search Clear { Advanced search
[ subject ] sender [] Recipients O w

Actions ~ Dol Pag

T B S e e e e

The 'Advanced Search' option will be displayed.

Mail Logs

Search Clear | Advanced :
| subject | sender | Recipients [

Subject + COMTAINS - +

Search Clear

The first drop-down contains the column headers that can be selected for an advanced search.

Mail Logs

Search Clear
] subject ] sender "] Recipients e

Subject |~|conTaNg +

From Address
To Address
Remauote IP
Action
Result
Received

Search C

Dot

The second column contains the condition for a search, which depends on the item selected in the first column and
text/number entered or options selected in the third column.
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Mail Logs

Sea
] subject ] sender ] Recipients O e
Subject » CONTAINS |+ +
EQUALS
NOTEQUALS
MNOTCONTAINS
Actions - D!

The third column allows you to enter the text/number or select from the options depending on the selection in the first
column. For example, choosing 'Subject', 'From Address' or 'Remote IP" allows you to enter the text in the third
column

Mail Logs

Search Clear
] subject ] sender [] Recipients e

Subject * COMTAIMNS  |Important +

Search !

If you select 'Action’ or 'Result' in the first column, then further options can be selected from the third column.

Mail Logs

Search Clear

] subject ] sender [] Recipients ] e
Action - EQUALS - DELAYED |+ :
AND + Received » EQUALS ~ DISCARDED +
PASSED
REJECTED Search Cle

If you select 'Received' in the first column, then you can enter a date or select from the calendar.
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D Subject D Sender
Received - EQUALS -
Actions ~ Dot b

1

1
. Subject =

€A bizeyler biseyler
13

biseyler biseyler

14

You can add more filters by clicking

Mail Logs

D Subject D Sender D Recipients
Subject ~ EQUALS -
AMD « From Address - NOTEQUALS -
OR ~ ToAddress » COMTAIMNS -
AMD « Remote |P » NOTCOMTAINS -
AMD - Action ~ EQUALS -
AMD - Result = EQUALS -
AMD Received * EQUALS -

o

You can remove a filter by clicking the

Sun Mon Tue Wed Thu
N 2
& 5

15

3| 4

10| N

16 | 17 | 18

23 24| 25

4
Fad

| A

[{=]

2

for narrowing down your search.

O e

-

DELAYED

O w

cC

12
19
26

Search
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Search Ch

Fri
6 | 7
13
20
27| 28

Today

Clear | Advanc

AMTISPOOFING REJECT - -

button beside it.

Search Clear

You can create a filter rule by selecting 'AND' or 'OR' option beside each of the added filter.

«  Click the 'Clear' button to remove the advanced search rules.

+  Click the 'Search' button to start the search per the filter rule.
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The items will be searched for in the ascending order and results displayed.
- Toremove the advanced search field, click the 'Advanced search' link again.

Administrators can filter results on monthly basis. The filters available are 'Last Month', 'Last 2 Months', 'Last 3
Months', 'Last 6 Months' and 'All Times'.

® LastMonth ) Last2 Monthe () Last3Monthe () Lasts Monthe () AllTimes

Details of a Log Entry

+  Clicking anywhere on the row of a log record will display the details of the mail log.

Mail Logs B
Received 19.02.2015 11:28:32
Queue ID T3944-1424336006- 8608654
Message ID DdCc1B3T0F Td9HESD2 484525229 IcaDM dD@tcco, com
Action @
Result CERTAMLY SPAM
Score 138.0
Sender vetest1@ve comodo, local  Add Email In Black List - “
Recipient{s) wetest! @wve. comodo. local
RFC2822 Sender gmanacio@icco.com
RFC2822 Recipient(s) vetest! ve.comedo.local
Subject Laguna
P 1010013232 Add BlackList ~ |
Lacation
Size 1588
Matched Profile Defauk incoming Profie (defined by user: admin}
Details
| Belaved Ha
Mot spam Close

The details screen allows you to mark the mail log as 'Spam' or 'Not spam' depending the mail category. You can
also add the sender, sending domain and IP to blacklist or whitelist.

«  Tomark an email as 'Spam' or 'Not spam’, click the relevant button at the bottom of the screen.
The changes will be saved and mails from the sender will be applied the new settings by KoruMail.

+  To add the sender or domain to blacklist/whitelist, click the drop-down in the 'Sender' row.
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Score 136.0
Sender vetest!@ve comodo.local  Add Email In Black List gj [j'
Add Email In Black List

Recipient(s) vetestl@ve.comodo.local | Add Email In White List

. Add Demain In Black List
RFC2822 Sender gmanecio@icco.com Add Domain In White List
RFC2822 Recipient(s) vetestl@ve.comodo.local
Subject Laguna
P 10.100.132.32 AddBlackList ~ [%

+  Select the category from the options that you want to add the email and click the k] button beside it.

__Save Close

- Enter the reason for changing the category and click the 'Save' button.
The changes will be saved and mails from the sender will be applied the new settings by KoruMail.
+  To add the originating IP to blacklist/whitelist, click the drop-down in the 'IP' row.

Subject Laguna
1P 10.100.132.32  Add White List{(+ ) [
Add Black List
Location Add White List
Size 1586
Matched Profile Default Incoming Profile (defined by user. admin}
Details

«  Select the category from the options that you want to add the IP and click the k] button beside it.

_ Save Close

«  Enter the reason for changing the category and click the 'Save' button.

The changes will be saved and mails from the IP will be applied the new settings by KoruMail.

You can view the previous or next record by click the '@ @ buttons at the top of a details screen.
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10.2  SMTP Queue Report

The 'SMTP Queue' report provides details of mails that are queued for delivery.

+  Toopen the queue report interface, click 'Reports' then click 'SMTP Queue'.

i
- kG SMTP Queue
-
B{ KoruMail o e :
| O .| equato || Mesaages. with local recipmnls ]
Search Chear Messages with remote recpents a
¢ User Management MESAAGeS. vith Bounces o
¥ Sysiem Messages. wilh in preprocess ]
» SMTP He-r0cass quane Fagel | 11[100 . fmcards ser page
+ Modules o | L Subject o
= mailer- . 13 Mow 2016 -
ofile BT Favica vk rerd 1D, 108.51.96 Failure notics: 87 KB
e BT remon@10,108.51.95 | PR TARETD e nefies 17:00:08 -0000 |
* ReEporis rmailer bource-mepsa 36021379 2006057 N 14 Mow 2016
J8510 L
TR0 | pemon@10.108.51.98 | Faithamail_postmandie. net@maill51 suw18 rsgsv.nat | 11U HOticE 0100116 -oop | 567 KB
MalLogs SN o : S 14 Mov 2016
785112 daamon®10.108.51.98 thepaucty pathcs@gmail.com failure notice: 01:17:23 -0000 377 KB
= mailer- 0 13 MNow 2016
Debvery Loga 7a7ad daemon@10,108.51.98 info@ago.com Failure notice 1323803 40000 14.00 KB
SMTP-AUTH -
S REHE 735108 ::‘::::’nm‘m a5l | OCUPL0.108.51.98 failure netice: ;:_::‘:’qim:am 32.79 KB
Summary Reporls B R
- rmailer- . . . 14 Mow 2016
Domaln Repors 7T daemon@10,108.51.98 postmaster@10,108,51.98 Failure notice B8:00:04 ~0060 17.56 KB
Aflachmen] Verdicd Reparts . Failar- E s 3 13 Mow 2016
77154 dasmon@10.108.55.98 gordon.iacksonsS@gmad.com Failure notice e e £.63 KB
» CQuaranting & Archres T mailer- 13 Nov 2016 -
4 & .51, 4.
737 daemon@10.108.51.98 root@10,108.51.98 Failure notice 16:00:04 ~0000 14.35 KB

SMTP Queue Report — Table of Column Descriptions

Column Header Description
ID The identification number of the email queue that holds the status or message of the
queue.
From Sender's email address
To Recipient's email address
Subject Subject of the email in SMTP queue
Date Date and time that the mail was sent
Size Size of the email in SMTP queue

At the top and bottom of the screen you have the option to set the number of records to be displayed per page.
To configure the number of records to be displayed per page
+  Click the 'Records per page' drop-down

F‘ageh |.f 1| 100 |v |Reu:urds per page

13 MNowv 2016

failure notice e e

057- - .- 14 Mov 2016 [

«  Select the number of records per page to be displayed from the options. The default is 100.
«  Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate through the report.
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Search Options

You can search for a particular record by using the search field at the upper left. Use the drop-down menus to
specify granular search criteria. This is similar to the advanced search option explained in the 'Mail Logs' section.

Message Statuses in SMTP Queue
+ Total messages: Displays the total number of messages in the SMTP queue.
+  Messages with local recipients: Displays the number of messages with the local recipients.
«  Messages with remote recipients: Displays the number of messages with the remote recipients.
+  Messages with bounces: Displays the number of mails that are bounced.
+  Messages with in preprocess: Displays the number of mails with in preprocess

10.3  Delivery Logs Report

While 'Mails Logs' provide a report of all incoming and outgoing mails irrespective of whether mails are accepted by
mail servers or not, 'Delivery Logs' provide a report of all incoming and outgoing mails that are only accepted by mail
servers.

«  To open the 'Delivery Logs' interface, click 'Reports' and then click 'Delivery Logs'

Delivery Logs

Search Clear  Advanced ssarch

Becipients L

Page 1

IG5 3w Ascords perpage  Next | | Last

| 18.02.2015 13:59:21 cxcen.ilthen@comada.com vatmatl Bve comode. local 10.100.128.34 230 ok 1424260762 qp 23974 by mail surmail.com
L 1B.02.2015 131 ¥5:28 excan iihan Foomado.oom vatastl @ve.comodo. local 10.100.129.54 230 ok 1424260537 qp Z2836 by mail surmail.com
L 1E.02.2015 13:50:09 sEcan.ihas Geamads.com valastl Pva.eamods. lseal 10.100.129.54 250 sk 1424260208 gp 21040 by il durmaeil ceamn
1B.02 2015 13:44:08 mnonymous@eurgstegw comada o | stimne Bgmeid.com Soery, [ couldn't find sny hoxt by that name. (#4.1.2])
102,201 13042 14 cxcan dhan@comado.com vetestl Pve.comodo. local 10.100.129.54 230 ok 1424239733 qp 18327 by mallsurmall.com
1B.02.2015 13:141:13 anonymous Bsurgategwcomodocom  Hathanagomad.com Searys [ couldn’t find any host by that nama. [#4.1.2)
1E.82. 3018 13:40:08 anonymous@eurgategrcomadasom | fathena@gmad.com Scery, | couldn't find any host by that name. [#4.1.2]
% | 18.02.2013 13129:30 vetestiBve.comede. /o vetestl ve.comodo.local 10.100.129.34 Z30 ok 14Z4ZI6FEF qp 14128 by mail. surmail.com
L 1B.02.2015 13 29:09 vabest L @va. comads. | orad watastl Pva.comodo. lscal 10.100.125.54 250 ok 14242TE948 gp 13924 By mail. Sunmail.com
L 1E.02 2015 13:28:03 vetsatl@ve.comode. loos vatwatl Sva_comeode. lecal 10.100.129.54 250 ok 14242SEERT qp 13590 by mail aurmail coem
1BL02.201% 131 20:06 snonymousBeurgstegecomadocom | atiens @gmal.com Seery. [ couldn't Find sny host by that nama, (#4.1.2]
e 1B.02.2015 13:112:26 anonymous $surgategw.comadocom  fiathanagomad.com Seary, [ couldn't find any haost by Ehat nama, [(#4,1.2)
& | DE.02.3015 11.:06:25 fatih.crhanBeamede.cam vatuakl Bve.comade.lezal 10.100.129.58 250 ok 1423213584 qp I0ITD by mail.aurmail zem
| 06.02-2013 11:06:33 Fatih.erhanBoomede.com vetestl Sve.comode. local 19.100.129.34 I30 ok 1423213504 qp 30371 by mailsurmail sem
&) | 05022015 04109126 anonymous FSUngategw oomodo.com 127.0.0.1 334 too many hops, this message i lcoping (#3.4.6)
% | 06.02.2015 Od:09:23 anonymeous @aurgatsgw comedo.cam 127.0.0.1 250 O 1423188563 queuepid FE11T
o 06.02.2015 04:02: 18 BRGNYmcU s Paurgategw. camedo.com 127.0.0.1 431 temparary failure whils proosssing your mail, plaszs try sgain
L 06.02.2015 04, 02:43 anony mous Fsurgategw. comoda.com 127.0.0.1 230 O 1423186135 quavepid 3I6E3Z
- 06022015 03:55:07 ansAy Mol Baurgategm camads.cam 127.0.0.1 451 tamparary failure whils grecassing yaur mail, pleaies by again
& | 08.02.2015 038456 anenymousBaurgategw.comedo.com|  127.0.0.1 250 OX 1423107656 queuspid 34813
L 06,02.2015 03 3444 anony mousFsurgategw, comodo.com 127.0.0.1 230 O 1423187664 quevepid 34803
06022015 03:31:16 Ry s Baurgetegwoamedo.cam Sesry, | coulda't find any haat by that name. [24.1.2]
06.02.2015 9363 :03 ancoymous @aurgetegw.comoda.com 137.0.0.1 431 temparary fmilure whils proceseing your mail, plesse try sgain
i 06.02.2015 0F1 34124 anonymousdsurgategw.comado.com  127.0.0.1 431 temporary Failure white processing your mail. please try again
L 0B8.02.2015 0Z: 58:13 P T P T o TR T LE T T T T 127.0.0.1 250 0% 1423184053 quauapid T1653

Page1 [65 25 = ReCords per pape Hext | Lost

Delivery Logs Report — Table of Column Descriptions

Column Header Description

Result Indicates the status of the mail processed by mail server. The tool tip on hovering the

mouse cursor over an icon displays the action.
“7 - Success: Indicates the mail has been successfully delivered to the recipient.

3 . permanent Error: Indicates the mail server failed to deliver the mail to the recipient.
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“ - Temporary: Indicates it is temporary error and the server will try again to deliver.
Received Date and time of email received by KoruMail
Sender Domain details of the email sender
Recipient(s) Domain details of the recipient(s)
IP The details of the recipient's IP address
Details Provides details such as the message ID and reasons for permanent and temporary error

At the top and bottom of the screen, you have the option to set the number of records to be displayed per page.

To configure the number of records to be displayed per page
+  Click the 'Records per page' drop-down

Page1 /65 25 ecords per page | Next Last

20
10.100.129.54 250 ok 1424260762 gp 2] 100

100.129.54 250 ok 1424260537 gp 23250

mail.surmail.com

mail.surmail.com

+  Select the number of records per page to be displayed from the options.
- Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate to the respective pages.
Search Options

You can search for a particular record or records in the report by using simple or advanced search feature. This is
similar to the search option explained in the 'Mail Logs' section.

104  SMTP-AUTH Logs Report

The 'SMTP-AUTH Logs Report' contains logs of every SMTP client log-in that required authentication.
+  Click reports then 'SMTP-AUTH Logs' to open the interface.
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- m
-
B KoruMail
. —_—
L
Dhate From i |
& User Managameni :II
Date To ;,i
¢ System
Resul -Choose- |
¥ SMTP
Search Chaar
+ Modules
o, 1038 100 . Peco "
+ Profie Manag g | {138 100 Fuw e par page Rl Laal
- Reports HL
13.11.2016 21:39:09 121.78.122.172 bl infa FAILED
Mad Logs 13102016 21 38:50 12178122172 & rmichael FAILED
SMTP Quaus 13.11,2016 21:38:41 121,78,122,172 B il FAILED
Detvery Logs 13.11.2016 21:33:02 131.7E.122.172 - robert FAILED
131120016 21:37:33 121.78.122.172 s customars FRILED
Summan Renons 13.11.2016 21:37:14 121,78.132,172 » Fryeg) FAILELD:
Domaln Repors 13.11.2016 21:36:45 121.7E8.122.172 - arder FAILEDY
ANachment Verdid Repons 13.11.2016 21:36:26 121.78.122.172 . nEwslstsr RILED
13.11.2016 21:35:08 121.78.122.172 il poEtrmastar FAILED
» (Quaranting & Archiva 13.11.2016 21:35:53 121.7E.122.172 £ postgres FAILED
13.11.2016 21:35:50 121.78.132.172 . smtp RILED
13.11.2016 21:35:31 121.76.122.172 - Bp&m FAILED
13.11.2016 21:35:12 121.78.122.172 - Justin FAILED
13.11.2016 21:34:43 121.7B.122.172 admin FRILED
13.11,2016 21:34:35 121,78.122.172 B fax FAILED
13.11.2016 21:34: 16 121.78.122.172 - PHEAE FAILED:
13.11.2016 21:14:05 TO.73.71.1E4 i administratar FAILED
13,11.2016 13:22:58 37.59.241.228 il Quest FAILED

SMTP-AUTH Logs Report — Table of Column Descriptions

Column Header Description

Result Indicates the status of the mail processed by SMTP mail server.
Success : Indicates that the SMTP client has logged in successfully
Failed: Indicates that the SMTP client login has failed

User The name of the SMTP mail client
IP The IP address of the SMTP mail client
Date The date and time of the log in event

The 'Search' options allows you to search for a particular record or records based on the 'User', 'IP', 'Date From',
'Date To' or 'Result' of the authentication of SMTP client log-in.

SMTP-AUTH Logs

User [

P ||
Date From | m)
DateTo [ |
Result

Search Clear
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- To search for records based on the entries under 'User', 'IP', 'Date From', 'Date To' or 'Result', enter the text
or number fully or partially in the field and click the 'Search' button

«  To refresh search, click 'Clear'.

10.5  Summary Reports

The 'Summary Reports' screen in KoruMail provides a comprehensive report of filtering results of mails for all
domains that are enrolled. The summary report is available as pie chart, bar chart and table formats. The tabs at the
top of the interface allows to view and download the reports in graphical or table format. The upper portion of the
screen displays the report in pie chart format and is available for hourly, daily, weekly, monthly, yearly and full from
the time of installation. The lower portion displays the results in bar chart format and is available on hourly, monthly
and yearly basis.

«  To open the 'Summary Reports' interface, click 'Reports' and then click 'Summary Reports'

Summary Reports =3

== ]
[ T T T T T = I

Feb 15, 2015 - Feb 19, 2015

LS - ]

HEADER FLTER = §
L

e, TBLALELET = 14
i

AN = §l
[ELCT < AR
iy ERTABALY P - 3 ok
SPAM
| RIUAY EERCR - 2
! Tt & VIFLS
| |ager e & HEADER FILTER
: i & BLACKLET
PRI IJIFII.L'LI." & CERTAINLY SFAM
Y REL&F ERROR
W 5FF REIECT

@ PHEHING DETECTED

Mail distnbution progress

Total
©=

i
B
18 19 20 21 22 2?3 24 25 26 27 I8

05 OF OB 0% 10 I1 12 13 E4 15 16 17
February, 2015 }-
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You can view and download the reports in graphical as well as in table format.
+  Graphical Representation
+  Table Representation

To view and download the report in graphical format
«  Click the 'Mail Distribution' tab at the top

The results in pie chart format at the top and bar chart format at the bottom will be displayed.
- To view the results for a particular period, click the relevant tabs at the top.

Pie Chart

d This hour | Today I This week T This month T This year

Jan 1, 2015 - Feb 19, 2015

SPAM = &1 . HEADER FILTER = B
3 : 18

+  Click the desired period for which you want to view and download the report. The available periods are
hourly, daily, weekly, monthly, yearly and from the time of KoruMail installation.

T T T T T

Feb 1, 2015 - Feb 19, 2015

SIF RENCT = 3
1%

CIRTABLY S0 = 4 PSR I-i.-tﬁ-llc'w
(1L} -

TEPCRARY ERROR |
=1
115

BLACKLET = L4 -
e '

@ OK
SPAM
@ HEADER FILTER

-
PROMSOTIONAL EMAL
ad

HEADER FLTER = &) )
{30

., e ® BLACKLIST
| omiRted & TEMPORARY ERROR
® CERTAINLY SPAM
® 5FF REIECT
& PHISHING DETECTED
® PROMOTIONAL EMAIL
OTHERS

AN = EL [
e

b

The different segments of the pie chart provides the details of the filtering results for the selected period such as
mails categorized as spam, phishing, blacklisted and so on.

«  To download the pie chart results, click the PDF icon }'
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Opening this-month-slices.pdf |- 23 |

You have chosen to open:
FL! this-month-slices.pdf

which is: Adobe Acrobat Docurment
from: hittp://10.100.129.31:8080

What should Firefox do with this file? i
(70 Openwith | Adobe Reader (default) - B
i@ : Save File L

[ Do this automatically for files like this from now on.

| ok || cancel

+  Click 'OK' to download the report in PDF format.

Bar Chart

+  Click the desired period for which you want to view and download the report in bar chart format. The
available periods are daily, monthly and yearly.

Mail distribution progress

This month T This year

The report for the selected period will be displayed.
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Mail distribution pr

This month This year

450
4000 415
350
0 -
E
2 250
200
&1
150
- 137
100
500 -
o LT T ST T T T T T T
jan Fab Mar Apr M ay Jun Jui A1 Sep [#74] Mo Dac

2015 .S

The Y-axis displays the number of mails and X-axis displays the hours/days/months for the selected period.

«  To download the bar chart results, click the PDF icon }'

F B
Opening this-year.pdf ﬁ
You have chosen to open:

'EL'] this-year.pdf
which is: Adobe Acrobat Docurment
from: http://10.100.129.31:8080

What should Firefox do with this file?

") Openwith |Adobe Reader (default) -

i@ i Save File

[] Do this autematically for files like this from now on.

| ok || Ccancel

L — T S— S— v—— Se—— —— )

+  Click 'OK' to download the report in PDF format.

To view and download the report in table format
+  Click the 'Tables' tab at the top of the 'Summary Reports' screen.
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[ This hour I Today T This week T This month T This year ] All T Custom Reports

Refrest

The report in table format is available for the periods hourly, daily, weekly, monthly, yearly and from the time of
KoruMail installation. You can also define a period and generate a custom report.

«  Click the desired period for which you want to view and download the report in table format.

Summary Reports
[ This hour I Today I This Wik ] This mganth I This yaar ] AR I Custom Reports —

Refreah

A Bl
DO Counk G Parcent(%)

oK 4.5
PHISHING 22.1
SPaM

BLIST
HEADER

CSPAM

oo m
[
= o

15.5
4.5
2.7
1.6
1.3

0.10

FROMOTIONAL
THMP ERR
SPF
RLY ERR
OoTH

o.10

0.6

MM W W e e

0.6

The report for the selected period will be displayed. The first column indicates the categorization of mails, the second
column displays the number for each category and the third column provides the results in percentage for each
category.

«  To download the report in PDF format, click the PDF icon ’b'
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I You have chosen to open:

L KoruMail Monthly Chart Report.pdf

which is: Adobe Acrobat Document (4.3 KB)
from: hittp://10.100.129.31:8080

What should Firefox do with this file?

70 Openwith | Adobe Reader (default)

i@ i Save File

[ Do this automatically for files like this from now on.

Ok l ’ Cancel

+  Click 'OK' to download the report in PDF format.

+  To download the report in XLS (spreadsheet) format, click the XLS icon

-

-

Opening KorubMail Monthly Report.xls

[t

I You have chosen to open:

‘& KoruMail Monthly Report.xls

which is: Microsoft Excel 97-2003 Worksheet
from: http://10.100.129.31:8080

What should Firefox do with this file?

70 Openwith | OpenCffice.org Calc (default)

i@ i Save File

[ Do this automatically for files like this from now on.

Ok l ’ Cancel

+  Click 'OK' to download the reportin XLS format.

To generate a custom report in table format
+  Click the 'Custom Reports' tab at the top
The fields to select the 'From' and 'To" period will be displayed.
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Summary Reports
I This hour l Today ] This ik ] This mamnth I This year I All ] Custom Raporns —

Show records between selected dates

T

M B
o e e

There are no available records.

Click on the fields or calendar icon and select the period from the calendar.

Summary Reports

[ Mail distribution T Tables

| This hour | Today | This week T This month T This year | All

Show records between selected dates

| Show

February, 205 > :-:-

Sun Mon Tue Wed Thu Fri Sat
1 2 3 4 5| 6 T

15 | 16 | 17 1Bm20 )
vailable records.

6

T B 9 (1311|1213
&

9 23|24 | 25 | 26 | 2T | 28

[ =]
[

Today

+  Click the 'Show' button after selecting the custom period.
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T T T T To T

Show records between selected dates

2015-01-01 @ 20150218 [@  show
Y
»
o oo Pement%)

0K 552 63.7
PHISHING 143 17.8
SPAM 61 7.7
BLIST 14 1.7

=] HEADER B 1
CSPAM 7 0.9
PROMOTIONAL i 0.5
RLY ERR 4 0.5
sPF 3 0.4
TMP ERR 3 0.4
OTH & 0.5

The report for the selected custom period will be displayed. The first column indicates the categorization of mails, the
second column displays the number for each category and the third column provides the results in percentage for
each category.

+  To download the custom report in PDF format, click the PDF icon ’ts' and click 'OK" in the download
dialogue to save the report.

Ty
+  To download the custom report in XLS (spreadsheet) format, click the XLS icon —— and click 'OK" in the
download dialogue to save the report.
+  To clear the custom period, click on the period fields or calendar icon and click the 'Clean’ button.
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[ This hour1 Today T This week I This month

Show records between selected dates

2015-01-01| 2015-02-19

Sun Mon Tue Wed Thu Fri Sat|

| 1|28 293031 2|3
l2|a|s|6|[7]8]|a]w '
3 1 (12|13 14| 15| 16 | 17 --f-[
418192021 22|23 2 L;
5 25 (26| 27 | 28| 20 | 30 | 3 1;
|61 2/3|4|5|6|7 .
201 5-u1-u1 Today | _e
CSPAM 7
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10.6  Domain Reports

The 'Domain Reports' interface contains detailed statistics and graphs about your monitored domains.
«  To open the interface, click 'Reports' on the left then click 'Domains Reports'":

|
Wy COMODO : Domain Re ports m
t‘( Korumail Select a domain name: | mad_po:atmanlic. nat v Gt reports!

+ Usar Managameant
Sy=l
e CIETSp T e——

¥ SMTP
mail.postmanilc.net (Nov 1, 2016 - Nov 14, 2016)

v Modules

CRETANMLY 524 - o
+ - Profie Management wes =1

TRIRIEATY SEROE R
= Heports o m:n::-::,u;c sy

wAuE- 4 ard

Mad Logs Lnio 4 I

FRODAELE 5038 - 10 =11
SMTF Queue = BFAR
Detwery Logs s | FROSAALE 5741

SWTP-ALITH Logs

Summary Reparls

# VIRLE a7
& TEWPIRARY ESROR
& CERTAIHLY 8PAK
& PROMDTIOHAL EMAL

Allachment Yerdod Reports

v Quaranting & Archive

Mail diiribiatios progress

This micnlh This yaod Custom Roparls

mail.postmanllc. net

e o - o+ e - B T B
28 iR RO P

Novemirer, 2018

You can change the domain shown in the charts by using the drop-down menu at the top of the interface.
You can view and download the reports in graphical or table format.

+  Graphical Representation

+  Table Representation

Graphical Representation
Mail Distribution:

The 'Mail Distribution' chart categorizes mails sent/received on the specified domain according to mail category.
Categories include 'OK', 'Spam', 'Probable Spam', 'Virus' etc. Use the tabs above the chart to change the time-period
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covered by the chart. Choices include Today', This Week', 'This Month', ‘This Year' and 'All Time'.

Mail Distribution Progress:

The 'Mail Distribution Progress' bar chart shows how many mails of each category were sent/received on each day.
over a period of a month or a year.

«  To export the report to PDF, click the PDF icon “"b' at the bottom-right of either of the two-chart types:

Opening KoruMail Monthly Chart Report.pdf =4

You have chosen to open:

= KoruMail Monthly Chart Report.pdf

which is: PDF file (3.6 KB)
from: https://46.101.204.3%:8443

What should Firefox do with this file?

] Open with | TWINUI (default) W

(@) Save File

[] Do this automatically for files like this from now on.

QK Cancel

Tables:

The Tables' report displays the number of mails sent/received in each every mail category. The bar graph displays
‘Count' on the x-axis against the category of mails on the y-axis.

Domain Reports m

Salect & domain name. | mailposimanicnel | - Gel reports!

e ——————————————
BEaEmEmne—

Refresh
A =
Nov 1, 2016 - Nov 14, 2016
oK 112 42,6
o
PROMOTIONAL 52 19.8
2 SPAM 43 16.3
=
§ CERAM 35 13.3
50
PSPAM 11 4.2
25 THP ERR. 3 2.3
o | SR W i o s ‘ &
K P& SPAK CEPAM PSPAM T VIR S
B OK W PROMOTIONAL B SPAM - CSFAM M PSFAM & TMP ERA ® VIRUS
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To generate a custom report in table format
«  Click the 'Custom Reports' tab at the top
The fields to select the 'From' and 'To" period will be displayed.

Domain Reports

Select a domain name:; | mail. postmaniic.net e | Get reports!

{ Mail distribution T Tables

[ Today T This week T This month T This year T All T Custom F

Show records between selected dates

| |[@ | (@  show

November, 2016 > »»!

Sun Mon Tue Wed Thu Fri Sat
45 1 30 | A 1 2 3| 4 5

46 3

47 3“15 16 | 17 | 18 | 15

Fl| 89|10 11|12
48 | 20| 21 | X2 | 23 | 24 | 25| 26

49 | 27 | 28 | 29 | 30
a0 | 4

Today

8 05

+  Click on the fields or calendar icon and select the period from the calendar.
+  Click the 'Show' button after selecting the custom period.
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Domain Reports m

Salect & doman name. | mailpostmanic.el | - Gel reports!

L —————————————————————————
BEaEmEmneE—

Refresh
A=
Nov 1, 2016 - Nov 14, 2016
oK 112 42.6
o
PROMOTIONAL 52 19.8
# SPAM a3 16.3
=
§ CERAM 35 13.3
50
PSPAM 11 4.2
25 TMP ERR. 3 2.3
VIRUS 4 1.5
0.l ' 1.4 o
aK PR SPAM  CEPAM PSPAM T VIR S
B OK W PROMOTIONAL B SPAM - CSFAM M PSFAM & TMP ERA ® VIRUS

The report for the selected custom period will be displayed. The first column indicates the categorization of mails, the

second column displays the number for each category and the third column provides the results in percentage for
each category.

+  To download the custom report in PDF format, click the PDF icon }' and click 'OK" in the download
dialogue to save the report.

T,
|
+  To download the custom report in XLS (spreadsheet) format, click the XLS icon —— and click 'OK" in the
download dialogue to save the report.

«  To clear the custom period, click on the period fields or calendar icon and click the 'Clean' button.
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[ This huur1 Today T This week I This month
Show records between selected dates

2015-01-01| 2015-02-19

< < January, 2015

Sun Mon Tue Wed Thu Fri Sat

1|28 29|30 31 2|3

2|4 |5|6|7|8|9]|10

3|11 [12]|13 14| 15|16 | 17 -1
4 18|19|20| 21| 22| 23| 24 L;
5 |25|26| 27| 28|29 30| 31 :J
6|1 |2[3|4|5|868]|7 .

2015-01-01 Today _s

CSPAM

10.7  Attachment Verdict Reports

The 'Attachment Verdict Reports' interface contains all the email attachment files for which Korumail has returned a
verdict and the corresponding actions taken.

«  To open the interface, click 'Reports' on the left then click 'Attachment Verdict Reports'.

Attachment Verdict Reports

| Search Clear

O Fiename ) Subect ) Sender @ RPecipient(s)

Pagefl |11 10~ |Records per page

Received | Sender Recipient(s) File Hame

Attachment Verdict Report — Table of Column Descriptions

Column Header Description
Received Date and time of email received by KoruMail.
Subject Content in the 'Subject' line of the mails containing attachment.
Sender Domain details of the email sender.
Recipient(s) Domain details of the recipient(s).
File Name Name of the file that is given a verdict.
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‘ Action ‘ Action taken for verdict given.

To configure the number of records to be displayed per page
+  Click the 'Records per page' drop-down

F‘ageh |.I' 1| 10 |v |Reu:nrd5 per page

- File Hame
25

Pag 11|50 ecords per page
100

A

«  Select the number of records per page to be displayed from the options. The default is 10.
+  Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate through the report.

The 'Search' options allows you to search for a particular record or records based on the 'Filename', 'Subject’,
'Sender' or 'Recipient(s)' of the file with verdict.

- To search for records based on the entries under 'Filename', 'Subject', 'Sender' or 'Recipient(s)' of the file
with verdict reports, click any one of the radio buttons and enter the text or number fully or partially in the
text field and then click the 'Search' button

- To refresh search, click 'Clear'.

11 Quarantine & Archive

The 'Quarantine & Archive' sections allows administrators to configure the number of days that logs and archived
files should be retained in KoruMail. Details of '‘Quarantine Logs' and 'Archived Mails' can also be viewed, category
changed and records exported to a CSV file.

~ Quarantine & Archive Settings

R coMODo
B KoruMail (=T

E-mail Logs Deleted Time (masto 729 days) * | Bl

» User Managemant

» System Attachment Vardict System record remove intenal B ]
{Max 720 days) *
» SMTP
Quarantine remove interval (ma. 30 days)* |
¢ Modules
Quarantine Webmail authenticabon type [Local DB~
» Profile Management
Save
» Reporis

= CQuaranting & Archive
Copyright® 2006-2016 Comodo Group, Inc. Al rights reserved.
KoruMai name and logo ara frademaris of Comede Group, Inc.
Quarantine & Archive Sellings Raleasa: £.4.3 04cf1aa

Quarantine Logs

Archived Mails

Click the following links for more details:

«  Quarantine & Archive Settings
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+  Quarantine Logs
«  Archived Mails

111 Quarantine & Archive Settings

The 'Quarantine & Archive Settings' interface allows administrators to set the period to retain 'Mail Logs', 'Archived
Mails' and 'Quarantine Logs' in KoruMail. You can also set the method of user authentication for accessing their
quarantined email at 'Quarantine Webmail' interface. Admins can also create a mail template that is sent to users as
notification to access their quarantined mails.

«  To open the interface, click '‘Quarantine & Archive' and then click 'Quarantine & Archive Settings'
i - = 5 Logout
Quarantine & Archive Settings il

g cCOMODO
B KoruMail (Trmrr I

E-mail Logs Deleled Time {max fo 720 days) * | [0

» User Management

» System Attachment Verdict System record remove Intenval |
Max 720 gzye) s B0 |
r SMTP
Quaranting remove interval (max. 30 days)* |
» Modules

Cuarantineg Webmaill authenticaton ype | |LocalDB -

+ Profile Management
Save

» Reports

= CQuaranting & Archive
Copyright® 2008-2016 Comodo Group, inc. Al rights reserved.
KoruMai name and logo are trademaris of Comede Group, Inc.
Quarantine & Archive Setlings Ralesza: £.4.3 04cflaa

Quarantine Logs

Archived Mails

Click the following links for more details:
+  Quarantine & Archive General Settings
- Email Reports Settings

11.1.1 Quarantine & Archive General Settings

The 'General' tab in '‘Quarantine & Archive Settings' allows administrators to set the period to retain 'Mail Logs',
‘Archived Mails' and 'Quarantine Logs' in KoruMail. Admins also can set the method of user authentication for users
that access their quarantined emails at '‘Quarantined Webmail' interface.

«  To open the interface, click the 'General' tab in the 'Quarantine & Archive' screen
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Quarantine & Archive Settings

L —

E-mail Logs Deleted Time [max to 720 days) * | B0

Archive remove interval (mad 720 days) * |3

Attachment Yerdict System record remave interval 0
{Max 720 days) *

Quarantine remove inlenval (ma. 30 days) * |3

Quaranting Webmaill authentication type |Local DB -

Save

Quarantine & Archive General Settings - Table of Parameters

Parameter Description

E-mail Logs Deleted Time | Enter the number of days for which the email logs will be retained. The maximum
period is 729 days. Refer to the section 'Mail Logs Report' for more details.

Archive remove interval | Enter the number of days for which the archived mail records will be retained. The
maximum period is 729 days. Refer to the section ‘Archived Mails' for more details.

Attachment Verdict Enter the number of days for which the Attachment verdict records will be retained. The

System record remove maximum period is 729 days. Refer to section 'Attachment Verdict System' for more

Interval details.

Quarantine remove Enter the number of days after which the '‘Quarantined Logs' will be removed. The

interval maximum period that can be set is 30 days. Refer to the section 'Quarantine Logs' for
more details.

Quarantine Webmail Select the user authentication type from the option for users that access the Webmail

authentication type interface to check their quarantined mails.

+  Click the 'Save' button to apply your changes.

11.1.2 Email Reports Settings

KoruMail allow users to access their quarantined emails via a separate web based quarantine page that contains all
their quarantined messages. The 'Email Report' section allows administrators to configure the URL of the
'Quarantine Webmail' page, the email notification subject line, from address, mail message template and the days
and time the email should be sent to users. Please note the users should be added in 'Quarantine Webmail Users'
and password set for them to access the '‘Quarantine Webmail' page. The 'Send daily quarantine report to recipients
check box should also be enabled in the 'Archive And Quarantine' tab of the profile that is applied to the users.

+  To open the 'E-mail Reports' interface, click the 'E-mail Reports' tab in the '‘Quarantine & Archive' screen.
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Quarantine & Archive Settings

Mail Subject E-mail Quarantine Reps

Mail From = surgate@surgategw.co
Base URL  hitpJfsurgatagw.comod

K'DOCTYPE HTML PUBLIC “-/W3CHDTD HTML 4.01 Transitional/EN" -
“hitp e w3 orgi TRMtMIAA0 05 e >
<himi
<head>
<meta hitp-egquiv="Content-Type" content="textitmi; charget=UTF-8" /=
<style=
body | font-family: Arial, Helvetica, sans-serif; }
a{fext-decoration: none;
h1 { font-size: 100%: }
Jmail { font-weight: bold; }
Mail Template #iist thead { background-color. #BAAEAB; color #EFFFFF; )
#listirodd { background-color: 8FFFFFF; )
#list reven { background-color SEEEEEE, §
#ooter { font-size: 11px text-align: center, }

]

=jstylex

<head»

=hiidy=

Mgr\p\‘a{pfa =gpan dass="mail™=Fmail}=/span=, ¥
=p=Karantinadaki im e-pestalannizin hulundigu web tabanh karanling

[+ ' [ S o [ [

Days To Send "r-iﬂl'l day -;i:l.I‘EE- day IE"-"E dnesday .;i:l'IL.lrSljﬂ'f Fl'l day ué-aturda:. é‘urﬂiﬁf

00:00 -
01:00
03:00
04:00
05:00
0&:00
07.00
0&:00
09:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00
17:00
18:00
19:00
20:00
21:00
22:00

Send Hour

Save Defaults Preview

Quarantine & Archive — E-mail Reports Settings - Table of Parameters

Parameter Description
Mail Subject Enter the subject line for the automated email report
Mail From Enter the address from which the email reports will be sent
Base URL Enter URL of 'Quarantine Webmail' page that users should access to view their
quarantined emails
Mail Template The message body of the mail.
Days to Send Select the day(s) to send the email notifications
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Send Hour Select the hour of the day to send the email notifications for the selected days.

+  Click the 'Default’ button to restore the settings to default values.
+  Click the 'Preview' button to view the mail that will be sent to users

Quarantine Mail Preview

Merhaba user@domain.com,

Karantinadaki tim e-postalarinizin bulundudu web tabanl karantina sayfaniza ulagmak igin buraya tiklaymniz.
Helle user@domain.com,

Click here to access the web based quarantine page which contains veur all guarantine messages.
Release / B7rakFri, Feb 27 10:41 EET 2015u=seri@domain.comPreview subjectCERTAINLY SPAN

Release / B7rakFri, Feb 27 10:41 EET 2015u=seri@domain.comSecond subject CERTAINLY SPAN

KoruMail Messaging Gateway

Recipient Send

Close

« To test if the mails are delivered successfully, enter the user's email address in the ‘Recipient' field and
click the 'Send' button

«  Click the 'Close' button to return to the 'E-mail Reports' interface.
«  Click the 'Save' button to apply your changes.

11.2  Quarantine Logs

The 'Quarantine Logs' interface displays the log records of all quarantined mails. The number of days the logs are
stored depends on the settings configured in the 'Quarantine & Archive General Settings' screen. The interface
allows administrators to take actions such as to delete, mark as not spam and more.

«  Toopen the interface, click 'Quarantine & Archive' then 'Quarantine Logs'
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Quarantine Logs - Table of Column Descriptions

Column Header Description

Icon Indicates the status of action for the mail applied by KoruMail after the filtering process.
Placing your mouse cursor over an icon will show a description of the action.

“ - Relayed: Indicates the mail has successfully passed the filtering process and user
verified.

@. Rejected: Indicates the mail is rejected by KoruMail after the filtering process and
reject message sent to the sender mail server.

& - Discarded: Indicates the mail is quarantined

Subject The content in the 'Subject' line of the mails

Result The result for a mail after the filtering process.

Received Date and time of email received by KoruMail

Sender Domain details of the email sender

Recipient(s) Domain details of the recipient(s)

IP The IP address of the system from where the mail was sent.

Details Provides the reasons why a mail is quarantined and spam score if it is marked as spam.

At the top and bottom of the screen, you have the option to set the number of records to be displayed per page and
take desired actions such as delete, mark as not spam and so on.

To configure the number of records to be displayed per page
+  Click the 'Records per page' drop-down
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+  Select the number of records per page to be displayed from the options.
- Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate to the respective pages.

To act on log entries
+  Click the 'Actions' drop-down

Quarantine Logs

D Subject D Sender D Recipients
e
Actions ~|) Dot
Actions
I Delete
Mark A=z Not Spam
Mark As Spam

Resend message(s) to the recipient(s)
NOT SPAM + resend to the recipient(s)
Download =elected entries

Save As CSV

[TT%# [ sPAM]Ifailure notice SPAM

....... W | [ spAM]failure notice SPAM
SPAM Jfailure notice SPAM

+  Select the desired action from the drop-down and click the 'Do’ button

Search Options

You can search for a particular record or records in the quarantine log by using simple or advanced search feature.
+  Simple Search
+  Advanced Search

Simple Search

The simple search options allows you to search for a particular record or records based on 'Subject’, 'Sender’,
'Recipients' and / or 'IP" details only.
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Quarantine Logs

Search Clear Advanced search
[ subject ] sender ] Recipients O e

Actions - Dol

«  To search for records based on the entries under 'Subject’, 'Sender', 'Recipients' and / or 'IP' columns, enter
the text or number fully or partially in the field and click the 'Search' button

+  To search for records based on the entries under a particular column or columns, select the respective
check boxes, enter the text or number fully or partially in the field and click the the 'Search' button. For
example, if you want to search for a particular record for sender and recipients, select the 'Sender' and
'Recipients' check boxes, enter the text fully or partially in the field and click the 'Search' button.

Advanced Search
The 'Advanced Search' option allows you a more granular search by including rules and filters.

+  Click the 'Advanced Search' link at the top of the screen.

Quarantine Logs

Search Clear [ Advanced search
[ subject ] sender "] Recipients O w

-~ Dol Page1

Artinne

The 'Advanced Search' option will be displayed.

Quarantine Logs

Search Clear Advanced search
] subject ] senger ] Recipients ] e

Subject ~ COMTAINS - +

Search Clear

The first drop-down contains the column headers that can be selected for an advanced search.
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Quarantine Logs

Search Clear
] subject ] sender ] Recipients e

Subject |~|conTAINg +

From Address
To Address
Remaote IP
Action
Result
Received

Sedarch Cle

mm

':i_:i: I:l' bisen Ii:_l' PHISHIMNG 27.02.20

#

15

45:59

The second column contains the condition for a search, which depends on the item selected in the first column and
text/number entered or options selected in the third column.

Quarantine Logs

Search Clear Adve

[ subject ] sender | Recipients e

Subject v CONTAINS = +
EQUALS
MOTEQUALS Search Clear
MNOTCONTAINS

Actions - D!

The third column allows you to enter the text/number or select from the options depending on the selection in the first
column. For example, choosing 'Subject’, 'From Address' or 'Remote IP' allows you to enter the text in the third
column

Quarantine Logs

Search Clear | Advan
] subject ] sender | Recipients e

Subject * COMTAINS » |mportant +

Search Cle

If you select 'Action’ or 'Result' in the first column, then further options can be selected from the third column.
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Quarantine Logs

Search Clear Adv

] subject ] sender ] Recipients e
Action ~ EQUALS ~ DELAYED |=| y
AND - Received - EQUALS + DISCARDED +
PASSED
REIECTED Search Clear

If you select 'Received' in the first column, then you can enter a date or select from the calendar.

Quarantine Logs

Search Cle
[ subject ] sender ] recipients e

Received ~ EQLUALS -

Sun Mon Tue Wed Thu Fri Sat

10 1“3 4 5| 6 T
Actions
8 O

1 M| 1|12 13 | 14

-l g 12 15|16 | 17 | 18 | 19 | 20 | 21 ‘
‘| bizeyler biseyler cagan

. 13 | 22|23 | 24 | 25| 26 | 27 | 28

sayier tags
14 | 29 | 30 | 31
| 15
Today
" . . ., .
You can add more filters by clicking for narrowing down your search.
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Quarantine Logs

Search Clear Advanced sea
] subject ] sender ] Recipients O e

Subject ~ ECILIALS - important
AMDO - From Address - MOTEQUALS -

OR - ToAddress EQILALS -

4

AMD - Remote IP ~ COMTAINS -

OR -~ Action - EQUALS ~ DELAYED <
AND w» Result + EQUALS *  ANTISPOOFING REJECT =
AND | = | Received + EQUALS - +
oOR Search Clear
Actions - D!
You can remove a filter by clicking the ~ button beside it.

You can create a filter rule by selecting 'AND' or 'OR' option beside each of the added filter.
+  Click the 'Clear' button to remove the advanced search rules.
+  Click the 'Search’ button to start the search per the filter rule.
The items will be searched for in the ascending order and results displayed.
«  Toremove the advanced search field, click the 'Advanced search' link again.
Administrators can filter results on monthly basis. The filters available are 'Last Month', 'Last 2 Months', 'Last 3
Months', 'Last 6 Months' and All Times.

- To view the results of the last month, click the 'Last Month' radio button.

® LastMonth ) Last2 Monthe () Last3Monthe () Lasts Monthe () AllTimes

Details of a Log Entry

+  Clicking anywhere on the row of a log record will display the details of the quarantined mail log.
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RFC2822 Sender
RFC2822 Recipient]s)

Mail Logs ]
Received 27.02.2015 11:55:38
Queus ID T3E05-1425030922-TE1T73
Meszssage ID 0150227065522 TE604 surgate@surgategw. comodo.com
Action [X]
Resull PHISHNG DETECTED
Score -10.0
Sender surgateisurgategw an office.comodo.net  Add Email in Black List
Recipient{s) fiatlienai@gmad.com

surpate@surgategw.an.office comodo.net

fiatlena@gmai.com

Subject Surgate Dip Notify
P 127001 AddBlacklist - W
Location
Size 487
Matched Profile Default incoming Profile (defined by user: admin})
Details Wail is a phishing attack according 1o Surgate Phishing Moduls
B il Hn
Downlpad  Forward Resend Resend as attachment Spam Close

The details screen allows you to mark the mail log as 'Spam' or 'Not spam' depending the mail category. You can
also add the sender, sending domain and IP to blacklist or whitelist, forward, resend and resend as attachment.

«  To mark an email as 'Spam' or 'Not spam’, click the relevant button at the bottom of the screen.
The changes will be saved and mails from the sender will be applied the new settings by KoruMail.
+  To forward the mail, click the 'Forward' button, enter the mail ID in the 'Email Forward' dialog and click the

'Send' button.

E-rnail :

Send Close

+  Click the 'Resend' button to send the mail again.

+  Click the 'Resend as attachment' button to send the mail as an attachment.

+  To save the log record to your computer, click the 'Download' link and save the mail record.
+  To add the sender or domain to blacklist/whitelist, click the drop-down in the 'Sender" row.
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Score 136.0
.

Sender vetest!@ve comodo.local  Add Email In Black List gj [3'

Add Email In Black List
Recipient(s) vetestl@ve comodo.local | Add Email In White List
RFC2822 Sender gmanecis@tcco.com iﬂg ggm::g :2 El':,:ﬁ; titt
RFC2822 Recipient(s) vetestl@ve comodo.local
Subject Laguna
P 10.100.132.32 Add Black List - |

+  Select the category from the options that you want to add the email and click the k] button beside it.

__Save Close

- Enter the reason for changing the category and click the 'Save' button.
The changes will be saved and mails from the sender will be applied the new settings by KoruMail.
+  To add the originating IP to blacklist/whitelist, click the drop-down in the 'IP' row.

Subject Laguna
1P 10.100.132.32  Add White List{(+ ) [
Add Black List
Location Add White List
Size 1586
Matched Profile Default Incoming Profile (defined by user. admin}
Details

«  Select the category from the options that you want to add the IP and click the k] button beside it.

_ Save Close

«  Enter the reason for changing the category and click the 'Save' button.

The changes will be saved and mails from the IP will be applied the new settings by KoruMail.

You can view the previous or next record by click the '@ @ buttons at the top of a details screen.
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1.3  Archived Mails

The 'Archived Mails' interface displays the log records of all archived mails. The number of days the logs are stored
depends on the settings configured in the 'Quarantine & Archive General Settings' screen. The interface allows
administrators to take actions such as to delete, mark as spam, mark as not spam and more.

«  To open the 'Archived Mails' interface, click '‘Quarantine & Archive' then 'Archived Mails'

=y comono " Archived Mails =
B KoruMail _ ] e o st

& lzerBlansgemen
Sy

" S

» Mo
 PEkk Wil
® Remans

= Osarmyias & Srchivs

EEEEEEEERE

DRIV & AN SRR

ooooonoooonooooocoooocona
O O R e

Archived Mails - Table of Column Descriptions

Column Header Description

Icon Indicates the status of action for the mail applied by KoruMail after the filtering process.
Placing your mouse cursor over an icon will show a description of the action.

%7 _ Relayed: Indicates the mail has successfully passed the filtering process and user
verified.

@. Rejected: Indicates the mail is rejected by KoruMail after the filtering process and
reject message sent to the sender mail server.

3 _ Discarded: Indicates the mail is quarantined

Subject The content in the 'Subject' line of the mails

Result The result for a mail after the filtering process.

Received Date and time of email received by KoruMail

Sender Domain details of the email sender

Recipient(s) Domain details of the recipient(s)

IP The IP address of the system from where the mail was sent.

Details Provides the reasons why a mail is quarantined and spam score if it is marked as spam.

At the top and bottom of the screen, you have the option to set the number of records to be displayed per page and
take desired actions such as delete, mark as not spam and so on.

To configure the number of records to be displayed per page
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+  Click the 'Records per page' drop-down

Page e 25‘ w [@ecords per pa

10.100.145.58

a phishing

10.100.145.58 a phishing

10.100.132.32

+  Select the number of records per page to be displayed from the options.
«  Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate to the respective pages.

To act on log entries

+  Click the 'Actions' drop-down

Archived Mails

:| Subject |:| Sender |:| Recipients.

Actions

I Delete ;
Mark As Mot Spam o
Mark As Spam PHISHINC
Rezend message(s) to the recipient(s) PHISHIN
MOT SPAM + resend to the recipient(s) C oK
Download selected entries
Save As CSV c| ok

[T %# attachment test Ok

D & [everyone] Comodo: Mews You C| OK

| | %#| [everyone] Comodo: News You C

+  Select the desired action from the drop-down and click the 'Do’ button

Search Options

You can search for a particular record or records in the quarantine log by using simple or advanced search feature.
+  Simple Search
«  Advanced Search

Simple Search
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The simple search options allows you to search for a particular record or records based on 'Subject’, 'Sender’,
'Recipients' and / or 'IP" details only.

Archived Mails

Search Clear Advanced search
] subject [C] sender ] Recipients O e

Actions ~ Do Page1

«  To search for records based on the entries under 'Subject', 'Sender', 'Recipients' and / or 'IP' columns, enter
the text or number fully or partially in the field and click the 'Search' button

- To search for records based on the entries under a particular column or columns, select the respective
check boxes, enter the text or number fully or partially in the field and click the the 'Search' button. For
example, if you want to search for a particular record for sender and recipients, select the 'Sender' and
'Recipients' check boxes, enter the text fully or partially in the field and click the 'Search’ button.

Advanced Search
The 'Advanced Search' option allows you a more granular search by including rules and filters.

«  Click the 'Advanced Search' link at the top of the screen.

Archived Mails

Search Clear{ Advanced search
Ol e

Actions + Do Page1

D Subject |:| Sender |:| Recipients

The 'Advanced Search' option will be displayed.

Archived Mails

Search Clear Advanced search
] subject ] sender ] Recipients e

Subject ~ COMNTAINS - +

Search Clear

The first drop-down contains the column headers that can be selected for an advanced search.
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Archived Mails

|:| Subject |:| Sender |:| Recipients

Subject | = | CONTAINS -

From Address
To Address
Remote IP
Action
Result
Received

Subject

|:| %" | biseylar bisaylar PHIC

i - c .

The second column contains the condition for a search, which depends on the item selected in the first column and
text/number entered or options selected in the third column.

Archived Mails

Search
Subject ] sender ] Recipients [ e
Subject + CONTAINS |- +
EQUALS
NOTEQUALS Sea

FMOTCOMNTAINS
Actions - Do!

The third column allows you to enter the text/number or select from the options depending on the selection in the first
column. For example, choosing 'Subject', 'From Address' or 'Remote IP" allows you to enter the text in the third
column

Archived Mails

Search Clear | Advanced seal
] subject ] sender "] Recipients O e

Subject ~ CONTAINS ~ importan{ +

Search Clear
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If you select 'Action’ or 'Result' in the first column, then further options can be selected from the third column.

Archived Mails

Search Clear

[] subject ] sender ] Recipients O e
Action - EQUALS  ~ DELAYED |+ -
AND + Received v EQUALS ~ | DISCARDED +
PASSED
REJIECTED Search Clear

If you select 'Received' in the first column, then you can enter a date or select from the calendar.

Archived Mails

Search Ci
[ subject 7] sender ] Recipients El e

Received « EQLUALS -

Sun Mon Tue Wed Thu Fri Sat

10 1“3 2 5| 6 T
Actions
B 9

11 M| 1|12 13 | 14

D. SLiEE 12115 16| 17 | 18 | 19| 20 | 21 Il
S
8
5

| biseyler biseyler
13122 |1 23 | 24 (25| 26 | 27 | 28

biseyler iseyler

14 | 25 | 30 | 31 1 2 3 -
4 15 5 u r ] =) 10 11 E

You can add more filters by clicking T for narrowing down your search.
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Archived Mails

Search Clear Advanced search
] subject ] sender "] Recipients e

Subject * ECQUALS » important &

AMD - From Address EQUALS

1
1

OR ~ ToAddress ~ MNOTEQUALS

1

AND ~ RemotelP = EQUALS - :

AND ~ Action - EQUALS  ~ DELAYED ~ ;

AND ~ Result » EQUALS  ~ ANTISPOOFING REJECT = -

AND [+ | Received » EQUALS  + +
E Search Clear
Actions ~ Dol

Mail Logs

Search Clear Advanced search
7] subject "] sender "] Recipients Ol e

Subject

1

COMNTAING » |Important -
AMD » From Address - EQUALS - =
OR  » ToAddress * MNOTEQUALS - =

AMD - Remote P + MNOTCOMTAING - -

AMD - Action  EQUALS ~ DELAYED - =
AMD - Result ~ EQUALS *  ANTISPOOFING REJECT = -
AMD Received ~ EQUALS 18215 +

OR Search Clear

You can remove a filter by clickingthe ~ button beside it.

You can create a filter rule by selecting 'AND' or 'OR' option beside each of the added filter.
+  Click the 'Clear' button to remove the advanced search rules.
«  Click the 'Search’ button to start the search per the filter rule.

The items will be searched for in the ascending order and results displayed.

«  Toremove the advanced search field, click the 'Advanced search' link again.
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Administrators can filter results on monthly basis. The filters available are 'Last Month', 'Last 2 Months', 'Last 3
Months', 'Last 6 Months' and All Times.

- To view the results of the last month, click the 'Last Month' radio button.

® LastMonth ) Last?Monthe O Last3Monthe () Lasts Monthe O Al Times

Details of a Log Entry

+  Clicking anywhere on the row of a log record will display the details of the archived mail log.

Mail Logs %]

ol
Received 27.02.2015 18:43:03
Queue ID TSEA5-1425048182-561855
Meszsage ID S4F08221 . 2020806@ comodo. com
Action (X}
Result PHIEHNG DETECTED
Score oo
Sender vetest! @ve comodo local  Add Email In Black List - _‘
Recipient|s) vetest!@ve.comodo.local
RFC222 Sender esra.caglarcomodo.com
RFC2822 Recipient(s) velest@ve.comodo.local
Subject Newss
P 1010013232 Add BlackList ~ |
Location:
Size 1160
Matched Profile Default Incoming Profile (defined by user: admin)
Details Wail is. a phishing altack according to Surgate Phishing Moduls
B il 1Tl
Downiopd  Forward Resend Resend as attachment Spam Close

The details screen allows you to mark the mail log as 'Spam' or 'Not spam' depending the mail category. You can
also add the sender, sending domain and IP to blacklist or whitelist, forward, resend and resend as attachment.

«  Tomark an email as 'Spam' or 'Not spam’, click the relevant button at the bottom of the screen.
The changes will be saved and mails from the sender will be applied the new settings by KoruMail.

«  To forward the mail, click the 'Forward' button, enter the mail ID in the 'Email Forward' dialog and click the

'Send' button.

E-mail

Send Close
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+  Click the 'Resend' button to send the mail again.

+  Click the 'Resend as attachment' button to send the mail as an attachment.

«  To save the log record to your computer, click the 'Download' link and save the mail record.
+  To add the sender or domain to blacklist/whitelist, click the drop-down in the 'Sender' row.

Score 0.0
P

Sender vetestl@ve.comodo.local  Add Email In Black List Ij

Add Email In Black List
Recipient|{s) wvetesti@ve.comodo.local | add Email In White List

Add Domain In Black List
RFC2822 Sender ezra.caglari@comodo.com Add Domain In White List
RFC2322 Recipient(s) vetestl@ve. comodo.local
Subject Newss

«  Select the category from the options that you want to add the email and click the L] button beside it.

_ Save Close

+  Enter the reason for changing the category and click the 'Save' button.
The changes will be saved and mails from the sender will be applied the new settings by KoruMail.
+  To add the originating IP to blacklist/whitelist, click the drop-down in the 'IP" row.

RFC2822 Recipient(s) vetestl@ve. comodo.loca

Subject MNewss

P 10.100.132.32  Add Black List({(~ [)[ %
Add Black List

Location: Add White List

Size 1160

+  Select the category from the options that you want to add the IP and click the k] button beside it.
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IP Description

Save Close

+  Enter the reason for changing the category and click the 'Save' button.
The changes will be saved and mails from the IP will be applied the new settings by KoruMail.

You can view the previous or next record by click the '@ @ buttons at the top of a details screen.
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About Comodo

The Comodo organization is a global innovator and developer of cyber security solutions, founded on the belief that
every single digital transaction deserves and requires a unique layer of trust and security. Building on its deep history
in SSL certificates, antivirus and endpoint security leadership, and true containment technology, individuals and
enterprises rely on Comodo’s proven solutions to authenticate, validate and secure their most critical information.

With data protection covering endpoint, network and mobile security, plus identity and access management,
Comodo’s proprietary technologies help solve the malware and cyber-attack challenges of today. Securing online
transactions for thousands of businesses, and with more than 85 million desktop security software installations,
Comodo is Creating Trust Online®. With United States headquarters in Clifton, New Jersey, the Comodo
organization has offices in China, India, the Philippines, Romania, Turkey, Ukraine and the United Kingdom.

Comodo Security Solutions, Inc. Comodo CA Limited

1255 Broad Street 3rd Floor, 26 Office Village, Exchange Quay, Trafford
Clifton, NJ. 07013 Road, Salford, Greater Manchester M5 3EQ,

United States United Kingdom.
Tel : +44 (0) 161 874 7070
Fax : +44 (0) 161 877 1767

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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